






 Appendix A


Maintenance and Support Agreement
Statement of Work


For


Pennsylvania Department of Health 
Bureau of Health Statistics and Research

Pennsylvania Statewide Immunization Information System
(PA-SIIS)






I. 
Problem Statement

Avanza Systems, Inc. (Contractor) licensed its PHIS-IZ Module (Software) to the Department of Health (Department) in 2003 to provide a Web-based application to integrate with and eventually replace the Department’s existing application used in support of Pennsylvania Statewide Immunization Information System PA-SIIS.  Since that time, Contractor has made numerous enhancements to the application, which has been deployed to all enrolled PA-SIIS facilities in the Commonwealth and has entirely replaced the former application in the field.

To accommodate new/changing federal requirements as well as provide ongoing support for the application, data movement, and user-related issues, particularly during the critical rollout to the private sector, the Department wishes to engage Contractor in a continuing support and application maintenance role.

II. Background

 Contractor is the only vendor who can provide this support and maintenance  since they own the system/code and license it to the Department. It is currently in use at all state and county health centers as well as private physician practices, nursing homes, hospitals, health care systems, and schools within the Commonwealth and will soon be deployed to additional private facilities. It provides a centralized repository that allows for electronic capture, secure storage, and confidential management of demographics and vaccine information of all Pennsylvania residents. It also provides the Department with the infrastructure for data collection that supports ongoing planning for pandemic influenza and strategic national stockpile distribution.

III. Definitions

A. “Error Correction” shall mean a revision that corrects an error and/or deficiency (collectively “error”) in the product.

B. “Error Report” shall mean the document or electronic record created by Contractor as a result of notification by the Department of an error as defined in section V.E.2 of this SOW.

C. “Fix(es)” shall mean the software and documents created by Contractor pursuant to this SOW in order to correct the error(s).

D. “Knowledge Transfer” shall mean the communication of specialized information about the Software and its use through mentoring; documentation; help screens; meetings; webinars; conference calls and other collaborative processes and procedures.

E. “License” shall mean the license granted by Contractor to the Department to use the Software under the Software License Agreement dated August 23, 2007.

F. “Maintenance Representative” shall mean the person(s), trained in the use of the Software, appointed by the Department, to work as a liaison between the Contractor and the Department with regard to maintenance and co-location services.

G. “Maintenance Services” shall mean the services as defined under section V.E of this SOW.

H. “Release” – shall mean the release of a fix, enhancement, or update to the Software that corrects errors and deficiencies or makes minor improvements in the functionality of the Software which is generally made available to Contractor’s client base.

I. “Severity Level” shall mean the level of severity assigned to a reported error with the Software, in accordance with the severity level definitions set forth in section V.E.2.c.i.ii.iii.iv of this SOW.

J. “Site” shall mean a Department computer facility located in one specific geographic location, or the co-location facility/facilities provided by Contractor.

K. “Software” shall mean Contractor’s Public Health Information System Immunization Module (PHIS-IZ) software and shall include the software, bypasses, fixes, enhancements and updates.

L. “Software Maintenance” shall mean the services to be provided by Contractor as defined in section V of this SOW.

M. “Updates” shall mean the Software as Contractor elects to provide improvements, which Contractor does not elect to separately price or market to its existing licensees and which are made available to the general client base of the Software.

IV. Business and Functional Requirements

Contractor shall provide application enhancements, implementation support, and system support for the Software.  Enhancements and support shall include the following, as prioritized by the Department:

A. Product support for the Software.
B. Product support for the HL7 interface module.
C. Support for registry staff in supporting the ongoing operations, troubleshooting, deployment, and training of the Software.
D. Support for registry staff in data loading, cleansing, and reporting activities. 
E. Functional Standards for IISs in accordance with the Center for Disease Control National Vaccine Advisory Committee (CDC NVAC) as found at: http://www.cdc.gov/vaccines/programs/iis/stds/standards.htm
F. Support for the major functional requirements as supported by PA-SIIS within the Software application as listed below:

1. Patient Record
a. Search Patient
b. Add New Patient
c. Delete Patient
d. Edit Patient Information
e. Edit Race (Multiple Race Coding)
f. Edit Programs (Multiple Program Coding)
g. Edit Health Plan (Multiple Health Plan Coding)
h. Edit General/Contact Information
i. Edit Patient Address
j. Edit Primary Care Physician Address
k. Edit Contraindications
l. Add New Patient Note
m. Edit Patient Note
n. Add Vaccine History
o. Add Vaccine History Details
p. Edit Vaccination
q. Give Vaccine
r. Edit Vaccine History
s. Recommend Vaccine

2. Inventory
a. Edit Inventory
b. Edit Inventory Item
c. Add New Inventory
d. Edit Shipments
e. Edit Shipment
f. Add New Shipment
g. Receive Shipment
h. Edit Orders
i. Edit Order
j. Add New Order

3. Reports
a. Patient Long Form
b. Patient Short Form
c. Routing Slip
d. Patient Reminder Card
e. Clinic Inventory
f. Doses Administered Report
g. Vaccine Accountability
h. Missing Immunization Report
i. Upcoming Immunization Report
j. Lack of Activity Report
k. Immunization Coverage Report
l. Encounter Summary Report
m. Patient List
n. Patient Detail Report
o. Patient History Report
p. Data Verification Report
q. Roster Billing Report
r. Clinic Self-Registration

4. Maintenance
a. User Maintenance
b. Provider Maintenance
c. Clinic Maintenance
d. Zip Code Maintenance
e. Smallpox Export

5. Web-Based Training Module

6. Deduplication Utility

7. HL7 Interface
a. Accept HL7 VXU messages to import new patients and record updates
b. Respond to HL7 VXQ messages with patient lists in the form of VXX messages or a full patient record in the form of a VXR

8. These core functions also support CDC/American Immunization Registry Association (AIRA)’s Immunization Registry Functional Standards:
a. Electronically store data on all NVAC-approved core data elements.
b. Establish a registry record within 6 weeks of birth for each newborn child born in the catchment area.
c. Enable access to immunization information in the registry at the time of encounter.
d. Receive and process immunization information within 1 month of vaccine administration.
e. Protect the confidentiality of medical information.
f. Ensure the security of medical information.
g. Recover lost data (disaster recovery).
h. Exchange immunization records using Health Level Seven (HL7) standards.
i. Automatically determine the immunization(s) needed, in compliance with current ACIP recommendations, when an individual presents for a scheduled encounter.
j. Automatically identify individuals due/late for immunization(s) to enable the production of reminder/recall notifications.
k. Automatically produce immunization coverage reports by providers, age groups, and geographic areas.
l. Produce authorized immunization records.
m. Consolidate all immunization records from multiple providers, using reduplication and edit checking procedures to optimize accuracy and completeness.
G. Unplanned enhancements to the application, as prioritized by Department, which may include but not be limited to:
a. Modifications to the “recommend function” in support of new manufacturer-specific requirements.
b. Modification of the current PA-SIIS HL7 interface to support CDC registry requirements and/or Public Health Information Network (PHIN) requirements, as needed.
c. Modifications to user and provider profiles to associate each with multiple clinics and limit provider drop-downs to only those within a given clinic.
Any future work (unplanned enhancements) shall require an amendment to the Contract. This amendment would need to be fully executed prior to any work being done.

V. Tasks and Deliverables
The Contractor shall provide the following tasks and deliverables during the period of the Contract:

A. Contractor shall provide the Maintenance Services as set forth in this SOW at the cost and for the duration identified on the contract. 

B. For all system enhancements, modifications, bypasses, Error Corrections, fixes, and updates, including new versions and releases of the Software, the Contractor shall provide the Department with Knowledge Transfer regarding the Software changes.

C. Enhancements to the Software to accommodate new and changing federal requirements imposed on the Department.

D. Planned enhancements to the application, Contractor shall work with the CDC – National Center for Immunization and Respiratory Disease (NCIRD) and the Department to define the requirements for subcategory a under section V, category D. The Contractor shall provide the requirements within 60 days of notice to proceed with this contract. The Department will have  14 days to review and finalize the requirements and authorize the Contractor to proceed with system enhancement as outlined within the approved requirements and which shall include:

a. Expansion of existing inventory, ordering, and shipment functionality to support integration with CDCs VTRCKS application, including Economic Order Quantity (EOQ) functions. Provide a mechanism to facilitate the exchange of data with CDC’s VTRCKS application, per CDC’s specification, including:
· Clinic provider information
· Inventory usage
· Dose administration
· Orders
· Shipments
Details on VTRCKS can be found at
http://www.cdc.gov/vaccines/programs/vtrcks/ and in the VTrckS ExIS Integration: File Specifications & Additional Information document distributed to grantees

E. Maintenance Services

1. Personnel Support
a. Contractor Support – Contractor shall provide consultant support as needed and requested by the Department.

b. Maintenance Representative – The Department will appoint a single point of contact and coordination for the project to facilitate communication. The Maintenance Representative will be responsible for providing notice to Contractor of the desire for services defined in this SOW and shall be an individual trained in the use of the Software.

2. Problem Classification and Escalation. The Department will notify the Contractor via error report as soon as an error is identified throughout the term of this Contract. Contractor shall make commercially reasonable efforts to return calls within the time specified in the schedule set forth below.  Such response times shall be measured from the time a Department maintenance representative contact requests support.  For a Severity 1 error, the Department’s Maintenance Representative shall contact Contractor by telephone in addition to any other means of contact.

	Error Classification
	Maintenance Level 1
	Maintenance Level 2
	Maintenance Level 3

	Severity 1
	1 business hour
	4 business hours
	Next Release

	Severity 2
	2 business hours
	1 business day
	Next Release

	Severity 3
	2 business days
	30 business days       
	Next Release

	Severity 4
	7 business days
	To be scheduled as appropriate



a. Maintenance Levels
i. Level 1 – Contractor acknowledgement of receipt of error report.

ii. Level 2 – Contractor commencement of patch, work around, temporary fix, bypass, and other temporary resolution of the error and documentation of corrections. This response time is contingent upon the error being  reproducible in the Commonwealth system.

iii. Level 3 - Official object code fix incorporated in a fix, enhancement, or update to the software.

b. Error Escalation - In the event that a Department Maintenance Representative cannot make contact with Contractor or in the event the Contractor does not make commercially reasonable efforts to meet the response times set forth in V.E.2 above, then the Department’s sole remedy shall be for the Department Maintenance Representative to escalate the problem for good faith resolution to the following Contractor contacts  in the order specified:
i. Help Desk 

ii. IT Manager

iii. Account Manager

iv. Chief Technology Officer

v. Chief Executive Officer

c. Error Classification – The Department will make an initial classification of each error and/or deficiency with the Software or support materials and will report such error and/or deficiency to the Contractor based on the criteria set forth below.  In the event there is a dispute between the Department and the Contractor regarding the classification of such error and/or deficiency that is not resolved within twenty four (24) hours after the report from the Department is received and acknowledged by Contractor, such dispute shall be escalated to the Contractor’s representatives in the order identified in Error Escalation (V.E.2.b) above.  
i. Severity 1 – Critical Business Impact.  The production system is down, or issues which impair access to the Software and/or the ability of the Software to perform necessary functions. All issues marked “Severity 1” will be given immediate attention and will have an issue mitigation strategy developed and provided to the Department within four (4) business hours that includes an estimated time to resolution, provided, however, that the Severity 1 is  reproducible.

ii. Severity 2 – Significant Business Impact. Issues which do not prevent access but may limit the ability of a permitted user to perform specific, material functions. 

iii. Severity 3– Non-Critical. Issues which are important but are not considered essential for Software operations. 

iv. Severity 4 – Minimal Impact. Minor Software issues which do not impair the functionality of the Software but which need to be addressed with detailed instruction from a consultant or with minor modifications to the application. Issues marked “Severity 4” are resolved within a reasonable time period.

d. Non-Reproducible Errors – The Department will supply the Contractor with reproducible errors in order for the response schedule above to apply.  The Contractor will not be obligated to provide personnel to work on any error if the error has not been replicated..


3. Support Periods.
Standard Support Service: The Contractor shall provide telephone and/or email support to the Department’s Maintenance Representative during Contractor standard hours of business which are Monday through Friday from 8:00 AM to 5:00 PM Mountain Time (MT).

4. In Pennsylvania, Contractor does not have administrative access to any systems, and, as such, is unable to deploy code or make structural changes to the database in response to any request, emergency or otherwise.  As a result, Contractor does not offer any service level agreements (SLAs) around the Production availability of PA-SIIS.

5. Software Testing: The Contractor shall completely test all Software enhancements, bypasses, error corrections, fixes, updates and modifications, in accordance with industry standards. Enhancements, bypasses, error corrections, fixes, updates and modifications including new versions and releases must be approved by the Department prior to movement to the production Software.  All software manufacturer critical security patches shall be tested and applied by the Department based on software manufacturer recommendation.

6. Fixes: Contractor shall provide to the Department such fixes as are  necessary to ensure the resolution of such errors which can be resolved by a fix.

7. Updates: Contractor shall, as soon as they are made available, provide to the Department such updates as it provides to other users for the Software pursuant to maintenance support services, from time to time.  While the Contractor encourages the Department’s input for updates, Contractor retains the sole right to determine which updates will be included. 
[bookmark: _Toc189538686]
F. Security

a. The Department shall provide for Secure Socket Layer (SSL) Encryption to be utilized for all system transactions and interactions and the Department will provide SSL Certificates. (Reference ITB-B.5 Security; & Digital Certificate Policy and Encryption & Internet/Intranet Browser Standards for e-Government Web Sites & Applications, Issues: 2/14/00, Revised: 3/29/05). 

http://www.portal.state.pa.us/portal/server.pt?open=512&objID=416&PageID=200500&mode=2&contentid=http://pubcontent.state.pa.us/publishedcontent/publish/cop_general_government_operations/oa/oa_portal/omd/p_and_p/itbs/domains/security/itbs/itb_b_5_.html

b. The Contractor shall provide access only to the Contractor’s staff that must have access to provide Maintenance Services. Department-related information access, use and sharing shall be restricted to the Contractor’s employees and contractors assigned to work on this contract. Department related information shall not otherwise be shared or discussed with individuals or other parties without specific written permission by the Department.

c. The Contractor shall ensure that access to the system is given solely to permitted users as authorized by the Department through a user name and a user password supplied by the Department’s authorized administrators and modified by Department authorized administrators or the authorized permitted user.

d. The Contractor shall comply with the requirements of Commonwealth Information Technology Security Bulletin ITB-SEC005 (Commonwealth Application Certification and Accreditation CA2) located at

http://www.portal.state.pa.us/portal/server.pt?open=512&objID=416&PageID=210791&mode=2

Contractor shall work with Department staff to complete the certification and accreditation process within a reasonable timeframe after issuance of the contract and agrees that the process must be completed every three (3) years if the engagement is continued.  This review consists of policy compliance assessments and risk assessments, which include source code analysis, host-based intrusion scans, and web application risk assessments.  Contractor further agrees to abide by the findings and recommendations of the certification and accreditation process and to eliminate any security concerns identified.

G. Documentation

a. The Contractor shall update help screens and Software and/or system documentation available in Adobe Reader (PDF) format on an ongoing basis in response to Software and/or system upgrades. 

b. The Contractor shall provide documentation to the Department in Adobe Reader (PDF) format. 

c. Contractor shall continue to migrate the Software application suite to 
Microsoft .Net-based technologies, as it has already begun and as architectural and other changes permit. To be completed no later than December 2012. This includes support for SQL Server 2008 and 2010. Although the exact timeline for delivery of the migrated product will be dependent on the prioritization of the deliverables outlined herein and other factors, the following is an approximation of the elements required to complete the migration:

	Migration Element
	Approximate Completion

	Data access layer for existing data structure
	Complete

	Business logic layer
	Complete

	User interface layer for new components
	September 30, 2011

	Automated interface layer
	December 31, 2011

	User interface layer for existing components
	June 30, 2012

	Data access layer for new data structure
	July 31, 2012

	Migration utility
	August 30, 2012

	Training materials
	October 31, 2012



d. The schema relating to the storage and organization of all data is owned and controlled by the Contractor. The Department acknowledges that the Department has no right to the schema relating to the storage and organization of the data.  The Department further agrees and acknowledges that the Department has no right to receive the data in a format organized or stored according to the schema.

e. The Contractor shall assist the Department in identifying Web server and database server settings to optimize performance of the application based on the business processes of the application.


f. The work outlined within this Statement of Work (SOW) will be performed off-site at Contractor’s facilities.


VI. Department Tasks
The Department responsibilities under this SOW are as follows: 

A. Provide the Contractor with a Virtual Private Network (VPN) connection for the use by the Contractor to access the database servers for operational and maintenance purposes.  The VPN connection to the production and UAT databases shall be via the internet.  

B. Provide for the hardware installation and maintenance at the Department’s site as well as for the communications circuits required at the Department’s hosting site.  

C. Monitor and maintain the web and database server and all network devices located at the Department’s site to insure they are in proper working order and will as soon as possible notify the Contractor of any problems detected.

D. Assure a staging environment and disaster recovery site equal to what is located in production.

E. Make available to Contractor, on an as needed basis, performance metrics that monitor Web server activities, communication between the Web server and the database server, and of the production data base server.

F. Provide Contractor with all Web Server and database server settings to both production and UAT servers.

G. Designate a single point of contact and coordination, trained in the use of the Software, for the project and one alternate to facilitate communication.

H. Provide requirements, feedback, and prioritization to Contractor’s designated resources within a reasonable timeframe.
I. Provide end users with support, including but not limited to use of the application and answering routine user questions.

J. Implement, deploy, and maintain the application within the Department’s own environments (Contractor shall be responsible only for supporting the Department in those efforts and, as such, will have no responsibility for system or database administration).

K. Provide all available documentation related to this effort and the business solution it is intended to address, as well as the Department and Commonwealth technical standards and documentation, including but not necessarily limited to database schemas, object models, architectural diagrams, and any other technical documentation necessary to perform the services outlined herein.

L. Provide, prior to the commencement of the services outlined herein and throughout the term of the Contract, Contractor with remote access to the Department’s  hosting environments (and related support) as required to provide the services outlined herein, as well as advance written notice of any scheduled downtime and written notice of any unexpected outages, etc.  Included are the existing Testing and Production environments.  All other systems are beyond the scope of this engagement.

M. Acquire all necessary licenses and maintenance for hardware and software required for the Production environment.  The Department is also responsible for maintenance and support of its own LAN and/or WAN systems and for obtaining any necessary secure certificates required of the implementation.

N. Deploy all provided application maintenance releases within a reasonable timeframe and, as such, Contractor will not be responsible for retrofitting application releases for backward compatibility with previous releases.

VII. Schedule
The Contractor agrees that upon issuance of a valid Contract and Notice to Proceed, that it shall meet all deliverables as outlined in this SOW.

VIII. Reporting Requirement
Since this is maintenance and support agreement of existing software reporting requirements will be on as need bases.
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