COMMONWEALTH of PENNSYLVANIA
DEPARTMENT of ENVIRONMENTAL PROTECTION
Office Planning and Facility Support Services
Rachel Carson State Office Building
P.O. 2063
Harrisburg, PA 17105-8468
Specifications for FleetCommander Kiosk 
NO SUBSTITUTION PROCUREMENT
	Model
	Specifications

	Standard Indoor Touchscreen Kiosk
	Technical Specifications
              • One (1) Physical Network Connection
• Two (2) Network Interface Cards (NIC)
• DHCP or Static IP Address 
• DNS
• Outbound Internet Access 
• TCP: 443 (Web Traffic for Kiosk)
• UDP: 1194 or TCP: 443 (VPN Traffic for Key Box) 
• UDP: 123 (NTP Time Synchronization)
• OpenVPN Connect v3 or higher 
              • IP Forwarding Enabled in Windows OS
Other Specifications
              • DNS must be able to resolve agilefleet.com and any of its subdomains.
• Outbound internet must allow access to agilefleet.com and any of its subdomains and openvpn.com and any of its subdomains. 
• The first NIC is required for the LAN connection, and the second NIC is required to connect the key box to the kiosk. A USB based network adaptor may be used if a second NIC is unavailable.
• DHCP is preferred, but a static IP address can be used. The IP Address, Subnet Mask, Default Gateway, and DNS address information is required for the static IP option.
• UDP: 1194 is the default protocol the VPN client installed on the kiosk. The VPN client will automatically fallback to TCP: 443 if UDP: 1194 is unavailable.
• The default NTP source is time.windows.com
• Data Channel Encryption:
• Algorithm: AES (Advanced Encryption Standard)
• Key Length: 256 bits
• Mode: CBC (Cipher Block Chaining)
Control Channel Encryption:
• Protocol: TLS (Transport Layer Security)
• Key Exchange: RSA-2048
• Session Key Exchange: Diffie-Hellman (DH) or Elliptic Curve Diffie-Hellman (ECDH) for Perfect Forward
Secrecy (PFS)
• Cipher Suites: AES
Message Authentication:
• Algorithm: HMAC (Hash-based Message Authentication Code)
• Hash Function: SHA256


· KioWare license to support controlled presentation of the kiosk user interface
Functional Requirements
· Upon login, the user’s reservation should be immediately available for dispatching and key disbursement/return
· Integrated kiosk functionality must include the ability to display the following information to the user at the time of check-out before the key is released
· Reservation confirmation number
· Scheduled leaving and returning date and time
· Current leaving date and time
· Vehicle name
· Parking space
· Current odometer
· Vehicle year, make model
· Fuel level
· Optional vehicle equipment
· Upon vehicle return, the kiosk must automatically present the returning vehicle confirmation details to the user and include the ability to capture the following minimum details
· Current vehicle return date and time
· Current odometer
· Fuel level
· Parking location
· Comments 
· Provide an option to allow any user to return the keys to a vehicle
· Provide optional RFID/employee badge access

	KioWare Key Box
	Main Specifications
· 35 Card – Mail Slot Key Box 
· Key Box Chain Tray 




1. Instructions to Bidders 

a. The Department of Environmental Protection (DEP), Bureau of Office Services, is requesting price bids for the following items listed in the Invitation for Bid (IFB) item list section. The bidder must supply a price for all items. Award will be made based on the lowest grand total price. 

2. Delivery 

a. Physical delivery location: DEP, RCSOB, 400 Market St, Harrisburg, PA 17105. Attention: Justin Miskolcze 

b. Please include all costs including shipping/handling within the costs of the line items supplied, i.e. bid prices must be FOB destination. No additional costs will be allowed. 




3. Agency Contacts 

a. Any technical questions should be directed to Justin Miskolcze, phone: 717-787-7668 email: jmiskolcze@pa.gov. Email communication is preferred. 

b. Questions regarding bidding procedures should be directed to Angel Mercado, phone: 717-787-2471, email: angmercado@pa.gov. Email communication is preferred. 

4. Bid Submission
a. All Bids must be submitted electronically through the Department of General Services’ (DGS) eMarketplace website. The eMarketplace website is located at http://www.emarketplace.state.pa.us. DEP is not responsible for the maintenance of the eMarketplace website.
b. DGS’s Supplier Service Center (https://www.dgs.pa.gov/Materials-Services-Procurement/Supplier-Service-Center/ Pages/default.aspx) is available to assist vendors with registration, bidding, and account management. For questions regarding registration help, send an email to RA-PSC_Supplier_Requests@pa.gov or call (877) 435-7363, choose option 1. For questions regarding bidding help, send an email to srmhelp@pa.gov or call (877) 435-7363, choose option 2.

c. DEP is not responsible for the support or functionality of any Department of General Services website.


5. Estimated Quantities 

a. The quantities contained in the IFB section are estimated only and may increase or decrease dependent upon the needs of DEP. Ancillary items may be added to this acquisition (purchase order) at the discretion of both parties at a mutually agreed upon price. 

b. Payment to the contractor shall be made within approximately 30 business days after invoice receipt at the unit bid price for the quantities supplied.

6. Requirements 

a. See (page 1 of this specification) item list section for listing of parts. 

b. Kioware is the requested manufacturer for all items contained in this bid. Substitution responses will not be accepted.  

7. Award 

a. Award will be made to the responsible responsive bidder based on the lowest grand total price. 

b. Bidders are required to complete and return the “Reciprocal Limitations Form” electronically attached to the IFB file. Reference see Title 62 Pa C.S. Section 107. 



