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Purpose
The purpose of this document is to define security and performance practices and policies agreed upon by the Commonwealth as well as the Provider.  The Commonwealth intends to incorporate this language, as appropriate, into future requests for “Software As A Service” (SaaS) solutions. 
Security
Best Practices

As outlined in the applicable statement of work, the Provider will provide all Services, using security technologies and techniques in accordance with industry best practices and the Commonwealth’s security policies, procedures, and requirements, including those relating to the prevention and detection of fraud and any other inappropriate use or access of systems and networks.
 
The Provider agrees to have appropriate controls in place to protect critical or sensitive  data and shall employ stringent policies, procedures, and best practices to protect that data particularly in instances where sensitive data may be stored on a Provider controlled or owned electronic device. 
 
1)         The Provider shall have encryption controls in place for data at rest and in transit which are in line with existing Commonwealth policy requirements in order to protect Commonwealth data from unintended access, use, release, or disclosure.
2)          The Provider shall comply with all pertinent federal and state privacy regulations.
3)          The Provider shall protect its systems with anti-virus, host intrusion protection, incident response monitoring and reporting, network firewalls, application firewalls, and employ system and application patch management to protect its network and customer data from unauthorized disclosure.
4)          The Provider shall have mechanisms in place to prevent intrusions on its systems and detect intrusions in a timely manner.
 

Security Policies
The Provider shall abide by all the Commonwealth’s Information Technology Bulletins (ITB’s), and should pay particular attention to those set out below: Provider will also ensure its employees and contractors including Subcontractors, to comply with these policies. If Provider violates or disregards these policies, the Commonwealth will have the right to deny  access to the Commonwealth data or immediately terminate this Contract. NOTE:  These references are for information only. They do not in any way limit the policies which apply to this Contract.  The selected Provider must comply with all policies existing at the time of the issuance of a purchase order, even if they are not specifically listed here.
 

Business Policies

Insert in this section any project, program, or business specific policies which pertain to this initiative and to which the Provider must comply.  I.e. HIPPA for health-related data.

Network and Application Security
The Provider will implement and use network management and maintenance applications and tools, appropriate fraud prevention and detection, and data confidentiality/protection/encryption technologies. 
 
Endpoint and Server Security
The Provider will implement and use management and maintenance applications and tools, appropriate fraud prevention and detection, and data confidentiality/protection/encryption technologies for endpoints, servers and mobile devices. This includes mechanisms to identify vulnerabilities and apply security patches.
 
Security Program
In addition, the Provider will establish and maintain a continuous security program as part of the Services. The Provider shall:
 
a) Define the scope and boundaries, policies, and organizational structure of an information security management system.
 
b) Conduct periodic risk assessments to identify the specific threats to and vulnerabilities of the Commonwealth due to the Services, subject to the terms, conditions and procedures set forth in Risk Analysis Framework.
 
c) Implement appropriate mitigating controls and training programs, and manage resources.
 
d) Monitor and test the security program to ensure its effectiveness. The Provider will review and adjust the security program in light of any assessed risks.
 
The Commonwealth reserves the right to audit the Provider’s Security Program on a periodic basis to ensure compliance with this contract.
 

Maturity Level
In no event may the Provider's action or inaction result in any situation that is less secure than:
 
a) The security that the Commonwealth provided as of the Effective Date of the Agreement.
 
b) The security that the Provider  provides for its own systems and data, whichever is greater as of the Effective Date of the Agreement.
 
· The Provider is obliged to obtain a Statement on Auditing Standards No. 70 (SAS 70) II certification for the Services provided under this Agreement.
 
· The Provider is obliged to certify its security program against ISO/IEC 27001 no later than 60 days after the signature of this contract. 
 
PCI Compliance (If provider processes payment card data.)
The Provider is obliged to adhere to the Payment Card Industry Data Security Standard (PCI DSS) if it processes payment card data. Moreover, The Provider certifies that their Information Technology practices conform to and meet PCI DSS standards as defined by The PCI Security Standards Council at https://www.pcisecuritystandards.org/security_standards/index.php.
The Provider will monitor these PCI DSS standards and its Information Technology practices and the Provider will notify the Commonwealth within one (1) week, if its practices should not conform to such standards. The PROVIDER will provide a letter of certification to attest to meeting this requirement and agrees to the Commonwealth's right-to-audit either by Commonwealth or external 3rd party auditors.
    
Provider agrees that it may (1) create, (2) receive from or on behalf of Commonwealth, or (3) have access to, payment card records or record systems containing cardholder data including credit card numbers (collectively, the "Cardholder Data"). Provider shall comply with the Payment Card Industry Data Security Standard ("PCI-DSS") requirements for Cardholder Data that are prescribed by the payment brands (as appropriate including Visa, Mastercard, American Express, Discover), as they may be amended from time to time (collectively, the "PCIDSS Requirements"). Provider acknowledges and agrees that Cardholder Data may only be used for assisting in completing a card transaction, for fraud control services, for loyalty programs, or as specifically agreed to by the payment brands, for purposes of this Agreement or as required by applicable law.
 
Physical Access
The Provider will ensure physical security including:
 
a) Physical access to any equipment that is on the premises of the Provider's facilities and contains any data or information of the Commonwealth, 
 
b) Any mobile storage devices or any other access on the desktops that allow employees to potentially take away data from the premises.
 
c) Scenarios for moving and storing Commonwealth electronic data off the vendor’s primary site (or hot site).
 
Information Access
Provider and its employees must comply with all Commonwealth policies and procedures regarding data access, privacy and security, including those prohibiting or restricting remote access to the Commonwealth’s systems and data. Commonwealth data stored within the requested solution is confidential and must be secured against inappropriate access.  Computer data and software, including the Commonwealth’s data, provided by the Commonwealth or accessed (or accessible) by the Provider's personnel or the Provider's Subcontractor personnel, must be used by such personnel only in connection with the obligations provided in this Agreement and may not be commercially exploited by the Provider or its Subcontractors in any manner whatsoever. Failure of the Provider to comply with these provisions may result in the Commonwealth immediately terminating this Agreement. The Provider will be responsible for maintaining and ensuring the confidentiality and security of the Commonwealth’s data.
 
Identity and Access Management
The Commonwealth will authorize and the Provider will issue any necessary information  access identities (IDs) and passwords.The Provider agrees that the personnel to whom IDs are issued will use Commonwealth approved access mechanisms and be provisioned only with the minimum level of access necessary to perform the tasks and functions for which the personnel are responsible. At the request of the Commonwealth or at least quarterly the Provider will provide the Commonwealth with an updated list of Provider personnel and level of access for those who have access to the Commonwealth’s software and data. 
 
Security Monitoring and Incident Response
The Commonwealth and the Provider will collaborate on security monitoring and incident response, define points of contact on both sides, establish monitoring and response procedures, set escalation thresholds, and conduct training. The Provider will, at the request of the Commonwealth or, in the absence of any request from the Commonwealth, at least quarterly, provide the Commonwealth with a report of the incidents that it has identified and taken measures to resolve.
 
Background Checks 
The Provider will conduct a background check on all employees, contractors, Subcontractors, and/or agents performing work on Commonwealth sites.  The Provider will review the results to verify that the individual meets the Provider's standards for employment before requesting that the Commonwealth grant individual access to any Commonwealth site.
 
 Notification and Mitigation
In the event of any impermissible disclosure, loss or destruction of Confidential Information, the receiving Party must immediately notify the disclosing Party and take all reasonable steps to mitigate any potential harm or further disclosure, loss or destruction of such Confidential Information. In addition, pertaining to the unauthorized access, use, release, or disclosure of data, the Provider shall comply with state and federal data breach notifications regulations and is to report security incidents to the Commonwealth within one (1) hour of when the Provider knew of such unauthorized access, use, release, or disclosure of data.
 
Return of Confidential Information
When the contract Term expires or terminates, the Provider will provide full cooperation in any transition activities.  The Provider will provide all production data to the Commonwealth in a non-proprietary format that is acceptable to the Commonwealth.  Commonwealth data is defined as {insert definition here}. the receiving Party must promptly return to the disclosing Party all its Confidential Information (and all copies of this information) that is in the receiving Party's possession or control, in a non-proprietary, standard and usable format. After Commonwealth acceptance of returned data and unless the Commonwealth agrees or specifies otherwise, the Provider will delete or destroy any copies, duplicates, summaries, abstracts or other representations of any such Confidential Information in the receiving the Provider’s possession or control in accordance with Federal (NIST) Guidelines, as specified in ITB-SYM009.
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