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COMMONWEALTH OF PENNSYLVANIA 
PUBLIC SCHOOL EMPLOYEES’RETIREMENT SYSTEM 

 
CONTRACT FOR ACTUARIAL PENSION AND PLAN CONSULTING SERVICES 

[FORM AGREEMENTS ARE SUBJECT TO FURTHER EDIT BY PSERS TO REFLECT THE 
PROCUREMENT PROCESS] 

 

THIS CONTRACT FOR ACTUARIAL AND PENSION PLAN CONSULTING 

SERVICES (“Agreement”) is made and entered into as of this _____________________ day of 

________________________, _____ (“Effective Date”) by and between [PLACEHOLDER FOR 

PARTY] [PLACEHOLDER FOR PARTY ENTITY TYPE AND JURISDICTION OF 

FORMATION] (“Actuary”), whose  principal office and place of business is located at 

[PLACEHOLDER FOR BUSINESS ADDRESS] and the Commonwealth of Pennsylvania, Public 

School Employees’ Retirement Board (“Board” and together with the Actuary,  the “Parties” and 

each a “Party”), whose principal place of business is located at 5 N. 5th Street, Harrisburg, PA 

17101-1905.  

RECITALS: 

WHEREAS, pursuant to the Public School Employees’ Retirement Code, Title 24, Pa. C.S. 

§§ 8101, et seq., as amended (“Retirement Code”), the Board is the governing body that has been 

statutorily given obligations to administer retirement plans, including a pension plan and defined 

contribution plan, and health benefit plans for eligible school employees and their beneficiaries 

(the pension plan is referred to herein as the “Plan” and the entire system over which the Board 

governs and conducts business “PSERS”); 

WHEREAS, the Board requires actuarial and pension plan consulting services to assist the 

Board in the performance of its administrative duties under the Retirement Code;  

WHEREAS, pursuant to Section 8502(b) of the Retirement Code, the Board is authorized 
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to engage the services of an actuary and other professional personnel as it deems advisable; 

WHEREAS, the Board has made known its requirements for actuarial and pension plan 

consulting services through the issuance of PSERS’ Request for Proposal for Actuarial Services 

and Pension Plan Consulting Services Effective [PLACEHOLDER FOR DATE], PSERS RFP# 

[PLACEHOLDER FOR NUMBER], Date of Issuance [PLACEHOLDER FOR THE 

DATE](“PSERS RFP”); 

WHEREAS, the Actuary has represented and made known to the Board through the 

submission of the Actuary’s proposal dated [PLACEHOLDER FOR DATE] (“Actuary’s 

Proposal”), that the Actuary possesses expertise and professional knowledge and experience in 

actuarial science and pension plan consulting, and shall make available to the Board qualified 

personnel and resources to provide services to fulfill its  obligations to the Board and PSERS in 

accordance with the terms and conditions set forth in this Agreement.   

[PLACEHOLDER WHEREAS FOR REFERENCE TO BEST AND FINAL OFFER, IF 

APPLICABLE – WHEREAS, the Actuary submitted a Best and Final Offer to the Board;]   

WHEREAS, the Board determined that the Actuary’s Proposal was advantageous to the 

Board after taking into consideration all of the factors set forth in the PSERS RFP, and selected 

the Actuary for contract negotiations; and 

WHEREAS, the Board and the Actuary have negotiated this Agreement as their complete 

and final agreement regarding the Actuary providing the services and/or products described in this 

Agreement and in the PSERS RFP, pursuant to the terms and conditions set forth in this 

Agreement.  

NOW, THEREFORE, in consideration of the foregoing recitals which are incorporated 

herein, and for other good and valuable consideration, the receipt and sufficiency of which are 
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hereby acknowledged, and intending to be legally bound hereby, the Parties agree as follows: 

1. Engagement.  The Board hereby engages the Actuary and the Actuary hereby: (a) 

accepts the Board’s engagement to serve as an actuary and pension plan consultant for and on 

behalf of the Board and (b) agrees to provide the services described herein subject to the terms and 

conditions of this Agreement and such other policies and directives as may be communicated to 

the Actuary from time to time by the Board. 

The Actuary shall meet and maintain the commitments to Small Diverse Businesses made 

in its Small Diverse Business Participation Submittal which is part of the Actuary’s Proposal. The 

Actuary shall submit any proposed change to a Small Diverse Business commitment to the 

Department of General Services’ Bureau of Diversity Inclusion and Small Business Opportunities 

(“BDISBO”), which will make a recommendation as to a course of action to the Board’s PSERS 

Representative (as defined below). The Actuary shall complete Monthly Utilization Reports within 

the Department’s PRiSM Compliance Management System within ten (10) workdays at the end 

of each calendar month that this Agreement is in effect. [Delete if the Actuary received a full good 

faith efforts waiver] The Board and BDISBO granted a partial waiver of the Small Diverse 

Business participation goal of [____% PLACEHOLDER FOR % NUMBER]. [Delete if Actuary 

is meeting goal in full, otherwise delete inapplicable language.] 

The Actuary shall meet and maintain the commitments to Veteran Business Enterprises 

made in its Veteran Business Enterprise Participation Submittal (which is part of the 

[PLACEHOLDER].  The Actuary shall submit any proposed change to a Veteran Business 

Enterprise commitment to the Department of General Services’ Bureau of Diversity Inclusion and 

Small Business Opportunities (“BDISBO”), which will make a recommendation as to a course of 

action to PSERS’ Representative.  The Actuary shall complete Monthly Utilization Reports within 
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the Department’s PRiSM Compliance Management System within ten (10) workdays at the end 

of each calendar month that this Agreement is in effect. [Delete if Actuary received a full good 

faith efforts waiver] The Board and BDISBO granted a partial waiver of the Veteran Business 

Enterprise participation goal of [____% PLACEHOLDER FOR % NUMBER] [Delete if Actuary 

is meeting goal in full, otherwise delete inapplicable language.] 

2. Actuary’s Services.  The Actuary shall perform services for the Board, including, 

but not limited to, the services described herein, and in Exhibit A, Description of Services and 

Personnel, attached hereto, incorporated by this reference herein and made a part of this Agreement 

and such other services that the Parties determine be provided by Actuary.   

Fixed Fee Services – Annual Actuarial Valuation 

(a) The Actuary shall prepare the annual actuarial valuation for the Plan in accordance 

with the principles of practice prescribed by the Actuarial Standards Board. The 

actuarial valuation shall cover the fiscal year 2026 (that fiscal year begins July 1, 

2025 and ends June 30, 2026) and if applicable, other following fiscal years (each 

beginning on July 1 and ending the next following June 30). The actuarial valuation 

must also produce any standard actuarial disclosures required by the Governmental 

Accounting Standards Board or other actuarial disclosures needed for proper 

actuarial and financial presentation in the PSERS’ Annual Comprehensive 

Financial Report. Provided that the Board provides the Actuary with such direction, 

materials, information, data and access to its representatives as the Actuary 

reasonably requests and does so promptly and within timeframes as reasonably 

requested by the Actuary, applicable due dates are as follows (the “Due Dates” – 

each Due Date following the end of the fiscal year for which the actuarial valuation 
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is prepared):  (a) draft actuarial valuation results are due by November 25th; (b) 

final valuation results in presentation format (with conclusionary data) are due at 

least two weeks before the December Board meeting in accordance with dates 

established by the PSERS Board liaison, assuming that such meeting occurs no 

earlier than the middle of December; and (c) final valuation report is due by January 

31st, provided that the Board provides timely responsive comments during drafting 

within timeframes as reasonably requested by the Actuary. All deliverables of the 

Actuary shall be signed and dated by the Supervising Actuary, as defined in this 

Agreement. 

(b) The Actuary shall determine the annual employer contribution rate resulting from 

each actuarial valuation including the various components of normal rate, unfunded 

accrued liability rate, Health Care Premium Assistance Program contribution rate 

and the contribution rate for the PSERS’ School Employees’ Defined Contribution 

Plan and Trust. (Due Date: the Due Dates and related terms and conditions 

described in the preceding subsection (a) shall apply to the deliverables described 

in this subsection (b).) 

(c) The Actuary shall cause a qualified representative of the Actuary to participate at 

meetings as requested by the Board. The number of meetings in this part shall not 

exceed four, including an attendance at the December meeting of the PSERS’ 

Board, at which the Actuary shall recommend the employer contribution rate to the 

Board to allow the Board to take formal action regarding the setting of employer 

contribution rate. 
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Hourly Rate Services 

(d) The Actuary shall prepare actuarial cost estimates or other analyses of state or 

federal retirement legislation. 

(e) The Actuary shall periodically review new computation procedures used in 

calculating benefits, distributions, or contributions. 

(f) The Actuary shall provide advisory services regarding federal tax changes and court 

decisions affecting public pension systems. 

(g) The Actuary shall develop periodic educational sessions for Board and staff. 

(h) The Actuary shall certify the actuarial equivalence to the maximum single life 

annuity of certain benefit selections and develop any other special benefit 

calculations as requested. 

(i) The Actuary shall assist with the implementation of new pension accounting 

standards and other proposed changes to the Retirement Code. 

(j) The Actuary shall consult on any pension matter for which Board seeks advice and 

attend Board meetings as requested to present information, ideas, and methods. 

(k) The Actuary shall prepare other studies, reports, analyses, etc. on behalf of PSERS, 

as requested by the Board or any of the following officers of PSERS: the Executive 

Director, and/or the Chief Financial Officer. 

(l) The Actuary shall develop and provide various actuarial tables and factors required 

by PSERS. 

(m) The Actuary shall keep the Board and PSERS staff advised on pension accounting 

standards and assist with the implementation of new standards. 

(n) The Actuary, during and after the term of this Agreement, shall promptly respond to 
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any third party’s request for information or documents relating to work provided 

hereunder, including PSERS’ successor actuary or other consultant, if approved by 

PSERS in writing or as required by law, including without limitation pursuant to a 

subpoena.  To the extent practicable and legally permissible, the Actuary shall 

provide no less than ten (10) days prior written notice to PSERS before responding 

to any such request for information or documents to which PSERS has not 

consented in writing.  If providing the notice described in the preceding sentence is 

legally permissible but cannot be provided within the prescribed time, the Actuary 

shall provide such notice as soon as reasonably practical. 

Stress Testing 

(o) Retirement Code, Title 24 Pa. C.S. Section 8510 imposes fiscal year stress testing 

requirements on PSERS. Section 8510 states that the stress test shall include a 

scenario analysis, simulation analysis and sensitivity analysis, each as defined in 

Section 8510 as follows, and further states that PSERS shall disclose in the report 

of the stress test results which industry standards were used and whether any 

changes to industry standards have been made (collectively, the foregoing 

requirements are referred to herein as the “Section 8510 Requirements”). 

(i) “Scenario Analysis”. Projections of assets, liabilities, unfunded actuarial 

accrued liabilities, the change in unfunded actuarial accrued liabilities, 

employer contributions, benefit payments, service costs, payroll and 

calculations of the ratios of assets to liabilities, employer contributions to 

payroll and operating cash flow to assets in sufficient number as determined 

prudent by the board as informed by recognized industry standards. 
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(ii) “Sensitivity Analysis”. The following: 

(1) Estimates of the total normal cost and employer normal cost for new 

employees, calculated using various investment return assumptions 

in sufficient number as determined prudent by the board as informed 

by recognized industry standards. 

(2) Estimates of the unfunded actuarial accrued liability and unfunded 

liability, calculated using various annual assumed rates of return in 

sufficient number as determined prudent by the board as informed 

by recognized industry standards. 

(iii) “Simulation Analysis”. Projections of the range of required employer 

contributions for each of the next 20 years, based on analysis that simulates 

the volatility of annual investment returns above and below the assumed 

rate of return, applying methodology determined prudent by the board as 

informed by recognized industry standards. 

(iv) Test Features. The Board and the Actuary hereby agree that with respect to 

the “Scenario Analysis,” “Sensitivity Analysis” and “Simulation Analysis,” 

the following shall apply (collectively, the following is referred to as “Test 

Features”). The Scenario Analysis shall include: (1) deterministic 

projections based on the Society of Actuaries’ Blue Ribbon Panel; and (2) 

scenarios shall include a baseline, excess return, low return, and low 

contribution scenario. The Sensitivity Analysis shall include an impact of 

changes to the actuarial assumed rate of return on plan liabilities. The 

Simulation Analysis shall include: (1) stochastic projections providing a 
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wide range of potential future outcomes, simulating the volatility of annual 

investment returns; and (2) the Actuary’s stochastic model utilizing 

approximately 1,000 different economic forecast scenarios with resulting 

key metrics for PSERS. 

The above three-tiered analysis shall be provided utilizing the most recent annual 

actuarial valuation and the most recently available asset values and the Actuary capital 

market assumptions. 

Upon the request of the Board and per a schedule agreed to in writing by the Board 

and the Actuary that will allow timely completion as required by Section 8510, the Actuary 

shall prepare and provide to the Board a deliverable that addresses the Section 8510 

Requirements and the Test Features, and as otherwise agreed between the Board and the 

Actuary and confirmed in writing (“Stress Testing Services”), for the testing due January 

1 (or such later date as may be set under applicable law or otherwise agreed in writing 

between the Board and the Actuary), provided that the Board and the Actuary hereby agree 

and acknowledge that Stress Testing Services, in addition to the terms and conditions of 

this Agreement otherwise applicable to the services of the Actuary, shall be subject to the 

following subsections (i)-(iv). 

(i) Status as Investment Consulting Services. Stress Testing Services are a 

form of investment consulting services. These subsections (i)-(iv) apply 

solely and exclusively to any Stress Testing Services performed by the 

Actuary at the request of the Board and do not apply in any way to any other 

services provided by the Actuary to the Board or for PSERS pursuant to this 

Agreement, including, without limitation, actuarial services. 
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(ii) Compliance. The Board, not the Actuary, is solely responsible, at the 

Board’s own cost and expense, for determining whether the requested Stress 

Testing Services is the testing required by applicable law, including Title 

24 Pa. C.S. Section 8510, and the Actuary, not the Board, is solely 

responsible for the work to perform the requested Stress Testing Services 

and any fee charged by the Actuary to the Board for the requested Stress 

Testing Services assumes that the Board has met its responsibility. 

(iii) Investment Advisers Act; ERISA. [PLACEHOLDER FOR NAME OF 

ACTUARY OR APPLICABLE AFFILIATE]  is registered as an 

investment adviser under the Investment Advisers Act of 1940, as amended 

(“Advisers Act”), and shall remain registered as such during the term or 

time of performance of any Stress Testing Services. [PLACEHOLDER 

FOR NAME] SEC Form ADV, Parts 2A and 2B, is attached hereto as 

[PLACEHOLDER FOR EXHIBIT B], and by executing this Agreement, 

the Board hereby acknowledges receipt thereof. The Board may terminate 

Stress Testing Services within five (5) days of execution of this Agreement 

with no penalty. Additionally, subject to subsection (i) above and for 

purposes of this subsection (o) only, [PLACEHOLDER FOR NAME] 

acknowledges that it is a fiduciary under the Employee Retirement Income 

Security Act (“ERISA”) in the event it gives advice with respect to a plan 

subject to ERISA. 

(iv) Disclaimer. Stress Testing Services are non-discretionary. The Board, and 

not the Actuary, has the authority to select investments and investment 
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managers. Past performance is not indicative of future results. The 

[PLACEHOLDER FOR NAME] does not guarantee the performance of 

any investment, fund, or manager. 

Fixed Fee Services – Experience Study (Retirement Code, Title 24 Pa. C.S. Section 8502(j)) 

(p) Retirement Code, Title 24 Pa. C.S. Section 8502(j) requires the Board to cause the 

actuary for the Public School Employees Retirement System to make: “… an 

annual valuation of the various accounts of the fund within six months of the close 

of each fiscal year. In the fiscal year 1975 and in every fifth year thereafter, the 

board shall have the actuary conduct an actuarial investigation and evaluation of 

the system based on data including the mortality, service, and compensation 

experience provided by the board annually during the preceding five years 

concerning the members and beneficiaries of the system.” The foregoing actuarial 

investigation and evaluation required for the five-year period ending June 30, 20 

[PLACEHOLDER FOR DATE] is referred to herein as the “[   ] Experience Study”. 

Upon the request of the Board and schedule mutually agreed in writing by the Board 

and the Actuary that will allow timely completion as required by Section 8502(j), 

the Actuary shall prepare and provide the [PLACEHOLDER FOR DATE] 

Experience Study to the Board. The Board and the Actuary acknowledge and agree 

that (a) the fee for the [PLACEHOLDER]  Experience Study, as that fee is set forth 

in Section 5 of this Agreement, includes an initial experience study, a resulting 

report, and a presentation to the Board, and (b) any other services related to the 

[PLACEHOLDER] Experience Study shall be considered out-of-scope. The Board 

acknowledges that a request for services related to the [PLACEHOLDER] 
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Experience Study cannot be made unless and until the start of the Fixed Fee 

Renewal Term, if any, as defined in Section 6 of this Agreement. 

3. Conduct of Services.  

(a) Supervising Actuary. All services of an actuarial nature shall be performed 

under the direct supervision of a partner, member or employee of the 

Actuary who is an Enrolled Actuary holding the FSA designation and/or a 

member of the American Academy of Actuaries and otherwise meets or 

exceeds industry standards as a supervising actuary (“Supervising 

Actuary”).  The Supervising Actuary shall be acceptable to the Board in the 

sole and absolute discretion of the Board.  All pricing certificates, final 

reports, presentations of assumptions and similar technical documentation 

produced by the Actuary under this Agreement shall be approved by the 

Supervising Actuary and signed by the Supervising Actuary as evidence of 

such approval.  Unless otherwise provided herein, the Actuary with due 

diligence shall furnish all necessary qualified personnel, facilities, material, 

software and equipment, and manage and direct the foregoing to complete 

the work described in this Agreement and in Exhibit A, Description of 

Services and Personnel.  In determining whether or not the Actuary has 

performed with due diligence hereunder, the Parties agree and understand 

that the PSERS Representative may measure the amount and quality of the 

Actuary’s effort against the representations made by the Actuary.  

(b) Standard of Care. The Actuary shall perform the services and its duties and 

obligations under this Agreement with the greater of (1) the care, skill, 
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prudence, and diligence under the circumstances then prevailing that a 

prudent person acting in a like capacity and familiar with industry custom 

and practice and public pension plans would use in the conduct of an 

enterprise of like character with like aims or (2) such other standards as 

provided under the laws of the Commonwealth of Pennsylvania, to the 

extent applicable to the Actuary in its provision of services under this 

Agreement. 

(c) Cooperation. The Parties agree to cooperate fully together and in good faith, 

and to assist each other to the extent reasonable and practicable, in order to 

accomplish their mutual objectives hereunder. The Board agrees to or cause 

PSERS to provide the information material to the Actuary’s performance of 

services that it has available to assist the Actuary in its performance of the 

services. 

(d) Board Primary Contact. The Executive Director, Commonwealth of 

Pennsylvania, Public School Employees’ Retirement System, 5 North 5th 

Street, Harrisburg, Pennsylvania 17101, or a designee of the Executive 

Director, shall serve as the Board’s primary contact with the Actuary 

(“PSERS Representative”).  The PSERS Representative shall be the conduit 

for all reports, clarifications of assignments and communication between 

the Board and the Actuary. The Supervising Actuary shall be reasonably 

accessible to the PSERS Representative and the other staff members of 

PSERS designated by the PSERS Representative.  The Actuary agrees to 

use reasonable efforts to respond to electronic and telephonic inquiries 



Page 14 of 37  

within one (1) business day and to be available for meetings within five (5) 

business days of the Board’s request.  

(e) Access to Information via a Website. In the event that the Actuary utilizes 

a data warehouse or any other type of on-line data center to make 

information provided pursuant to this Agreement (“Information”) available 

to the Board, the Actuary shall use its best efforts to cause the website 

operator to remove or disable any website user agreement that the Board 

would otherwise be required to execute to gain access to the Information. 

The Actuary agrees and warrants that if the Board or PSERS is required to 

affirmatively accept terms and conditions in order to access Information, 

such acceptance shall not be deemed by the Actuary or the website operator 

to create a contract or agreement, but such acceptance instead shall be 

regarded as a mere technical formality to gain access to the website and the 

terms and conditions of any such user agreement shall not be binding on the 

Board or PSERS and shall be without force or effect. The terms and 

conditions regarding the availability and use of the Information shall be 

governed exclusively by this Agreement, and the Board or PSERS shall not 

be required to enter into any agreement with a third party to gain access to 

the Information. 

4. Key Personnel.  The Actuary’s personnel identified in Exhibit A, Description of 

Services and Personnel are essential to the work to be performed under this Agreement. Any 

personnel substitutions, additions or deletions (only deletions being proposed for reasons within 

the control of the Actuary) may only occur with the prior written consent of the PSERS 
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Representative which consent shall not be unreasonably withheld or delayed. Furthermore, in the 

event personnel substitutions or additions are proposed, the Actuary shall furnish to the PSERS 

Representative advance written notice of the circumstances giving rise to the substitution or 

addition, together with the resume of the person or persons the Actuary proposes to substitute or 

add. The PSERS Representative shall promptly review and consider the Actuary’s proposal and 

consent to or reject such proposal in writing. In the event of a rejection, the Parties shall cooperate 

to identify other appropriate and qualified personnel that may be substituted for or added to the 

personnel identified in Exhibit A, Description of Services and Personnel.  

5. Actuary Compensation.  The Board shall compensate the Actuary for its services as 

more fully described in Exhibit C, Actuary Compensation, attached hereto, incorporated by this 

reference and made a part hereof.  The Actuary acknowledges that all amounts payable by the 

Board are made through the accounts payable systems of the Commonwealth of Pennsylvania. 

Notwithstanding the compensation provisions in Exhibit C, Actuary Compensation, if the PSERS 

Representative  determines that any price, including any profit or fee, negotiated in connection 

with this Agreement was materially increased because the Actuary or any subcontractor furnished 

incomplete, inaccurate or antiquated cost or pricing information, or pricing information not current 

as certified in the Actuary’s Certificate of Current Cost or Pricing Data, then such price, profit or 

fee shall be reduced accordingly and the Parties promptly shall enter into a written amendment to 

this Agreement to memorialize such reduction.  A failure to agree on a reduction shall be a dispute 

concerning a question of fact within the meaning of Section 20 of this Agreement. The Actuary 

shall include the substance of the foregoing provision in any and all subcontracts and make PSERS 

the third-party beneficiary thereto. 

Any payment obligation of PSERS or any portion thereof created by this Agreement is 
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conditioned upon the availability of Commonwealth of Pennsylvania funds appropriated or 

allocated for the payment of such obligation or any portion thereof. The Board shall notify the 

Actuary at the earliest practicable opportunity in the event funds of the Commonwealth of 

Pennsylvania will not be available to support this Agreement, whereupon the Board shall decide 

if termination is necessary or if an alternative solution may be acceptable to both the Board and 

the Actuary in the case of delayed appropriation of Commonwealth of Pennsylvania funds. No 

penalty shall accrue to the Board, PSERS or the Commonwealth of Pennsylvania in this 

eventuality, and the Board, PSERS or the Commonwealth of Pennsylvania shall not be obligated 

or liable for any future payments due or for any damages resulting from such termination if the 

Board  elects to terminate this Agreement. 

6. Term of Agreement.  Subject to the terms of this Agreement and the availability of 

state funds, the term of this Agreement shall commence on the [PLACEHOLDER] and shall 

continue up to and including June 30, [PLACEHOLDER] (“Initial Term”). Before 

[PLACEHOLDER FOR DATE], the Board shall have the option to extend the term of  this 

Agreement pursuant to the following clause (1), clause (2), or both: (1) an extension of the Fixed 

Fee Services - Annual Actuarial Valuation for one additional one year term, beginning on July 1, 

[PLACEHOLDER FOR DATE] and continuing up to and including June 30, [PLACEHOLDER 

FOR DATE] (to cover the fiscal year ending June 30, [PLACEHOLDER FOR DATE] Actuarial 

Valuation) (“Fixed Fee Renewal Term”); and (2) an extension of the hourly services for a period 

beginning on July 1, [PLACEHOLDER FOR DATE] and continuing up to and including a Board 

designated date, that shall be a date before October 1, [PLACEHOLDER FOR DATE] (“Hourly 

Renewal Term”). The Board may terminate this Agreement during the Initial Term, Fixed Fee 

Renewal Term or Hourly Renewal Term, at its option. The Board shall exercise the Board’s option 
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to extend this Agreement or to terminate this Agreement, as applicable, by delivering to the 

Actuary written notice of exercise of the option to extend or in the case of termination as provided 

under Section 19 of this Agreement. 

7. Default.  

(a) The Board may, subject to the provisions of subsection (c) below, by written notice 

of default to the Actuary, terminate the whole or any part of this Agreement in any 

one of the following circumstances: 

(i) If the Actuary fails to perform the services within the time specified herein 

or any extension thereof; or 

(ii) If the Actuary fails to comply with  any of the other provisions of this 

Agreement, or acts in a manner that endangers the performance of the 

Actuary’s obligations under this Agreement in accordance with its terms, 

and in either of these two circumstances does not cure such failure within a 

period of ten (10) days (or such longer period as the PSERS Representative 

may authorize in writing) after receipt of notice from the PSERS 

Representative specifying such failure. 

(b) Except with respect to defaults of subcontractors, the Actuary shall not be liable for 

any excess costs if the failure to perform its obligations under this Agreement arises 

out of causes beyond the control and without the fault or negligence of the Actuary. 

Such causes may include, but are not restricted to, acts of God or of the public 

enemy, acts of the Commonwealth of Pennsylvania or PSERS, in either its 

sovereign or contractual capacity, fires, floods, epidemics, quarantine restrictions, 

strikes, freight embargoes, and unusually severe weather; but in every case the 
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failure to perform must be beyond the control and without the fault or negligence 

of the Actuary.  If the failure to perform is caused by the default of a subcontractor, 

and if such default arises out of causes beyond the control of both the Actuary and 

the subcontractor, and without the fault or negligence of either of them, the Actuary 

shall not be liable unless the services to be furnished by the subcontractor were 

obtainable from other sources in sufficient time to permit the Actuary to meet the 

required delivery schedule. 

(c) If this Agreement is terminated as provided in Section 19 of this Agreement, the 

Board, in addition to any other rights provided in this Section 7, may require the 

Actuary to transfer title and deliver to PSERS, in the manner and to the extent 

directed by the PSERS Representative, such partially completed reports or other 

documentation as the Actuary has specifically produced or specifically acquired for 

the performance of such part of this Agreement as has been terminated. Payments 

for completed reports and other documentation delivered to and accepted by PSERS 

shall be at the agreed upon price. Payment for partially completed reports and other 

documentation delivered to and accepted by PSERS shall be in an amount agreed 

upon by the Actuary and PSERS Representative. PSERS may withhold from 

amounts otherwise due the Actuary for such completed or partially completed 

reports or other documentation such sum as the PSERS Representative determines 

to be necessary to protect PSERS against loss because of outstanding liens or claims 

or former lien holders. 

(d) If, after notice of termination of this Agreement under the provisions of this Section 

7, it is determined for any reason that the Actuary was not in default under the 
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provisions of this Section 7, or that the default was excusable under the provisions 

of this Section 7, the rights and obligations of the parties shall be the same as if the 

notice of termination had been issued pursuant to Section 19 of this Agreement. 

(e) The rights and remedies of the Board provided in this Section 7 shall not be exclusive 

and are in addition to any other rights and remedies provided by law or under this 

Agreement. 

8. Representations, Warranties, Acknowledgements and Agreements of the Actuary.    

(a) Fiduciary Status.  The Actuary acknowledges that the Actuary shall provide the 

services under this Agreement as a “fiduciary” with respect to the Plan as such term 

is defined in Section 3(21)(A) of the Employee Retirement Income Security Act of 

1974, as amended (“ERISA”) and represents and warrants that Actuary is not 

subject to the disqualifications described in Section 411 of ERISA, irrespective of 

the application of ERISA to the Plan. 

(b) Substantial Experience.  The Actuary represents and warrants that it has substantial 

experience and expertise in providing the services contemplated by this Agreement. 

(c) Reaffirmation.  The Actuary hereby reaffirms the reliability and accuracy of the 

written and oral representations made to the Board and PSERS in the solicitation 

of this Agreement. 

(d) No Finder’s, Solicitor’s or Similar Fee.  The Actuary represents and warrants that 

neither the Actuary nor any affiliate, nor any of their respective partners, directors, 

officers, or employees have employed or retained any company or person, other 

than a bona fide employee working solely for the Actuary, to solicit or secure this 

Agreement, and none of the aforementioned parties have paid or agreed to pay, and 
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shall not pay, any company or person, other than a bona fide employee working 

solely for the Actuary, any fee, commission, percentage, brokerage fee, gift, or any 

other compensation contingent upon or resulting from the award or making of this 

Agreement, except where: (1) the Actuary has disclosed, in writing to the Board, 

that it has engaged such a company or person other than a bona fide employee to 

secure this  Agreement, and (2) the cost of such engagement is not charged to 

PSERS under the terms of compensation under this Agreement or any subsequent 

agreement. For breach or violation of this representation, the Board shall have the 

right to void this Agreement without liability, entitling PSERS to recover all monies 

paid hereunder, and the Actuary shall not make claim for, or be entitled to recover, 

any sum or sums due under this Agreement or for any services which it may have 

provided under this Agreement. This remedy, if effected, shall not constitute the 

sole remedy afforded to the Board for such breach or violation, nor shall it 

constitute a waiver of Board’s rights to claim damages or to take any other action 

provided for by law or pursuant to this Agreement, including, in the sole discretion 

of the Board, to deduct from the contract price or consideration, or otherwise 

recover, the full amount of such commission, percentage, brokerage, or contingent 

fee. 

(e) Compliance with Laws.  The Actuary agrees that the Actuary’s conduct and actions 

for and on behalf of the Board and PSERS shall at all times be in compliance with 

all applicable federal and state laws and regulations. 

(f) Conflict of Interest.  The Actuary represents, warrants, and agrees that the Actuary 

has no interest as of the Effective Date and agrees not to acquire any interest, direct 
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or indirect, that would conflict in any material manner or degree with the 

performance of its services under this Agreement.  The Actuary further agrees  that 

in its performance under this Agreement, the Actuary shall not knowingly employ 

any person having any such conflicting interest.  The Actuary agrees to give the 

Board prompt written notice of the breach of this provision by the Actuary. 

(g) Status of Actuary.  The Actuary represents and warrants to the Board that: (1) the 

Actuary is organized and validly existing in good standing under the laws of the 

[PLACEHOLDER FOR STATE] (b) the Actuary has all requisite power, authority, 

licenses, permits and approvals to execute, deliver and perform its obligations under 

this Agreement, and when executed and delivered by the Actuary, this Agreement 

will constitute legal, valid and binding agreements of the Actuary enforceable 

against the Actuary in accordance with its terms, except as enforceability may be 

limited by applicable bankruptcy, insolvency, reorganization, moratorium or 

similar laws affecting creditors’ and contracting parties’ rights generally, and 

except as enforceability may be subject to general principles of equity (regardless 

of whether such enforceability is considered in a proceeding in equity or at law) 

and (c) the execution and delivery of this Agreement and the consummation of the 

transactions contemplated hereby will not conflict with or constitute a violation of, 

or default under (i) any material agreement to which the Actuary is a party or by 

which it or any of its properties are bound or (ii) the organizational documents of 

the Actuary. 

(h) Reliance.  The Actuary acknowledges that the Board has relied and will continue to 

rely upon the Actuary’s representations, warranties, confirmations and agreements 
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in this Agreement. 

(i) Notice of Change.  The Actuary shall promptly notify the Board in the event any of 

the foregoing or any other acknowledgments, representations, warranties or 

agreements in this Agreement shall no longer be true. 

9. Independent Capacity of the Actuary.  The Actuary shall perform the services under 

this Agreement as an independent contractor and shall provide workmen’s compensation insurance 

where workmen’s compensation insurance  is required, and shall accept full responsibility for the 

payment of premiums for workmen’s compensation insurance and social security, as well as all 

income tax deductions and any other taxes or payroll deductions required by law for its employees 

who are performing services under this Agreement and taxes of whatever nature imposed upon the  

property or income of the Actuary. 

10. Changes in Actuary’s Status.  The Actuary shall immediately notify the Board in 

writing in the event of any actual or proposed material change in the Actuary’s status, including 

without limitation: (a) change in or departure of directors, officers, partners, employees or affiliates 

who provide any material advice, or actuarial or consulting services under this Agreement or 

change in such individual’s status with regard to credentials or certifications, (b) material 

modification of business structure, (c) change in actual control, ownership or management of the 

Actuary to the extent permitted by law, (d) material change in any government or private 

registration, accreditation or licensing requirements affecting the Actuary or any individual 

performing services under this Agreement, (e) governmental or regulatory inquiries or 

investigations, actual litigation or administrative action, or similar proceeding, involving or 

alleging potential or actual violations by the Actuary, any affiliate, or any of their respective 

partners, directors, officers, or employees, of any federal or state law related to its provision of 
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actuarial, auditing, consulting or investment services, including but not limited to, the terms and 

conditions under which such persons provide such services, (f) material deterioration in financial 

condition, including, but not limited to, the filing of a petition in bankruptcy, and (g) written 

allegations or litigation alleging negligence, fraud or breach of contract by the Actuary, any 

affiliate, or any of their respective partners, directors, officers, or employees. 

11. Assignability.  The Actuary may not assign or otherwise transfer this Agreement 

(whether voluntarily or by operation of law and whether by sale, merger, division, consolidation, 

encumbrance, sale of stock, or otherwise), or any interest herein, or any claim arising hereunder to 

any other party or parties without the prior written consent of the Board, which the Board may 

grant or withhold in its sole discretion. 

12. Subcontracts.  Unless provided for in this Agreement, no contract shall be made by 

the Actuary with any other party for furnishing any of the work or services herein contracted for 

without the consent, guidance, and written approval of the PSERS Representative. Any subcontract 

hereunder entered into subsequent to the Effective Date must be annotated “Approved” by the 

PSERS Representative. This provision shall not be construed to require approval of contracts of 

employment between the Actuary and personnel assigned for services hereunder.  For all purposes 

under this Agreement, the actions or non-actions of an individual or entity to which an obligation 

is assigned or transferred shall constitute the actions or non-actions of the Actuary and if such 

actions or non-actions constitute a breach of this Agreement, shall constitute the breach of the 

Actuary.  Before any assignment or transfer to any obligation, the Actuary shall obtain the 

agreement of the assignee or transferee that the assignee or transferee shall perform in accordance 

with and be subject to the terms of this Agreement as applicable to the Actuary. 

13. Indemnification and Insurance. 
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(a) Indemnification.  The Actuary shall indemnify and hold harmless, the 

Commonwealth of Pennsylvania, the Board, PSERS, the Plan and plans 

administered or sponsored by the Board,, and their respective officers, employees 

and agents (individually and collectively “Indemnified Person”) from and against 

any and all third-party claims, demands, losses, actions, damages or other liabilities 

of any nature, including, but not limited to, attorneys’ fees, expenses and court 

costs, as they relate or are attributable to a Service Provider’s (as defined below):  

(1)  negligent performance under this Agreement, recklessness, willful misconduct, 

or breach of this Agreement; or (2) violation of proprietary rights or right of privacy 

arising out the publication, translation, reproduction, delivery, use or disposition of 

any information provided under this Agreement by or to the Service Provider, 

provided however that the Actuary shall have no such responsibility in the event 

any such information provided by the Service Provider is used in a manner other 

than that contemplated when the Service Provider was originally engaged to 

provide it.  At the option and sole discretion of the Board, the Actuary shall defend 

at its expense third party actions brought against an Indemnified Person arising out 

of or in connection with any services performed or the failure to perform services 

under this Agreement, or breach of this Agreement, by a Service Provider and the 

costs of such defense shall be borne by the Actuary, and shall not constitute an 

expense of, and shall not be paid out of the assets of the Commonwealth of 

Pennsylvania, PSERS, the Plan or other plans administered or sponsored by the 

Board.  As used in this Section 13, the term “Service Provider” means, the Actuary 

and the parent or affiliate of the Actuary, and their respective partners, directors, 



Page 25 of 37  

officers, employees, agents, subcontractors and any other individual or person 

performing services under this Agreement for or on behalf of the Board, PSERS, 

the Plan or other plans administered or sponsored by the Board. 

(b) Insurance.   

(i) The Actuary shall procure, and maintain during the term of this Agreement, 

(1) a policy of errors and omissions insurance for the protection of the 

Board, PSERS, the Plan and other plans administered or sponsored by the 

Board with a limit of liability of at least $5,000,000 (Five Million Dollars) 

to cover each Service Provider and (2) insurance against claims and 

damages which may arise from or in connection with the performance of its 

work to include IP infringement and privacy or data breaches coverage and 

such coverage shall have limits of no less than $5,000,000 (Five Million 

Dollars) per claim.  The Actuary shall be responsible for payment of any 

self-insured retention under its policies.  

(ii) The Actuary shall comply with such procedures and requirements relating 

to insurance as the Board may convey to the Actuary in writing. The 

Actuary shall submit copies of the actual policies of the insurance required 

under this Agreement to PSERS before the commencement of services 

under this Agreement. The Actuary shall thereafter submit annual filings of 

current certificates with PSERS during the term of this Agreement and any 

extension thereof. If Actuary or its parent, if applicable, changes insurance 

carriers, the Actuary shall submit copies of the actual policies of said 

insurance. All policies shall contain a provision or endorsement that 
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coverages afforded thereunder shall not be canceled or changed until the 

underwriter has furnished to the Board  at least 30 days’ prior written notice 

of cancellation or change. The Board may, in its sole discretion, require 

such changes with respect to insurance coverage as it deems appropriate by 

giving written notice of such changes to the Actuary at least 30 days in 

advance of the effective date for such changes.  Notwithstanding anything 

contained in in this Agreement to  the contrary, neither Board nor the 

Commonwealth of Pennsylvania shall require the Actuary to name Board, 

PSERS or the Commonwealth as an additional insured on any worker’s 

compensation insurance, provided that the Actuary maintains such coverage 

as required by applicable law. 

14. Confidentiality.  The Actuary hereby agrees to retain in strict confidence all 

information in whatever form, whether written, electronic, oral, or otherwise, relating to this 

Agreement and the services contemplated under this Agreement (a) provided to the Actuary by 

PSERS, or on behalf of PSERS or (b) created by the Actuary, including but not limited to, all 

deliverables identified in this Agreement, information related thereto and all other reports, 

memorandums, worksheets, notes, and documents ( “Confidential Information”).  Confidential 

Information may include Actuary Knowledge Capital.   “Actuary Knowledge Capital” means 

materials or tools existing before the  commencement of the Actuary’s performance of the relevant 

services, or developed outside the scope of such services, that are proprietary to the Actuary or to 

third parties, and all associated intellectual property rights and any enhancements and 

modifications to such materials, whether or not such enhancements and modifications are 

developed as part of the services contemplated under this Agreement.  For the avoidance of doubt, 
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Actuary Knowledge Capital describes materials or tools that exist without regard to information 

provided to the Actuary by PSERS or information created by the Actuary for the Board or PSERS 

and are used in providing the services.  Actuary  Knowledge Capital does not include the work 

product that results from the application of Actuary Knowledge Capital.  Excluding Actuary 

Knowledge Capital, Confidential Information and all deliverables and work product created by the 

Actuary for the purpose of providing services to the Board, PSERS or the Plan under this 

Agreement, shall be, or become upon creation, the property of PSERS and shall not be published, 

circulated, or used in any manner by the Actuary without the prior written approval of the Board.  

Such deliverables and work product shall be considered work made for hire.  The Actuary may 

disclose Confidential Information to the extent required by applicable law or regulation or legal, 

regulatory, or judicial process or proceeding, but the Actuary shall provide prompt advance written 

notice (to the extent legally permissible) to the Board before disclosing any Confidential 

Information and cooperate with the Board in seeking a protective order or other appropriate remedy 

(at PSERS’ sole cost and expense). In the event that such protective order is not obtained, the 

Actuary may disclose only that portion of the Confidential Information which, upon the advice of 

the Actuary’s legal counsel and (to the extent legally permissible) after notifying the Board, is 

legally required to be disclosed.  Promptly upon a written request by or on behalf of the Board, the 

Actuary agrees to, and shall cause the return to PSERS or destroy (and certify in writing that the 

Actuary has done so) all Confidential Information in the Actuary’s possession or to which the 

Actuary has access or control. Notwithstanding the foregoing, the Actuary shall be permitted to 

retain a copy of any Confidential Information to the extent required to comply with applicable law 

or regulatory authority or written internal document retention policies, consistent with past 

practice, provided, however, that any such Confidential Information so retained shall remain 
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subject to the confidentiality obligations of this Agreement for so long as such Confidential 

Information is retained. The Actuary hereby agrees to (a) adopt and maintain processes to fulfill 

its obligations under this Section 14 and (b) provide prompt written notice to the Board upon the 

Actuary becoming aware that a breach of this Section 14 has or may have occurred.   

15. Officials not to Benefit.  No member of the General Assembly of the Commonwealth 

of Pennsylvania or any individual employed by the Commonwealth on a full-time basis shall be 

permitted to any share or part of this Agreement, or to any benefit that may arise therefrom, 

provided that this provision shall not be construed to extend to this Agreement if made with a 

corporation for its general benefit.   

16. Gratuities.    

(a) The Board may, by written notice to the Actuary, terminate the right of the Actuary 

to provide services under this Agreement and PSERS’ obligation to make any 

payments to the Actuary under this Agreement  if it is found, after notice and 

hearing, by the PSERS Executive Director or the duly authorized representative of 

the Executive Director, that gratuities in the form of entertainment, gifts, or 

otherwise were offered or given by the Actuary, or any agent or representative of 

the Actuary, to any officer or employee of the Commonwealth of Pennsylvania with 

a view toward securing a contract or securing favorable treatment with respect to 

the awarding or amending, or making of any determinations with respect to the 

performing of such contract; provided that the existence of the facts upon which the 

Executive Director  or the duly authorized representatives of the Executive Director 

makes such findings shall be in issue and may be reviewed in any competent 

tribunal, provided that the Actuary understands that PSERS reserves all immunities, 
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defenses, rights or actions arising out of its status as a sovereign entity, including 

those under the Eleventh Amendment to the United States Constitution.  No 

provision of this Agreement shall be construed as a waiver or limitation of such 

immunities, defenses, rights, or actions. 

(b) In the event this Agreement is terminated as provided in subsection (a) above, the 

Board shall be entitled to pursue the same remedies against the Actuary as it could 

pursue in the event of a breach of this Agreement by the Actuary. 

(c) The rights and remedies of the Board  provided in this Section 16 shall not be 

exclusive and are in addition to any other rights and remedies provided by law or 

under this Agreement. 

17. Retention of Records.  The Actuary agrees to preserve all financial and accounting 

records pertaining to this Agreement during the contract period, for six (6) years from the 

expiration date of this Agreement, and during such period PSERS, or any other department or 

representative of the Commonwealth of Pennsylvania, upon reasonable notice, shall have the right 

to audit such books and records for the purpose of verifying all of the fee payments under this 

Agreement, to the extent authorized and permitted by law. The Actuary shall have the right to 

preserve all records and accounts in original form, or on microfilm, magnetic tape, or any other 

similar process. 

18. Cost Certification.  The Actuary hereby certifies that (a) the contract price is based 

upon fees, costs, or pricing specifically negotiated in good faith with the Board and (b) the fees, 

costs, or pricing chargeable to PSERS are equal to or less than the Actuary’s established market 

prices and do not exceed the fees, costs, or pricing charged by the Actuary under similar fee 

structures to any other of its clients for the same or similar services. In the event that the Actuary 
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charges lesser fees, costs, or pricing under similar fee structures to any other client for the same or 

similar services, the Actuary shall provide timely notice of such terms to the Board and, at the 

Board’s option, adjust the fees, costs, or pricing charged to PSERS to equal such lesser fees, costs, 

or pricing effective as of the time that such lesser fees, costs, or pricing took or will take effect.  

The Actuary shall promptly provide such proofs in support of its certification of the contract price 

as the Board or the Commonwealth of Pennsylvania may reasonably request. The Actuary further 

understands that any intentionally misleading representation in this certification shall be 

punishable under Section 4904 of Title 18 Pa. C.S. 

19. Termination of Work.  The performance of work under this Agreement may be 

terminated by the Board in whole or, from time to time, in part, whenever for any reasons the 

PSERS Representative shall determine that such termination is in the best interest of PSERS. Any 

such termination shall be affected by delivery to the Actuary of a Notice of Termination specifying 

the extent to which performance of the work under this Agreement is terminated and the date in 

which such termination becomes effective. This Agreement shall be equitably adjusted to 

compensate for work done before such termination and this Agreement modified accordingly and 

such adjustment shall constitute the sole amount due, if any, to Actuary for the work contemplated 

under this Agreement that is otherwise subject to termination. 

20. Disputes.  Any legal proceeding or dispute involving any contract claim asserted 

against Board/PSERS arising out of this Agreement may only be brought before and subject to the 

exclusive jurisdiction of the Board of Claims of the Commonwealth of Pennsylvania pursuant to 

§§ 4651-1 et seq. of Title 72 Pa. Statutes, and such proceeding shall be governed by the procedural 

rules and laws of the Commonwealth of Pennsylvania, without regard to the principles of conflicts 

of law. 
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21. Reporting Political Contributions.  The Actuary agrees: (a) that before the 

commencement of services under this Agreement, the Actuary shall file a report of political 

contributions that are subject to disclosure under 25 P.S. § 3260a. (regardless of the applicability 

of said reporting requirements to this Agreement), if any, to PSERS’ Executive Director and (b) 

the Actuary shall file successive reports of political contributions, if any, by February 15 of each 

year during the term of this Agreement   The Actuary further agrees that for each year in which 

the Actuary made no such political contribution, it shall submit a letter to PSERS’ Executive 

Director by February 15 confirming that no such contributions were made. 

22. Related Written Commitments, Warranties & Representations.  Any written 

commitment by the Actuary within the scope of this Agreement shall be binding upon the Actuary 

and shall be incorporated into this Agreement either by reference or attachment as a rider.  

23. Certification of Taxpayer Identification Number. The Actuary certifies that: (a) the 

tax identification number appearing on the signature page is the Actuary’s correct taxpayer 

identification number and (b) the Actuary is not subject to backup withholding because (i)  the 

Actuary is exempt from backup withholding, (ii) the Actuary has not been notified by the Internal 

Revenue Service that it is subject to backup withholding as a result of a failure to report all interest 

or dividends, or (iii) the Internal Revenue Service has notified Actuary that it is no longer subject 

to backup withholding. 

24. Additional Contract Provisions.   

(a) Standard Contract Terms and Conditions. The Actuary agrees to comply with the 

Standard Contract Terms and Conditions – Paper Contract which provisions may 

be modified from time to time with written notice to the Actuary, attached hereto 

and marked Exhibit D, incorporated by this reference and made a part hereof. As 
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used in Exhibit D, the following terms shall have the following meanings: (1) 

“Contractor” means the Actuary; (2) “Commonwealth” means the Board and as the 

context may require, and/or the Commonwealth of Pennsylvania; (3) “Contract” 

means this Agreement.  The Contracting Officer for the Board shall be the 

Executive Director, Commonwealth of Pennsylvania, Public School Employees’ 

Retirement System, 5 North 5th Street, Harrisburg, Pennsylvania 17101.  

(b) Data and Information Security Addendum. The Actuary hereby agrees to comply 

with the Data and Information Security Addendum, attached hereto as Exhibit E, 

incorporated by this reference herein and made a part of this Agreement.  

(c) Order of Priority. In the event of a conflict among this Agreement (without regard 

to the Standard Contract Terms and Conditions – Paper Contract and the Data and 

Information Security Addendum) and the Standard Contract Terms and Conditions 

– Paper Contract and/or, the Data and Information Security Addendum, the terms 

of the documents will control in the following order of precedence (from higher to 

lower): (a) Data and Information Security Addendum, (b) Standard Contract Terms 

and Conditions – Paper Contract and (c) this Agreement.  

25. Legal Notices and Other Communications.  Any notice, request, demand or other 

communication permitted or required to be given under this Agreement shall be in writing and 

shall be deemed to have been duly given, made and received hereunder: (a) on the next Business 

Day following the day when deposited for overnight next business day delivery, fees prepaid to 

the intended recipient with a reputable, established overnight courier service that regularly 

maintains records of its pick-ups and deliveries, (b) on the fourth (4th) Business Day following the 

date when deposited with the United States Postal Service as registered or certified mail, postage 
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prepaid, return receipt requested, or (c) immediately upon delivery by hand or by email 

transmission (with proof of receipt), in each case to the address/email address of such recipient as 

set forth below. Any notice received by email at the addressee’s email address or otherwise at the 

addressee’s location on any Business Day after 5:00 p.m. (prevailing time in New York City), or 

on any day that is not a Business Day shall be deemed to have been received on the next Business 

Day.  “Business Day” means each day that is not a Saturday, Sunday or other day on which the 

offices of the Commonwealth of Pennsylvania are closed. 

For purposes of notice to the Board:  

 

Uri Monson     Brian T. Lyman 

Executive Director  Chief Financial Officer 

Public School Employees’  Public School Employees’  

Retirement System  Retirement System   

5 N. 5th Street     5 N. 5th Street    

Harrisburg, PA 17101    Harrisburg, PA 17101   

Email: umonson@pa.gov   Email: blyman@pa.gov  

 

For purposes of notice to the Actuary: 

 

[PLACEHOLDER FOR NOTICE CONTACT INFORMATION] 

 

Either Party may from time to time change its address/email address for receipt of notices 

and other communications by giving the other Party notice of the change pursuant to this 
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Section 25.  

26. No Third-Party Beneficiaries.  Nothing express or implied in this Agreement is 

intended to confer, nor shall anything herein confer, upon any person other than the parties and the 

respective successors or assigns of the parties, any rights, remedies, obligations or liabilities 

whatsoever. 

27. Applicable Law and Amendment.  This Agreement shall be governed by the laws of 

the Commonwealth of Pennsylvania and, for all purposes, shall be construed in accordance with 

the  laws of the Commonwealth of Pennsylvania and the decisions of the courts of the 

Commonwealth of Pennsylvania thereon, and shall be binding upon the successors and assigns of 

the Parties. No amendment or modification changing the scope or terms of this Agreement shall 

have any force or effect unless it is in writing and signed by both Parties. 

28. Rules of Construction.  The following rules shall be followed in interpreting the 

provisions of this Agreement. The headings and captions in this Agreement are for convenience 

and reference purposes only and shall not be construed or deemed to explain, modify; amplify, or 

aid in the interpretation, constructions, or meaning of the provisions hereto. The term “Agreement” 

shall be deemed to include all such exhibits and schedules and any other documents expressly 

incorporated, by reference, into this Agreement. All words and phrases in this Agreement shall be 

construed to include the singular or plural number, and the masculine, feminine, or neuter gender, 

both as the context requires. The term “include(s)” or “including” shall be deemed to mean 

“without limitation.” Any statutory or regulation reference in this Agreement shall include a 

reference to any successor to such statute/regulation and/or revision thereof. The words “shall,” 

“will,” and “must” are obligatory and require performance of the stated condition, etc. during the 

Term of this Agreement and if the context requires after the Term, during such additional period 
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to give effect to the provision. The word “may” is intended to be permissive, imparting a right, but 

not an obligation, to perform. 

29. Entire Agreement.  This Agreement constitutes the entire agreement between the 

Parties and supersedes any other agreement, either written or oral, express, or implied, that the 

Parties may have made prior to execution of this Agreement. 

30. Exhibits, Addendum and Schedules.  The following Exhibits, [PLACEHOLDER 

FOR OTHER TYPES] are hereby incorporated by reference herein, attached hereto, and made a 

part of this Agreement:  

(a) Exhibit A – Description of Services and Personnel 

(b) Exhibit B – SEC Form ADV, Parts 2A and 2B 

(c) Exhibit C - Actuary Compensation 

(d) Exhibit D - Standard Contract Terms and Conditions – Paper Contract 

(e) Exhibit E - Data and Information Security Addendum 

(f) Exhibit F - PSERS Request for Proposal  

(g) Exhibit G - Actuary’s Proposal  

Except as otherwise provided, any change to any exhibit, schedule or addendum hereunder 

shall be made only as agreed upon in writing by the Actuary and the Board. 

31. Counterparts.   This Agreement may be executed in one or more counterparts and 

such execution may occur by manual signature on a copy of this Agreement physically delivered, 

on a copy of this Agreement transmitted by facsimile transmission or on a copy of this Agreement 

transmitted as an imaged document attached to an email, or by “Electronic Signature”, which is 

hereby defined to mean inserting an image, representation or symbol of a signature into an 

electronic copy of this Agreement by electronic, digital or other technological methods. Each 
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counterpart executed in accordance with the foregoing shall be deemed an original, with all such 

counterparts together constituting one and the same instrument. The exchange of executed 

counterparts of this Agreement or of executed signature pages to counterparts of this Agreement, 

in either case by facsimile transmission or as an imaged document attached to an email 

transmission, shall constitute effective execution and delivery of this Agreement, and may be used 

for all purposes in lieu of a manually executed and physically delivered copy of this Agreement. 

32. Severability.  If any one or more of the covenants, agreements, provisions or terms 

of this Agreement shall be held contrary to any express provision of law, or contrary to the policy 

of express law though not expressly prohibited, or against public policy, or shall for any reason 

whatsoever be held invalid, then such covenants, agreements, provisions or terms shall be deemed 

severable from the remaining covenants, agreements, provisions or terms of this Agreement and 

shall in no way affect the validity or enforceability of the remainder of this Agreement or the rights 

of the Parties provided that this Agreement, absent any such invalid or unenforceable provisions, 

would not materially differ from the intent of the Parties. 

33. Survival.  All provisions of this Agreement which are by their nature intended to 

continue beyond the termination, cancellation or expiration of this Agreement in whole or in part, 

including, by way of illustration only and not limitation, Section 8 Representations, Warranties, 

Acknowledgements and Agreements of the Actuary, Section 13 (a) Indemnification and Insurance,  

Section 14 Confidentiality, Section 17 Retention of Records, Section 20 Disputes, Section 25 

Legal Notices and Other Communications, Section 26 No Third Party Beneficiaries, Section 27 

Applicable Law and Amendment and Section 28 Rules of Construction, Section 29 Entire 

Agreement, Section 30  Exhibits, Addendum and Schedules, Section 32 Severability, and this 

Section 33 shall survive termination, cancellation or expiration of this Agreement. 
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 IN WITNESS WHEREOF, the Parties, each intending to be legally bound hereby, 

have caused this Agreement to be executed by their respective duly authorized officers. 

[INSERT NAME OF ACTUARY] 
Federal Tax Identification Number: [PLACEHOLDER FOR ACTUARY TIN] 
 
By:  ________________________________ 
 
Title:    ______________________________ 
 
Date:    ______________________________ COMMONWEALTH OF PENNSYLVANIA, 

PUBLIC SCHOOL EMPLOYEES’ 
RETIREMENT SYSTEM 

 
_____________________________________ 
By: Brian T. Lyman 
Title: Chief Financial Officer 
 
Date: _______________________________ 
 
 
____________________________________ 
By: Uri Monson 
Title: Executive Director 
 
Date:  _______________________________ 

 
APPROVED FOR FORM AND LEGALITY; 
 
 
___________________________________ 
Joseph J. Indelicato, Jr., Chief Counsel 
Public School Employees’ Retirement System 
 
Date:   _____________________________ 
 
APPROVED FOR FISCAL RESPONSIBILITY, 
BUDGETARY APPROPRIATENESS AND 
AVAILABILITY OF FUNDS: 
 
 
___________________________________ 
Comptroller                                 Date 
 

 



 
EXHIBIT A DESCRIPTION OF SERVICES AND PERSONNEL 

TO 
COMMONWEALTH OF PENNSYLVANIA 

PUBLIC SCHOOL EMPLOYEES’RETIREMENT SYSTEM 
 

CONTRACT FOR ACTUARIAL PENSION AND PLAN CONSULTING SERVICES 
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LISTING OF SERVICES: 
 

ACTUARY shall provide the following actuarial and consulting services during the contract period: 
 

• Prepare annual actuarial valuations of pension plan in accordance with the Retirement Code 

• Prepare information required for annual reporting under GASB Statements Nos. 67 and 68, 
including schedules of deferred inflows and outflows and related amortization schedules by 
employer 

• Prepare annual actuarial valuation of Premium Assistance Program in accordance with GASB 
Nos. 74 and 75, including schedules of deferred inflows and outflows and related amortization 
schedules by employer 

• Prepare actuarial and statistical information for the Annual Comprehensive Financial Report 

• Prepare cost estimates and actuarial certifications for proposed legislation 

• Review computational procedures   and benefit calculations 

• Provide actuarial consultation and advisory services on technical, policy, legal and administrative 
issues 

• Analyze and consult on federal tax changes and court decisions 

• Provide educational sessions 

• Prepare benefit certifications as needed 

• Assist with GASB accounting standards, including keeping PSERS apprised on changes in GASB 
pension and retiree medical plan accounting standards 

• Provide advisory service on policy and administrative issues for proposed legislation 

• Assist in preparation of proposed changes to the Retirement Code and PSERS regulations 

• Develop and provide various actuarial tables and factors 

• Assist in establishing specifications for PSERS data files 

• Consult with the Board, as needed 

• Assist with other studies and projects, as needed 

• Prepare for and attend up to four meetings each year at the PSERS offices and attend additional 
meetings, as necessary. 
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1. REPORTS TO THE BOARD OF TRUSTEES 
 

 ACTUARY  shall report the financial position of PSERS to the Board  through written and oral 
reports. ACTUARY shall present this information in a manner that provides the Board with a 
clear understanding of: 

• the actuarial valuation results, 

• the factors and assumptions on which those results are based, and 

• the impact of using alternative factors and assumptions. 
 

ACTUARY’S oral presentation to the Board  will focus on these issues and other aspects of the 
valuation results that need to be brought to the Board's attention. 

 
ACTUARY shall provide written reports containing information required to be disclosed under GASB 
67 and 68 for the pension plan. 

 
ACTUARY shall provide written reports containing information required to be disclosed under GASB 
74 and 75 for the Health Care Premium Assistance Program. 

2. FINANCIAL POSITION OF PSERS 

ACTUARIAL VALUATION 
 

A major component of the actuarial services to be provided is the preparation of the annual valuation 
of PSERS. The valuation results will be presented to the Board  in both an oral presentation and a 
written report. The written report will be presented in the same format as used in past years, subject 
to any revisions desired by PSERS. 

The written report will present the following information: 
 

• Executive Summary. The report will open with an executive summary of the principal 
valuation results, which will include the following: 

- PSERS financing objective 

- the employer contribution rate required to meet the financing objective, and a 
certification by the ACTUARY that the determined rate is sufficient to meet that 
objective 

- the annual required contribution for the Premium Assistance Program 

- the annual required contribution for the PSERS’ School Employees’ Defined Contribution Plan and 
Trust. 

- the actuarial assumptions and methods used in the valuation, a certification by the 
ACTUARY as to their reasonableness, and a statement on how the assumptions 
and methods used differ from those used in the prior valuation 

- new legislation taken into account in the preparation of the valuation 

- the assets and unfunded liabilities, and significant information regarding the 
ACTUARY's  calculations 

- significant changes in the results from the prior valuation, with the reasons for those 
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changes 
 

• Schedules of Results. The executive summary will be followed by several schedules detailing 
the financial results of the valuation. These schedules include: 

- summary of principal results 

- summary of sources of employer contribution rate 

- determination of annual required contribution rate for the Premium Assistance Program 

- determination of annual required contribution rate for the PSERS’ School Employees’ Defined 
Contribution Plan and Trust. 

- summary of market value of assets 

- derivation of actuarial value of assets 

- analysis of change in unfunded accrued liability 

- relationship between accrued liabilities and assets of PSERS over the last five years 

- 10-year history and five-year projection of the employer contribution rate 

- 10-year history and 10-year projection of the number of annuitants, survivor annuitants 
and active members 

- outline of actuarial assumptions and methods used glossary of terms 
 
 

• Valuation Data. The final section of the report will provide a description of the benefits valued 
and the membership data on which the valuation was based. Specifically, the report will provide 
the following information: 

- a summary of the benefits provided to PSERS members and the contribution rates in 
effect for members and employers 

- tables showing the number of active and retired members of PSERS for the current 
valuation year and during each of the prior 10 years 

- tables showing active membership data including annual salary, age, gender, and years 
of service 

- tables showing retired, disabled and survivor annuitant data including age, gender, 
dollar amount paid and a breakdown of annuities by payment options. 

 

3. PENSION PLAN ACCOUNTING 
 

ACTUARY shall provide an actuary's report containing information required to be disclosed under 
GASB 67 and 68 for the pension plan to PSERS staff. 

In addition, on an annual basis, ACTUARY will provide the PSERS pension accounting that 
the Commonwealth requires for its Annual Comprehensive Financial Report. 

The required information will be determined in accordance with applicable accounting standards. 
ACTUARY will be available to provide the Commonwealth any assistance needed in this regard. 

 
4. HEALTHCARE PREMIUM ASSISTANCE ACCOUNTING 

 
ACTUARY shall provide an actuary's report containing information required to be disclosed 
under GASB 74 and 75 for the Health Care Premium Assistance Program to PSERS staff. 
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The required information will be determined in accordance with applicable accounting standards. 
ACTUARY will be available to provide the Commonwealth any assistance needed in this regard. 

 
5. PAYMENT OF PENSIONS 

If requested by PSERS, ACTUARY shall review the accuracy of the methods adopted by PSERS to 
determine an individual member's benefits. ACTUARY will provide the results of the review by letter, 
with sample worksheets if desired. In addition, ACTUARY shall continue to provide Excel 
spreadsheets that can be used to administer special Option 4 benefits. 

 
A C T U A R Y  shall compute certain individual members' benefits, as requested by PSERS. 

 
6. CONSULTING ON LEGISLATION, ADMINISTRATIVE AND COMPLIANCE 

ISSUES INCLUDING COST ESTIMATES 
Within the time frame requested, ACTUARY shall provide PSERS an analysis of the impact of 
proposed or enacted modifications to the Retirement Code. ACTUARY will provide its comments by 
telephone and in writing, as desired by PSERS. ACTUARY ‘s analysis will cover any specific issues 
or questions raised by PSERS, as well as other issues of which ACTUARY thinks PSERS should 
be aware (e.g., administrative issues, compliance with federal laws). 

ACTUARY shall provide PSERS a wide range of consulting services, including among others: 

• analysis of the effect of federal laws on PSERS and its members 

• assistance on issues relating to the ongoing administration of PSERS technical advice on 
the taxation of benefits 

• drafting of proposed legislation, administrative policies,  and member communications. 

• For purposes of clarity and notwithstanding anything to the contrary, PSERS acknowledges and agrees 
that services provided by ACTUARY are in the nature of consulting services and such services do not, 
nor are such services intended to, constitute legal advice; and services provided by ACTUARY are 
subject to review by PSERS’s counsel. 

 
7. EDUCATIONAL SESSIONS 

 
ACTUARY shall develop and conduct educational sessions on actuarial topics for PSERS Board of 
Trustees and staff. ACTUARY will provide workbooks for these educational sessions in an easy-to 
understand format. 

 
8. BOARD PRESENTATIONS 

 
ACTUARY shall prepare for and attend Board meetings to present information and ideas on pension 
matters as requested by the Board. 
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9. ACTUARIAL VALUATION SCHEDULE 
 
 

Actuarial Valuation Schedule 
 

 Item Oct. 31 Nov. 7 Nov. 14 Nov. 21 Nov. 23 Dec. 5 Dec. 12 Dec. 18 Dec. 26 Jan. 31 Estimated Hours 

 
Task I 

 
Data editing and 

           
80 person-hours 

 
Task 11 

 
Run valuation 
programs using data 

           
20person-hours 

 input derived from            

 Task I            

 
Task Ill 

 
Compile, analyze and 

           
75 person-hours 

 prepare results of            

 valuation            

Task IV Prepare presentation 
of valuation results 
and attend Board 

          35 person-hours 

 meeting            

 
 
Task V 

 
Prepare annual 
valuation report 

           
50person-hours 

            260 p erson-
hours 

 
Notes to Actuarial Valuation Schedule: 

 
Tasks shown in chart will include the following activities: 

 
Task I - Data editing and preparation of valuation input files 

 
• Review active member and annuitant data files to ensure completeness 
• Reconcile membership data with prior year's data 
• Reconcile asset information with prior year's data 
• Convert data information for input to valuation programs 
• Update valuation programs for changes in benefits or assumptions 
• Review of input files and valuation programs by Actuary 

 
Task II - Run valuation programs using data input derived from Task I 

 
• Run test cases to ensure programs accurately reflect benefits 
• Check control totals to ensure output from Task I is input to Task II 
• Review of control totals of valuation programs by  Actuary 
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Task III - Compile, analyze and prepare results of valuation and investigation of assumptions and 
provide the PSERS Representative with a draft of the valuation presentation prior to PSERS 
December Board meeting. 

 
• Determine valuation assets using ten-year smoothing method 
• Determine long-term asset/liability balance sheet 
• Derive entry age normal cost rate 
• Compute unfunded actuarial accrued liability 
• Determine funded status 
• Determine net actuarial gain or loss and analyze by source 
• Determine amortization contribution for unfunded liability 
• Determine annual employer contribution rate, including the various components of normal rate, 

unfunded accrued liability rate, health insurance contribution rate and contribution rate for the  
PSERS’ School Employees’ Defined Contribution Plan and Trust. 

• Determine annual required contribution, unfunded accrued liability, and normal cost for the 
Premium Assistance Program 

• Project employer contribution rate, number of members and annual annuities 
• Determine exposure and number of members who left System by assumption 
• Compare actual rates of experience to expected rates based on assumptions 
• Review of valuation results and spreadsheets by ACTUARY and ACTUARY’S   Peer 

Review Department 
 

Task IV & V - Present valuation results to Board in December and prepare valuation report January   
31st or as agreed to with the PSERS Representative. 

 
• Report annual employer contribution rate, including the various components of normal rate, 

unfunded accrued liability rate, Premium Assistance Program contribution rate and 
contribution rate for the PSERS’ School Employees’ Defined Contribution Plan and Trust. 

• Report funded status 
• Report actuarial gains and losses 
• Report annual required contribution for the Premium Assistance Program 
• Report other significant events 
• Prepare summary of benefits provisions 
• Describe actuarial assumptions 
• Prepare summary of membership data 
• Report actual versus expected System experience 



PERSONNEL 

 
The professional personnel who will provide the requested actuarial and consulting services 
are: 

 
PLACEHOLDER FOR LIST OF NAMES AND MORE DETAILED 
DESCRIPTION OF EACH ON THE LIST. 
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LISTING OF ACTUARY  PERSONNEL 
 

Employee Name Year of Hire 
Years of Professional Experience 

Total With 
ACTUARY 
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PROFESSIONAL BIOGRAPHIES 
 

 
 

PLACEHOLDER  FOR NAME AND TITLE [DUPLICATE FOR EACH ON LIST] 
 

Experience 
 
 

Education & Achievements
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EXHIBIT C ACTUARY COMPENSATION  
TO 

COMMONWEALTH OF PENNSYLVANIA 
PUBLIC SCHOOL EMPLOYEES’RETIREMENT SYSTEM 

 
CONTRACT FOR ACTUARIAL PENSION AND PLAN CONSULTING SERVICES 

1. PSERS agrees to pay the Actuary and the Actuary agrees to provide actuarial   
services to PSERS for the agreed-upon fee as specified below. 
 

2. The fixed contract amount, covering all services listed in Fixed Fee Services, 
Section 2, (a) through (c), and if applicable, Fixed Fee Services – Experience 
Study (Public School Employees’ Retirement Code, Title 24 Pa. C.S. Section 
8502(j)), in each case, including all collateral costs incidental to the performance 
of the specified work, shall be as follows: 

 

[PLACEHOLDER FOR TABLE] 

[PLACEHOLDER FOR BILLING TERMS] 

3. One or more of the hourly rate services listed in Section 2, (d) through (o), shall 

be provided upon the request of the PSERS Representative, provided that the total 

amount of hours that may be requested, performed, charged and paid for such services 

during any period of time shall be as established by the terms of the Agreement to 

which this Exhibit B is attached, as amended from time to time by PSERS, provided 

that with respect to Stress Testing Services, the total amount for Stress Testing 

Services shall not exceed . . .  Any amendment relating thereto shall apply to such 

services that are requested on or after the effective date of the amendment.    The 

Board and the Actuary acknowledge that a PSERS’ request for hourly services could 

require the expenditure of time by the Actuary that exceeds the total unexpended 

hours under the Agreement, as amended, or in the case of Stress Testing Services, 

exceed the $[PLACEHOLDER] or $[PLACEHOLDER] cap, as applicable. If the 

PSERS Representative requests hourly services for which the Actuary reasonably 

believes may require the expenditure of hours that exceeds such total unexpended 

hours or in the case of Stress Testing Services, exceed the $[PLACEHOLDER] or 

$[PLACEHOLDER] cap, as applicable., the Actuary shall promptly advise the 
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PSERS Representative of same.  If PSERS continues to desire to have the Actuary 

perform such requested hourly services, then PSERS may modify the request or seek 

to increase the total amount of hours under the Agreement or the $[PLACEHOLDER] 

or $[PLACEHOLDER] cap, as applicable, to satisfy the Actuary’s concern. The 

Board acknowledges that the Actuary shall be excused from performing the requested 

services until such time that (a) the total amount of hours under the Agreement  is 

amended to accommodate the requested services, accommodate the exceeding of the 

$[PLACEHOLDER] or $[PLACEHOLDER] cap, as applicable, or the Actuary’s 

concern is otherwise resolved; and (b) the Board and the Actuary mutually agree to a 

modified timeline for performance of such services, taking into consideration any 

delay related to amending the Agreement or resolving the Actuary’s concern.  The 

Actuary will invoice PSERS monthly for the services as described in the first 

sentence of this paragraph 3, and payment for such services, including any, and all 

collateral costs incidental to the performance thereof, shall be made after proper 

billing, including supporting documentation for each billing that is reasonably 

acceptable to PSERS, at the following rate: 

 

Initial Term: $[PLACEHOLDER] per hour 

Hourly Renewal Term: $[PLACEHOLDER] per hour 

 

The Actuary and the Board may mutually agree in writing that any hourly rate services 

requested by PSERS shall be performed at a reduced hourly rate. 
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Exhibit D - 
Contract for Actuarial Pension and Plan 

Consulting Services 

 
CONTRACT 

TERMS AND CONDITIONS – PAPER CONTRACT 
 
 
Capitalized terms used in these Contract Terms and Conditions – Paper Contract that are not otherwise 
defined in these provisions have the meanings specified in the contract to which it is attached. 
 
 

1. TERM OF CONTRACT 

[Intentionally Omitted] 
 

2. EXTENSION OF CONTRACT TERM 

The Commonwealth reserves the right, upon notice to the Contractor, to extend the term of the 
Contract for up to three (3) months upon the same terms and conditions. 

 
3. DEFINITIONS 

 
As used in this Contract, these words shall have the following meanings: 

a. Agency: The department, board, commission or other agency of the Commonwealth of 
Pennsylvania listed as the Purchasing Agency. If a COSTARS entity or external 
procurement activity has issued an order against this contract, that entity shall also be 
identified as "Agency". 

 
b. Contracting Officer: The person authorized to administer this Contract for the 

Commonwealth and to make written determinations with respect to the Contract. 
 

c. Days: Unless specifically indicated otherwise, days mean calendar days. 

d. Developed Works or Developed Materials: All documents, sketches, drawings, designs, 
works, papers, files, reports, computer programs, computer documentation, data, records, 
software, samples or any other tangible material without limitation authored or prepared 
by Contractor as the work product covered in the scope of work for the Project. 

 
e. Documentation: All materials required to support and convey information about the 

services required by this Contract. It includes, but is not necessarily restricted to, written 
reports and analyses, diagrams, maps, logical and physical designs, system designs, 
computer programs, flow charts, disks, and/or other machine-readable storage media. 

f. Services: All Contractor activity necessary to satisfy the Contract. 
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4. INDEPENDENT PRIME CONTRACTOR 

In performing its obligations under the Contract, the Contractor will act as an independent 
contractor and not as an employee or agent of the Commonwealth. The Contractor will be 
responsible for all services in this Contract whether or not Contractor provides them directly. 
Further, the Contractor is the sole point of contact with regard to all contractual matters, including 
payment of any and all charges resulting from the Contract. 

 
5. DELIVERY 

 
a. Supplies Delivery: All item(s) shall be delivered F.O.B. Destination. The Contractor 

agrees to bear the risk of loss, injury, or destruction of the item(s) ordered prior to receipt 
of the items by the Commonwealth. Such loss, injury, or destruction shall not release the 
Contractor from any contractual obligations. Except as otherwise provided in this contract, 
all item(s) must be delivered within the time period specified. Time is of the essence and, 
in addition to any other remedies, the Contract is subject to termination for failure to deliver 
as specified. Unless otherwise stated in this Contract, delivery must be made within thirty 
(30) days after the Effective Date. 

b. Delivery of Services: The Contractor shall proceed with all due diligence in the 
performance of the services with qualified personnel, in accordance with the completion 
criteria set forth in the Contract. 

 
6. ESTIMATED QUANTITIES 

It shall be understood and agreed that any quantities listed in the Contract are estimated only and 
may be increased or decreased in accordance with the actual requirements of the Commonwealth 
and that the Commonwealth in accepting any bid or portion thereof, contracts only and agrees to 
purchase only the materials and services in such quantities as represent the actual requirements of 
the Commonwealth. The Commonwealth reserves the right to purchase materials and services 
covered under the Contract through a separate competitive procurement procedure, whenever 
Commonwealth deems it to be in its best interest. 

7. WARRANTY 
 

The Contractor warrants that all items furnished and all services performed by the Contractor, its 
agents and subcontractors shall be free and clear of any defects in workmanship or materials. Unless 
otherwise stated in the Contract, all items are warranted for a period of one year following delivery 
by the Contractor and acceptance by the Commonwealth. The Contractor shall repair, replace or 
otherwise correct any problem with the delivered item. When an item is replaced, it shall be 
replaced with an item of equivalent or superior quality without any additional cost to the 
Commonwealth. 

8. PATENT, COPYRIGHT, AND TRADEMARK INDEMNITY 
 

The Contractor warrants that it is the sole owner or author of, or has entered into a suitable legal 
agreement concerning either: a) the design of any product or process provided or used in the 
performance of the Contract which is covered by a patent, copyright, or trademark registration or 
other right duly authorized by state or federal law or b) any copyrighted matter in any report 
document or other material provided to the commonwealth under the contract.  
 
The Contractor shall defend any suit or proceeding brought against the Commonwealth on account 
of any alleged patent, copyright or trademark infringement in the United States of any of the products 
provided or used in the performance of the Contract.  
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This is upon condition that the Commonwealth shall provide prompt notification in writing of such 
suit or proceeding; full right, authorization and opportunity to conduct the defense thereof; and full 
information and all reasonable cooperation for the defense of same.  
 
As principles of governmental or public law are involved, the Commonwealth may participate in or 
choose to conduct, in its sole discretion, the defense of any such action.  
 
If information and assistance are furnished by the Commonwealth at the Contractor’s written 
request, it shall be at the Contractor’s expense, but the responsibility for such expense shall be only 
that within the Contractor’s written authorization.  
 
The Contractor shall indemnify and hold the Commonwealth harmless from all damages, costs, and 
expenses, including attorney’s fees that the Contractor or the Commonwealth may pay or incur by 
reason of any infringement or violation of the rights occurring to any holder of copyright, 
trademark, or patent interests and rights in any products provided or used in the performance of the 
Contract.  
 
If any of the products provided by the Contractor in such suit or proceeding are held to constitute 
infringement and the use is enjoined, the Contractor shall, at its own expense and at its option, either 
procure the right to continue use of such infringement products, replace them with non- 
infringement equal performance products or modify them so that they are no longer infringing.  
 
If the Contractor is unable to do any of the preceding, the Contractor agrees to remove all the 
equipment or software which are obtained contemporaneously with the infringing product, or, at the 
option of the Commonwealth, only those items of equipment or software which are held to be 
infringing, and to pay the Commonwealth: 1) any amounts paid by the Commonwealth towards the 
purchase of the product, less straight line depreciation; 2) any license fee paid by the 
Commonwealth for the use of any software, less an amount for the period of usage; and 3) the pro 
rata portion of any maintenance fee representing the time remaining in any period of maintenance 
paid for. The obligations of the Contractor under this paragraph continue without time limit. No 
costs or expenses shall be incurred for the account of the Contractor without its written consent. 
 
Notwithstanding anything to the contrary in this Section 8, Contractor shall not have any liability to 
the Commonwealth whatsoever for any claim of infringement based solely on (1) use of any of the 
products or deliverables by the Commonwealth in a manner contrary to its  intended use if the 
infringement would have been avoided by use of the product or deliverable in accordance with its 
intended use, (2) modification of any of the products or deliverables by any party other than 
Contractor without the consent of the Contractor if the infringement would have been avoided 
without such modification, or (3) the combination or use of any of the products or deliverables with 
materials or intellectual property not furnished by Contractor if such infringement would have been 
avoided by use of the Deliverables alone. 

9. OWNERSHIP RIGHTS 

The Commonwealth shall have unrestricted authority to reproduce, distribute, and use any 
submitted report, data, or material, and any software or modifications and any associated 
documentation that is designed or developed and delivered to the Commonwealth as part of the 
performance of the Contract. 

 
10. ACCEPTANCE 

No item(s) received by the Commonwealth shall be deemed accepted until the Commonwealth has 
had a reasonable opportunity to inspect the item(s). Any item(s) which is discovered to be defective 
or fails to conform to the specifications may be rejected upon initial inspection or at any later time 
if the defects contained in the item(s) or the noncompliance with the specifications were not 



BOP-1204 
Revised 04/05/2023 

PAGE 4 of 25 

 

 

reasonably ascertainable upon the initial inspection. It shall thereupon become the duty of the 
Contractor to remove rejected item(s) from the premises without expense to the Commonwealth 
within fifteen (15) days after notification. Rejected item(s) left longer than fifteen (15) days will 
be regarded as abandoned, and the Commonwealth shall have the right to dispose of them as its 
own property and shall retain that portion of the proceeds of any sale which represents the 
Commonwealth’s costs and expenses in regard to the storage and sale of the item(s). Upon notice 
of rejection, the Contractor shall immediately replace all such rejected item(s) with others 
conforming to the specifications and which are not defective. If the Contractor fails, neglects or 
refuses to do so, the Commonwealth shall then have the right to procure a corresponding quantity 
of such item(s), and deduct from any monies due or that may thereafter become due to the 
Contractor, the difference between the price stated in the Contract and the cost thereof to the 
Commonwealth. 

11. PRODUCT CONFORMANCE 

The Commonwealth reserves the right to require any and all Contractors to: 

a. Provide certified data from laboratory testing performed by the Contractor, or performed 
by an independent laboratory, as specified by the Commonwealth. 

 
b. Supply published manufacturer product documentation. 

c. Permit a Commonwealth representative to witness testing at the Contractor's location or 
at an independent laboratory. 

 
d. Complete a survey/questionnaire relating to the bid requirements and specifications. 

e. Provide customer references. 
 

f. Provide a product demonstration at a location near Harrisburg or the using agency 
location. 

12. REJECTED MATERIAL NOT CONSIDERED ABANDONED 
 

The Commonwealth shall have the right to not regard any rejected material as abandoned and to 
demand that the Contractor remove the rejected material from the premises within thirty (30) days 
of notification. The Contractor shall be responsible for removal of the rejected material as well as 
proper clean-up. If the Contractor fails or refuses to remove the rejected material as demanded by 
the Commonwealth, the Commonwealth may seek payment from, or set-off from any payments 
due to the Contractor under this or any other Contract with the Commonwealth, the costs of removal 
and clean-up. This is in addition to all other rights to recover costs incurred by the Commonwealth. 

13. COMPLIANCE WITH LAW 
 

The Contractor shall comply with all applicable federal and state laws and regulations and local 
ordinances in the performance of the Contract. 

14. ENVIRONMENTAL PROVISIONS 

In the performance of the Contract, the Contractor shall minimize pollution and shall strictly 
comply with all applicable environmental laws and regulations, including, but not limited to, the 
Clean Streams Law Act of June 22, 1937 (P.L. 1987, No. 394), as amended 35 P.S. § 691.601 et 
seq.; the Pennsylvania Solid Waste Management Act, Act of July 7, 1980 (P.L. 380, No. 97), as 
amended, 35 P.S. § 6018.101 et seq.; and the Dam Safety and Encroachment Act, Act of November 
26, 1978 (P.L. 1375, No. 325), as amended, 32 P.S. § 693.1. 
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15. POST-CONSUMER RECYCLED CONTENT 

a. Except as specifically waived by the Department of General Services in writing, any 
products which are provided to the Commonwealth as a part of the performance of the 
Contract must meet the minimum percentage levels for total recycled content as specified 
by the Environmental Protection Agency in its Comprehensive Procurement Guidelines, 
which can be found at https://www.epa.gov/smm/comprehensive-procurement-guidelines- 
cpg-program. 

b. Recycled Content Enforcement: The Contractor may be required, after delivery of the 
Contract item(s), to provide the Commonwealth with documentary evidence that the 
item(s) was in fact produced with the required minimum percentage of post-consumer and 
recovered material content. 

 
16. COMPENSATION 

 
a. Compensation for Supplies: The Contractor shall be required to furnish the awarded 

item(s) at the price(s) quoted in the Contract. All item(s) shall be delivered within the time 
period(s) specified in the Contract. The Contractor shall be compensated only for item(s) 
that are delivered and accepted by the Commonwealth. 

b. Compensation for Services: The Contractor shall be required to perform the specified 
services at the price(s) quoted in the Contract. All services shall be performed within the 
time period(s) specified in the Contract. The Contractor shall be compensated only for work 
performed to the satisfaction of the Commonwealth. The Contractor shall not be allowed 
or paid travel or per diem expenses except as specifically set forth in the Contract. 

 
17. BILLING REQUIREMENTS 

Unless the Contractor has been authorized by the Commonwealth for Evaluated Receipt Settlement 
or Vendor Self-Invoicing, the Contractor shall include in all of its invoices the following minimum 
information: 

a. Vendor name and "Remit to" address, including SAP Vendor number; 
 

b. Bank routing information, if ACH; 

c. SAP Purchase Order number; 
 

d. Delivery Address, including name of Commonwealth agency; 
 

e. Description of the supplies/services delivered in accordance with SAP Purchase Order 
(include purchase order line number if possible); 

f. Quantity provided; 

g. Unit price; 

h. Price extension; 

i. Total price; and 
 

j. Delivery date of supplies or services. 

https://www.epa.gov/smm/comprehensive-procurement-guidelines-cpg-program
https://www.epa.gov/smm/comprehensive-procurement-guidelines-cpg-program
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If an invoice does not contain the minimum information set forth in this paragraph, the 
Commonwealth may return the invoice as improper. If the Commonwealth returns an invoice as 
improper, the time for processing a payment will be suspended until the Commonwealth receives 
a correct invoice. The Contractor may not receive payment until the Commonwealth has received 
a correct invoice. 

Contractors are required to establish separate billing accounts with each using agency and invoice 
them directly. Each invoice shall be itemized with adequate detail and match the line item on the 
Purchase Order. In no instance shall any payment be made for services to the Contractor that are 
not in accordance with the prices on the Purchase Order, the Contract, updated price lists or any 
discounts negotiated by the purchasing agency. 

18. PAYMENT 
 

a. The Commonwealth shall put forth reasonable efforts to make payment by the required 
payment date. The required payment date is: (a) the date on which payment is due under 
the terms of the Contract; (b) thirty (30) days after a proper invoice actually is received at 
the “Bill To” address if a date on which payment is due is not specified in the Contract (a 
“proper” invoice is not received until the Commonwealth accepts the service as 
satisfactorily performed); or (c) the payment date specified on the invoice if later than the 
dates established by (a) and (b) above. Payment may be delayed if the payment amount on 
an invoice is not based upon the price(s) as stated in the Contract. If any payment is not 
made within fifteen (15) days after the required payment date, the Commonwealth may pay 
interest as determined by the Secretary of Budget in accordance with Act No. 
266 of 1982 and regulations promulgated pursuant thereto. Payment should not be 
construed by the Contractor as acceptance of the service performed by the Contractor. The 
Commonwealth reserves the right to conduct further testing and inspection after payment, 
but within a reasonable time after performance, and to reject the service if such post 
payment testing or inspection discloses a defect or a failure to meet specifications. The 
Contractor agrees that the Commonwealth may set off the amount of any state tax liability 
or other obligation of the Contractor or its subsidiaries to the Commonwealth against any 
payments due the Contractor under any contract with the Commonwealth. 
 
 
b. The Commonwealth shall make contract payments through Automated Clearing 
House (ACH). 

1) Payment Method. Within 10 days of award of the contract or purchase order, the 
Contractor must submit or must have already submitted their ACH information 
within their user profile in the Commonwealth’s procurement system (SRM). 

2) Unique Identifier. The Contractor must submit a unique invoice number with each 
invoice submitted. The unique invoice number will be listed on the 
Commonwealth of 
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Pennsylvania’s ACH remittance advice to enable the Contractor to properly apply 
the state agency’s payment to the invoice submitted. 

3) ACH Information in SRM.  The  Contractor shall  ensure that the ACH information 
contained in SRM is accurate and complete. The Contractor’s failure to maintain 
accurate and complete information may result in delays in payments. 

19. TAXES 

The Commonwealth is exempt from all excise taxes imposed by the Internal Revenue Service and 
has accordingly registered with the Internal Revenue Service to make tax free purchases under 
Registration No. 23740001-K. With the exception of purchases of the following items, no 
exemption certificates are required and none will be issued: undyed diesel fuel, tires, trucks, gas 
guzzler emergency vehicles, and sports fishing equipment. The Commonwealth is also exempt from 
Pennsylvania state sales tax, local sales tax, public transportation assistance taxes and fees and 
vehicle rental tax. The Department of Revenue regulations provide that exemption certificates are 
not required for sales made to governmental entities and none will be issued. Nothing in this 
paragraph is meant to exempt a construction contractor from the payment of any of these taxes or 
fees which are required to be paid with respect to the purchase, use, rental, or lease of tangible 
personal property or taxable services used or transferred in connection with the performance of a 
construction contract. 

 
20. ASSIGNMENT OF ANTITRUST CLAIMS 

The Contractor and the Commonwealth recognize that in actual economic practice, overcharges by 
the Contractor’s suppliers resulting from violations of state or federal antitrust laws are in fact borne 
by the Commonwealth. As part of the consideration for the award of the Contract, and intending to 
be legally bound, the Contractor assigns to the Commonwealth all right, title and interest in and to 
any claims the Contractor now has, or may acquire, under state or federal antitrust laws relating to 
the products and services which are the subject of this Contract. 

 
21. COMMONWEALH HELD HARMLESS 

 
a. Contractor Obligations. The Contractor shall indemnify the Commonwealth against all third-

party claims, suits, demands, losses, damages, costs, and expenses, including without limitation, 
litigation expenses,  attorneys' fees, and liabilities, arising out of or in connection with any 
activities performed by the Contractor or its employees and agents that are related to this contract, 
as determined by the Commonwealth in its sole discretion. 
 

b. Commonwealth Attorneys Act. The Commonwealth shall provide the Contractor with prompt 
notice of any claim or suit of which it learns. Pursuant to the Commonwealth Attorneys Act (71 
P.S. Section 732-101, et seq.), the Office of Attorney General (OAG) has the sole authority to 
represent the Commonwealth in actions brought against the Commonwealth. The OAG may, 
however, in its sole discretion and under any terms as it deems appropriate, delegate its right of 
defense. If OAG delegates the defense to the Contractor, the Commonwealth will cooperate 
with all reasonable requests of Contractor made in the defense of such suits. 

c. Settlement. Notwithstanding the above, neither party may enter into a settlement of any claim 
or suit without the other party's written consent, which will not be unreasonably withheld. The 
Commonwealth may, in its sole discretion, allow the Contractor to control the defense and any 
related settlement negotiations. 
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22. AUDIT PROVISIONS 

 
The Commonwealth shall have the right, at reasonable times and at a site designated by the 
Commonwealth, to audit the books, documents and records of the Contractor to the extent that the 
books, documents and records relate to costs or pricing data for the Contract. The Contractor agrees 
to maintain records which will support the prices charged and costs incurred for the Contract. The 
Contractor shall preserve books, documents, and records that relate to costs or pricing data for the 
Contract for a period of three (3) years from date of final payment. The Contractor shall give full 
and free access to all records to the Commonwealth and/or their authorized representatives. 

 
23. DEFAULT 

a. The Commonwealth may, subject to the Force Majeure provisions of this Contract, and in 
addition to its other rights under the Contract, declare the Contractor in default by written 
notice thereof to the Contractor, and terminate (as provided in the Termination Provisions 
of this Contract) the whole or any part of this Contract or any Purchase Order for any of 
the following reasons: 

 
1) Failure to begin work within the time specified in the Contract or Purchase Order 

or as otherwise specified; 
 

2) Failure to perform the work with sufficient labor, equipment, or material to insure 
the completion of the specified work in accordance with the Contract or Purchase 
Order terms; 

 
3) Unsatisfactory performance of the work; 

 
4) Failure to deliver the awarded item(s) within the time specified in the Contract or 

Purchase Order or as otherwise specified; 
 

5) Improper delivery; 

6) Failure to provide an item(s) which is in conformance with the specifications 
referenced in the Contract or Purchase Order; 

7) Delivery of a defective item; 
 

8) Failure or refusal to remove material, or remove and replace any work rejected as 
defective or unsatisfactory; 

9) Discontinuance of work without approval; 
 

10) Failure to resume work, which has been discontinued, within a reasonable time 
after notice to do so; 

11) Insolvency or bankruptcy; 
 

12) Assignment made for the benefit of creditors; 

13) Failure or refusal within 10 days after written notice by the Contracting Officer, to 
make payment or show cause why payment should not be made, of any 
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amounts due for materials furnished, labor supplied or performed, for equipment 
rentals, or for utility services rendered; 

14) Failure to protect, to repair, or to make good any damage or injury to property; 
 

15) Breach of any provision of the Contract; 

16) Failure to comply with representations made in the Contractor's bid/proposal; or 
 

17) Failure to comply with applicable industry standards, customs, and practice. 
 

b. In the event that the Commonwealth terminates this Contract or any Purchase Order in 
whole or in part as provided in Subparagraph a. above, the Commonwealth may procure, 
upon such terms and in such manner as it determines, items similar or identical to those so 
terminated, and the Contractor shall be liable to the Commonwealth for any reasonable 
excess costs for such similar or identical items included within the terminated part of the 
Contract or Purchase Order. 

 
c. If the Contract or a Purchase Order is terminated as provided in Subparagraph a. above, the 

Commonwealth, in addition to any other rights provided in this paragraph, may require the 
Contractor to transfer title and deliver immediately to the Commonwealth in the manner 
and to the extent directed by the Contracting Officer, such partially completed items, 
including, where applicable, reports, working papers and other documentation, as the 
Contractor has specifically produced or specifically acquired for the performance of such 
part of the Contract or Purchase Order as has been terminated. Except as provided below, 
payment for completed work accepted by the Commonwealth shall be at the Contract price. 
Except as provided below, payment for partially completed items including, where 
applicable, reports and working papers, delivered to and accepted by the Commonwealth 
shall be in an amount agreed upon by the Contractor and Contracting Officer. The 
Commonwealth may withhold from amounts otherwise due the Contractor for such 
completed or partially completed works, such sum as the Contracting Officer determines 
to be necessary to protect the Commonwealth against loss. 

d. The rights and remedies of the Commonwealth provided in this paragraph shall not be 
exclusive and are in addition to any other rights and remedies provided by law or under 
this Contract. 

 
e. The Commonwealth's failure to exercise any rights or remedies provided in this paragraph 

shall not be construed to be a waiver by the Commonwealth of its rights and remedies in 
regard to the event of default or any succeeding event of default. 

f. Following exhaustion of the Contractor's administrative remedies as set forth in the 
Contract Controversies Provision of the Contract, the Contractor's exclusive remedy shall 
be to seek damages in the Board of Claims. 

 
24. FORCE MAJEURE 

Neither party will incur any liability to the other if its performance of any obligation under this 
Contract is prevented or delayed by causes beyond its control and without the fault or negligence 
of either party. Causes beyond a party’s control may include, but aren’t limited to, acts of God or 
war, changes in controlling law, regulations, orders or the requirements of any governmental 
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entity, severe weather conditions, civil disorders, natural disasters, fire, epidemics and quarantines, 
general strikes throughout the trade, and freight embargoes. 

The Contractor shall notify the Commonwealth orally within five (5) days and in writing within ten 
(10) days of the date on which the Contractor becomes aware, or should have reasonably become 
aware, that such cause would prevent or delay its performance. Such notification shall (i) describe 
fully such cause(s) and its effect on performance, (ii) state whether performance under the contract 
is prevented or delayed and (iii) if performance is delayed, state a reasonable estimate of the 
duration of the delay. The Contractor shall have the burden of proving that such cause(s) delayed 
or prevented its performance despite its diligent efforts to perform and shall produce such 
supporting documentation as the Commonwealth may reasonably request. After receipt of such 
notification, the Commonwealth may elect to cancel the Contract, cancel the Purchase Order, or to 
extend the time for performance as reasonably necessary to compensate for the Contractor’s delay. 

 
In the event of a declared emergency by competent governmental authorities, the Commonwealth 
by notice to the Contractor, may suspend all or a portion of the Contract or Purchase Order. 

25. TERMINATION PROVISIONS 
 

The Commonwealth has the right to terminate this Contract or any Purchase Order for any of the 
following reasons. Termination shall be effective upon written notice to the Contractor. 

a. TERMINATION FOR CONVENIENCE: The Commonwealth shall have the right to 
terminate the Contract or a Purchase Order for its convenience upon no less than thirty (30) 
calendar days written notice if the Commonwealth determines termination to be in its best 
interest. The Contractor shall be paid for work satisfactorily completed prior to the effective 
date of the termination, but in no event shall the Contractor be entitled to recover loss of 
profits. 

b. NON-APPROPRIATION: The Commonwealth’s obligation to make payments during 
any Commonwealth fiscal year succeeding the current fiscal year shall be subject to 
availability and appropriation of funds. When funds (state and/or federal) are not 
appropriated or otherwise made available to support continuation of performance in a 
subsequent fiscal year period, the Commonwealth shall have the right to terminate the 
Contract or a Purchase Order. The Contractor shall be reimbursed for the reasonable value 
of any nonrecurring costs incurred but not amortized in the price of the supplies or services 
delivered under the Contract. Such reimbursement shall not include loss of profit, loss of 
use of money, or administrative or overhead costs. The reimbursement amount may be paid 
from any appropriations available for that purpose. The Commonwealth agrees to notify 
the Contractor in writing as soon as practicable upon becoming aware of any such non-
appropriation of funds. 

 
c. TERMINATION FOR CAUSE: The Commonwealth shall have the right to terminate the 

Contract or a Purchase Order for Contractor default under the Default Clause upon written 
notice to the Contractor, provided that the Commonwealth shall provide the Contractor 
with a reasonable opportunity to cure the default (no cure period greater than thirty (30 
days shall be required) before such termination becomes effective, unless the 
Commonwealth reasonably determines that cure is not possible. The Commonwealth shall 
also have the right, upon written notice to the Contractor, to terminate the Contract or a 
Purchase Order for other cause as specified in the Contract or by law. If it is later determined 
that the Commonwealth erred in terminating the Contract or a Purchase Order for cause, 
then, at the Commonwealth’s discretion, the Contract or Purchase Order shall be deemed 
to have been terminated for convenience under Subparagraph a. 
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26. CONTRACT CONTROVERSIES 
 

a. In the event of a controversy or claim arising from the Contract, the Contractor must, within 
six months after the cause of action accrues, file a written claim with the contracting officer 
for a determination. The claim shall state all grounds upon which the Contractor asserts a 
controversy exists. If the Contractor fails to file a claim or files an untimely claim, the 
Contractor is deemed to have waived its right to assert a claim in any forum. At the time 
the claim is filed, or within sixty (60) days thereafter, either party may request mediation 
through the Commonwealth Office of General Counsel Dispute Resolution Program. 

b. If the Contractor or the contracting officer requests mediation and the other party agrees, 
the contracting officer shall promptly make arrangements for mediation. Mediation shall 
be scheduled so as to not delay the issuance of the final determination beyond the required 
120 days after receipt of the claim if mediation is unsuccessful. If mediation is not agreed 
to or if resolution is not reached through mediation, the contracting officer shall review 
timely-filed claims and issue a final determination, in writing, regarding the claim. The 
final determination shall be issued within 120 days of the receipt of the claim, unless 
extended by consent of the contracting officer and the Contractor. The contracting officer 
shall send his/her written determination to the Contractor. If the contracting officer fails to 
issue a final determination within the 120 days (unless extended by consent of the parties), 
the claim shall be deemed denied. The contracting officer's determination shall be the final 
order of the purchasing agency. 

c. Within fifteen (15) days of the mailing date of the determination denying a claim or within 
135 days of filing a claim if, no extension is agreed to by the parties, whichever occurs 
first, the Contractor may file a statement of claim with the Commonwealth Board of 
Claims. Pending a final judicial resolution of a controversy or claim, the Contractor shall 
proceed diligently with the performance of the Contract in a manner consistent with the 
determination of the contracting officer and the Commonwealth shall compensate the 
Contractor pursuant to the terms of the Contract. 

 
27. ASSIGNABILITY AND SUBCONTRACTING 

 
a. Subject to the terms and conditions of this Paragraph, this Contract shall be binding upon 

the parties and their respective successors and assigns. 

b. The Contractor shall not subcontract with any person or entity to perform all or any part of 
the work to be performed under this Contract without the prior written consent of the 
Contracting Officer, which consent may be withheld at the sole and absolute discretion of 
the Contracting Officer. 

c. The Contractor may not assign, in whole or in part, this Contract or its rights, duties, 
obligations, or responsibilities hereunder without the prior written consent of the 
Contracting Officer, which consent may be withheld at the sole and absolute discretion of 
the Contracting Officer. 

d. Notwithstanding the foregoing, the Contractor may, without the consent of the Contracting 
Officer, assign its rights to payment to be received under the Contract, provided that the 
Contractor provides written notice of such assignment to the Contracting Officer together 
with a written acknowledgement from the assignee that any such payments are subject to 
all of the terms and conditions of this Contract. 

 
e. For the purposes of this Contract, the term “assign” shall include, but shall not be limited 

to, the sale, gift, assignment, pledge, or other transfer of any ownership interest in the 
Contractor provided, however, that the term shall not apply to the sale or other transfer of 
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stock of a publicly traded company. 

f. Any assignment consented to by the Contracting Officer shall be evidenced by a written 
assignment agreement executed by the Contractor and its assignee in which the assignee 
agrees to be legally bound by all of the terms and conditions of the Contract and to assume 
the duties, obligations, and responsibilities being assigned. 

 
g. A change of name by the Contractor, following which the Contractor’s federal 

identification number remains unchanged, shall not be considered to be an assignment 
hereunder. The Contractor shall give the Contracting Officer written notice of any such 
change of name. 

 
28. OTHER CONTRACTORS 

The Commonwealth may undertake or award other contracts for additional or related work, and the 
Contractor shall fully cooperate with other contractors and Commonwealth employees, and 
coordinate its work with such additional work as may be required. The Contractor shall not commit 
or permit any act that will interfere with the performance of work by any other contractor or by 
Commonwealth employees. This paragraph shall be included in the Contracts of all contractors 
with which this Contractor will be required to cooperate. The Commonwealth shall equitably 
enforce this paragraph as to all contractors to prevent the imposition of unreasonable burdens on 
any contractor. 

 
29. NONDISCRIMINATION/SEXUAL HARASSMENT  

 
a. Representations. The Contractor represents that it is presently in compliance with and will 

remain in compliance with all applicable federal, state, and local laws, regulations, and 
policies relating to nondiscrimination and sexual harassment for the term of the contract. 
The Contractor shall, upon request and within the time periods requested by the 
Commonwealth, furnish all necessary employment documents and records, including EEO-
1 reports, and permit access to its books, records, and accounts by the Commonwealth for 
the purpose of ascertaining compliance with provisions of this Nondiscrimination/Sexual 
Harassment Clause. 

b. Nondiscrimination/Sexual Harassment Obligations. The Contractor shall not: 

i. in any manner discriminate in the hiring of any employee(s) for the manufacture of 
supplies, performance of work, or any other activity required under this contract or 
any subcontract, by reason of race, gender, creed, color, sexual orientation, gender 
identity or expression, or in violation of the Pennsylvania Human Relations Act 
(“PHRA”) and applicable federal laws, against any citizen of this Commonwealth who 
is qualified and available to perform the work to which the employment relates. 

ii. in any manner discriminate by reason of race, gender, creed, color, sexual orientation, 
gender identity or expression, or in violation of the PHRA and applicable federal laws, 
against or intimidate any employee involved in the manufacture of supplies, the 
performance of work, or any other activity required under this contract. 

iii. in any manner discriminate by reason of race, gender, creed, color, sexual orientation, 
gender identity or expression, or in violation of the PHRA and applicable federal laws, 
in the provision of services under this contract. 

iv. in any manner discriminate by reason of race, gender, creed, color, sexual orientation, 
gender identity or expression, or in violation of PHRA and applicable federal laws, 
against any subcontractor or supplier who is qualified to perform the work to which 
this contract relates. 



BOP-1204 
Revised: 01/02/2023 

PAGE 13 of 25 

 

 

v. in any manner discriminate against employees by reason of participation in or decision 
to refrain from participating in labor activities protected under the Public Employee 
Relations Act, Pennsylvania Labor Relations Act or National Labor Relations Act, as 
applicable and to the extent determined by entities charged with such Acts’ 
enforcement and shall comply with any provision of law establishing organizations as 
employees’ exclusive representatives. 

c. Establishment of Contractor Policy. The Contractor shall establish and maintain a 
written nondiscrimination and sexual harassment policy that complies with the applicable 
law and these Nondiscrimination/Sexual Harassment provisions and shall inform its 
employees in writing of the policy. The policy must contain a provision that states that 
sexual harassment will not be tolerated and employees who practice it will be disciplined. 
For the entire period of the contract, the Contractor shall: (1) post its written 
nondiscrimination and sexual harassment policy or these Nondiscrimination/Sexual 
Harassment provisions conspicuously in easily accessible and well-lighted places 
customarily frequented by employees at or near where the contracted services are 
performed; or (2) provide electronic notice of the policy or this clause to its employees not 
less than annually. 

d. Notification of Violations. The Contractor’s obligations pursuant to these provisions are 
ongoing from the effective date and through the termination date of the contract. 
Accordingly, the Contractor shall notify the Commonwealth if, at any time during the term 
of this contract, it becomes aware of any actions or occurrences that would result in 
violation of these provisions. 

e. Cancellation or Termination of Contract. The Commonwealth may cancel or terminate 
this contract and all money due or to become due under this contract may be forfeited for 
a violation of the terms and conditions of these Nondiscrimination/Sexual Harassment 
provisions. In addition, the agency may proceed with debarment or suspension and may 
place the Contractor in the Contractor Responsibility File. 

f. Subcontracts. The Contractor shall include these Nondiscrimination/Sexual Harassment 
provisions in its contracts with all subcontractors providing goods or services under this 
contract. The incorporation of these provisions in the Contractor’s subcontracts does not 
create privity of contract between the Commonwealth and any subcontractor, and no third-
party beneficiaries are created by those provisions. If the Contractor becomes aware of a 
subcontractor’s violation of this clause, the Contractor shall use its best efforts to ensure 
the subcontractor’s compliance with these provisions. 

 
30. CONTRACTOR INTEGRITY PROVISIONS 

 
a. Definitions. For purposes of these Contractor Integrity Provisions, the following definitions 

apply: 

i. “Affiliate” means two or more entities where (a) a parent entity owns more than 50% 
of the voting stock of each of the entities; (b) a common shareholder or group of 
shareholders owns more than 50% of the voting stock of each of the entities; or (c) the 
entities have a common proprietor or general partner. 

ii. “Contractor” means the individual or entity, that has entered into this contract with the 
Commonwealth. 

iii. “Contractor Related Parties” means any Affiliates of the Contractor and the 
Contractor’s executive officers, Pennsylvania officers and directors, or owners of five 
percent or more interest in the Contractor. 

iv. “Financial Interest” means ownership of more than a five percent interest in any 
business or holding a position as an officer, director, trustee, partner, employee, or 
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holding any position of management. 

v. “Gratuity” means tendering, giving, or providing anything of more than nominal 
monetary value including, but not limited to, cash, travel, entertainment, gifts, meals, 
lodging, loans, subscriptions, advances, deposits of money, services, employment, or 
contracts of any kind. The exceptions set forth in the Governor’s Code of Conduct, 
Executive Order 1980-18, as may be amended, 4 Pa. Code §7.153(b), apply. 

vi. “Non-bid Basis” means a contract awarded or executed by the Commonwealth with 
Contractor without seeking bids or proposals from any other potential bidder or offeror. 

b. Representations and Warranties. 

i. Contractor Representation and Warranties. The Contractor represents, to the best of its 
knowledge and belief, and warrants that within the last five years neither the Contractor 
nor Contractor Related Parties have: 

1. been indicted or convicted of a crime involving moral turpitude or business honesty 
or integrity in any jurisdiction; 

2. been suspended, debarred, or otherwise disqualified from entering into any contract 
with any governmental agency; 

3. had any business license or professional license suspended or revoked; 

4. had any sanction or finding of fact imposed as a result of a judicial or administrative 
proceeding related to fraud, extortion, bribery, bid rigging, embezzlement, 
misrepresentation or anti-trust; and 

5. been, and are not currently, the subject of a criminal investigation by any federal, 
state or local prosecuting or investigative agency or civil anti-trust investigation by 
any federal, state, or local prosecuting or investigative agency. 

ii. Contractor Explanation. If the Contractor cannot make the representations and 
warranties set forth above at the time of its submission of its bid or proposal or if this 
contract is awarded on a non-bid basis at the time of the execution of the contract, the 
Contractor shall submit a written explanation outlining the reasons why it cannot make 
those representations and warranties. The Commonwealth may, based on its evaluation 
of the explanation provided, determine whether it is in the Commonwealth’s best 
interest to execute the contract. 

iii. Further Representations. By submitting any bills, invoices, or requests for payment 
pursuant to this contract, the Contractor further represents that it has not violated any of 
these Contractor Integrity Provisions during the term of the contract. 

iv. Notice. The Contractor shall immediately notify the Commonwealth, in writing, if at 
any time during the term of the contract it becomes aware of any event that would cause 
the Contractor's certification or explanation to change. The Contractor acknowledges 
that the Commonwealth may, in its sole discretion, terminate the contract for cause if it 
learns that any of the certifications made in these provisions are currently false or 
misleading due to intervening factual circumstances or were false or misleading or 
should have been known to be false or misleading when entering into the contract. 

c. Contractor Responsibilities. During the term of this contract, the Contractor shall: 

i. maintain the highest standards of honesty and integrity. 

ii. take no action in violation of any applicable laws, regulations, or other requirements 
applicable to the Contractor that govern Commonwealth contracting and procurement. 
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iii. establish and implement a written business integrity policy that includes, at a minimum, the 
requirements of these provisions as they relate to the Contractor’s activity with the 
Commonwealth and Commonwealth employees and ensure that its employees comply with 
the policy. 

iv. not accept, agree to give, offer, confer, agree to confer, or promise to confer, directly or 
indirectly, any gratuity or pecuniary benefit to any person, or to influence or attempt to 
influence any person in violation of any federal or state law, regulation, executive order, 
statement of policy, management directive, or bulletin applicable to the provision of goods 
or services under this contract. 

v. not have a financial interest in any other contractor, subcontractor, or supplier providing 
services, labor, or material under this contract, unless the financial interest is disclosed to 
the Commonwealth in writing and the Commonwealth consents to Contractor’s financial 
interest. The Contractor must disclose the financial interest to the Commonwealth at the 
time of bid or proposal submission, or if no bids or proposals are solicited, no later than the 
date the Contractor signs the contract. The Commonwealth shall be deemed to have 
consented if the required disclosure is received and all of the required Commonwealth 
signatures are affixed. 

vi. comply with the requirements of the Lobbying Disclosure Act (65 Pa.C.S. §13A01 et seq.) 
regardless of the method of award. 

vii. comply with the requirements of Section 1641 of the Pennsylvania Election Code (25 P.S. 
§3260a) if this contract was awarded on a Non-bid Basis. 

viii. immediately notify the Commonwealth contracting officer or the Office of the State 
Inspector General, in writing, when the Contractor has reason to believe that any breach of 
ethical standards as set forth in law, the Governor’s Code of Conduct, or these Contractor 
Integrity Provisions has occurred or may occur, including, but not limited to, contact by a 
Commonwealth officer or employee, which, if acted upon, would violate the ethical 
standards. 

d. Investigations. If a State Inspector General investigation is initiated, the Contractor shall: 

i. reimburse the Commonwealth for the reasonable costs of investigation incurred by the 
Office of the State Inspector General for investigations of the Contractor’s compliance 
with the terms of this or any other agreement between the Contractor and the 
Commonwealth that results in the suspension or debarment of the Contractor. The 
Contractor shall not be responsible for investigative costs for investigations that do not 
result in the Contractor’s suspension or debarment. 

ii. cooperate with the Office of the State Inspector General in its investigation of any 
alleged Commonwealth agency or employee breach of ethical standards and any alleged 
Contractor non-compliance with these Contractor Integrity Provisions and make 
identified Contractor employees available for interviews at reasonable times and places. 

iii. upon the inquiry or request of an Inspector General, provide, or if appropriate, make 
promptly available for inspection or copying, any information of any type or form 
deemed relevant by the Office of the State Inspector General to Contractor's integrity 
and compliance with these provisions. This information may include, but is not limited 
to, Contractor's business or financial records, documents or files of any type or form 
that refer to or concern this contract. 

e. Termination. For violation of any of these Contractor Integrity Provisions, the 
Commonwealth may terminate this and any other contract with the Contractor, claim 
liquidated damages in an amount equal to the value of anything received in breach of these 
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Contractor Integrity provisions, claim damages for all additional costs and expenses 
incurred in obtaining another contractor to complete performance under this contract, and 
debar and suspend the Contractor from doing business with the Commonwealth. These 
rights and remedies are cumulative, and the use or non-use of any one does not preclude the 
use of all or any other. These rights and remedies are in addition to those the Commonwealth 
may have under law, statute, regulation, or contract. 

f. Subcontracts. The Contractor shall include these Contractor Integrity Provisions in its 
contracts with all subcontractors providing goods or services under this contract. The 
incorporation of this provision in the Contractor’s subcontracts does not create privity of 
contract between the Commonwealth and any subcontractor, and no third-party beneficiaries 
are created by the inclusion of these provisions. If the Contractor becomes aware of a 
subcontractor’s violation of these provisions, the Contractor shall use its best efforts to 
ensure the subcontractor’s compliance with these provisions. 

31. CONTRACTOR RESPONSIBILITY PROVISIONS 
 

a.   Definitions. For the purpose of these provisions, the term “Contractor” means as 
any person, including, but not limited to, a bidder, offeror, loan recipient, grantee or lessor, 
who has furnished or performed or seeks to furnish or perform, goods, supplies, services, 
leased space, construction or other activity, under a contract, grant, lease, purchase order or 
reimbursement agreement with the Commonwealth. The term also includes a permittee, 
licensee, or any agency, political subdivision, instrumentality, public authority, or other 
public entity in the Commonwealth. 
 

b.   Contractor Representations. 

i. The Contractor represents for itself and its subcontractors required to be disclosed or 
approved by the Commonwealth, that as of the date of its execution of this contract, that 
neither the Contractor, nor any such subcontractors, are under suspension or debarment by 
the Commonwealth or any governmental entity, instrumentality, or authority and, if the 
Contractor cannot make this representation, the Contractor shall submit, along with its 
contract, a written explanation of why such certification cannot be made. 

ii. The Contractor represents that as of the date of its execution of this contract it has 
no tax liabilities or other Commonwealth obligations, or has filed a timely administrative 
or judicial appeal if such liabilities or obligations exist, or is subject to a duly approved 
deferred payment plan if such liabilities exist. 

c. Notification. The Contractor shall notify the Commonwealth if, at any time during 
the term of this contract, it becomes delinquent in the payment of taxes, or other 
Commonwealth obligations, or if it or, to the best of its knowledge, any of its subcontractors 
are suspended or debarred by the Commonwealth, the federal government, or any other state 
or governmental entity. The Contractor shall provide this notification within 15 days of the 
date of suspension or debarment. 

d. Default. The Contractor’s failure to notify the Commonwealth of its suspension 
or debarment by the Commonwealth, any other state, or the federal government constitutes 
an event of default of the contract with the Commonwealth. 

e. Reimbursement. The Contractor shall reimburse the Commonwealth for the 
reasonable costs of investigation incurred by the Office of State Inspector General for 
investigations of the Contractor's compliance with the terms of this contract or any other 
agreement between the Contractor and the Commonwealth that results in the suspension or 
debarment of the Contractor. These costs include, but are not limited to, salaries of 
investigators, including overtime; travel and lodging expenses; and expert witness and 
documentary fees. The Contractor shall not be responsible for investigative costs for 
investigations that do not result in the Contractor's suspension or debarment. 
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f. Suspension and Debarment List. The Contractor may obtain a current list of 
suspended and debarred Commonwealth contractors by visiting the eMarketplace 
website at http://www.emarketplace.state.pa.us and clicking the Debarment list tab. 

 
32. AMERICANS WITH DISABILITIES ACT 

 
a.  No Exclusion. Pursuant to the Americans with Disabilities Act, 42 U.S. Code § 12101, et 

seq., no qualified individual with a disability may, on the basis of the disability, be excluded 
from participation in this contract or from activities provided for under this contract. 
 

b.  Compliance. For all goods and services provided pursuant to this contract, the Contractor 
shall comply with Title II of the Americans with Disabilities Act, the "General Prohibitions 
Against Discrimination” set forth in 28 C. F. R.§ 35.130, and all other regulations promulgated 
under Title II of the Americans with Disabilities Act that apply to state and local governments. 

 
c.  Indemnification. The Contractor shall indemnify the Commonwealth against all third-party 

claims, suits, demands, losses, damages, costs, and expenses, including without limitation, 
litigation expenses, attorneys' fees, and liabilities, arising out of or in connection with the 
Contractor's failure or its employee’s or agent’s failure to comply with the provisions of 
paragraph a, as determined by the Commonwealth in its sole discretion. 

 
33. HAZARDOUS SUBSTANCES 

The Contractor shall provide information to the Commonwealth about the identity and hazards of 
hazardous substances supplied or used by the Contractor in the performance of the Contract. The 
Contractor must comply with Act 159 of October 5, 1984, known as the “Worker and Community 
Right to Know Act” (the “Act”) and the regulations promulgated pursuant thereto at 34 Pa. Code 
Section 301.1 et seq. 

 
a. Labeling. The Contractor shall insure that each individual product (as well as the carton, 

container or package in which the product is shipped) of any of the following substances 
(as defined by the Act and the regulations) supplied by the Contractor is clearly labeled, 
tagged or marked with the information listed in Paragraph (1) through (4): 

1) Hazardous substances: 
 

a) The chemical name or common name, 

b) A hazard warning, and 
 

c) The name, address, and telephone number of the manufacturer. 
 

2) Hazardous mixtures: 
 

a) The common name, but if none exists, then the trade name, 
 

b) The chemical or common name of special hazardous substances 
comprising .01% or more of the mixture, 

c) The chemical or common name of hazardous substances consisting 1.0% 
or more of the mixture, 

d) A hazard warning, and 
 

e) The name, address, and telephone number of the manufacturer. 

http://www.emarketplace.state.pa.us/
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3) Single chemicals: 

 
a) The chemical name or the common name, 

 
b) A hazard warning, if appropriate, and 

c) The name, address, and telephone number of the manufacturer. 
 

4) Chemical Mixtures: 

a) The common name, but if none exists, then the trade name, 
 

b) A hazard warning, if appropriate, 
 

c) The name, address, and telephone number of the manufacturer, and 
 

d) The chemical name or common name of either the top five substances by 
volume or those substances consisting of 5.0% or more of the mixture. 

A common name or trade name may be used only if the use of the name more easily or 
readily identifies the true nature of the hazardous substance, hazardous mixture, single 
chemical, or mixture involved. 

Container labels shall provide a warning as to the specific nature of the hazard arising from 
the substance in the container. 

 
The hazard warning shall be given in conformity with one of the nationally recognized and 
accepted systems of providing warnings, and hazard warnings shall be consistent with one 
or more of the recognized systems throughout the workplace. Examples are: 

• NFPA 704, Identification of the Fire Hazards of Materials. 
 

• National Paint and Coatings Association: Hazardous Materials 
Identification System. 

• American Society for Testing and Materials, Safety Alert Pictorial Chart. 

• American National Standard Institute, Inc., for the Precautionary 
Labeling of Hazardous Industrial Chemicals. 

 
Labels must be legible and prominently affixed to and displayed on the product and the 
carton, container, or package so that employees can easily identify the substance or mixture 
present therein. 

b. Material Safety Data Sheet. The Contractor shall provide Material Safety Data Sheets 
(MSDS) with the information required by the Act and the regulations for each hazardous 
substance or hazardous mixture. The Commonwealth must be provided an appropriate 
MSDS with the initial shipment and with the first shipment after an MSDS is updated or 
product changed. For any other chemical, the Contractor shall provide an appropriate 
MSDS, if the manufacturer, importer, or supplier produces or possesses the MSDS. The 
Contractor shall also notify the Commonwealth when a substance or mixture is subject to 
the provisions of the Act. Material Safety Data Sheets may be attached to the carton, 
container, or package mailed to the Commonwealth at the time of shipment. 
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34. COVENANT AGAINST CONTINGENT FEES 
 

The Contractor warrants that no person or selling agency has been employed or retained to solicit 
or secure the Contract upon an agreement or understanding for a commission, percentage, 
brokerage, or contingent fee, except bona fide employees or bona fide established commercial or 
selling agencies maintained by the Contractor for the purpose of securing business. For breach or 
violation of this warranty, the Commonwealth shall have the right to terminate the Contract without 
liability or in its discretion to deduct from the Contract price or consideration, or otherwise recover 
the full amount of such commission, percentage, brokerage, or contingent fee. 

 
35. APPLICABLE LAW AND FORUM 

 
This contract is governed by and must be interpreted and enforced in accordance with the laws of 
the Commonwealth of Pennsylvania (without regard to any conflict of laws provisions) and the 
decisions of the Pennsylvania courts. The Contractor consents to the jurisdiction of any court of 
the Commonwealth of Pennsylvania and any federal courts in Pennsylvania, and waives any claim 
or defense that such forum is not convenient or proper. Any Pennsylvania court or tribunal has in 
personam jurisdiction over the Contractor, and the Contractor consents to service of process in 
any manner authorized by Pennsylvania law. This provision may not be interpreted as a waiver or 
limitation of the Commonwealth’s rights or defenses. 

36. INTEGRATION 
 

This Contract, including all referenced documents, constitutes the entire agreement between the 
parties. No agent, representative, employee or officer of either the Commonwealth or the Contractor 
has authority to make, or has made, any statement, agreement or representation, oral or written, in 
connection with the Contract, which in any way can be deemed to modify, add to or detract from, 
or otherwise change or alter its terms and conditions. No negotiations between the parties, nor any 
custom or usage, shall be permitted to modify or contradict any of the terms and conditions of the 
Contract. No modifications, alterations, changes, or waiver to the Contract or any of its terms shall 
be valid or binding unless accomplished by a written amendment signed by both parties. 

37. ORDER OF PRECEDENCE 
 

In the event there is a conflict among the documents comprising this Contract, the Commonwealth 
and the Contractor agree on the following order of precedence: the Contract; the solicitation; and 
the Contractor’s response to the solicitation. 
 

38. CONTROLLING TERMS AND CONDITIONS 
 

The terms and conditions of this Contract shall be the exclusive terms of agreement between the 
Contractor and the Commonwealth. All quotations requested and received from the Contractor are 
for obtaining firm pricing only. Other terms and conditions or additional terms and conditions 
included or referenced in the Contractor's quotations, invoices, business forms, or other 
documentation shall not become part of the parties’ agreement and shall be disregarded by the 
parties, unenforceable by the Contractor and not binding on the Commonwealth. 

 
39. CHANGES 

The Commonwealth reserves the right to make changes at any time during the term of the Contract 
or any renewals or extensions thereof: 1) to increase or decrease the quantities resulting from 
variations between any estimated quantities in the Contract and actual quantities; 2) to make 
changes to the services within the scope of the Contract; 3) to notify the Contractor that the 
Commonwealth is exercising any Contract renewal or extension option; or 4) to modify the time of 
performance that does not alter the scope of the Contract to extend the completion date beyond the 
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Expiration Date of the Contract or any renewals or extensions thereof. Any such change shall be 
made by the Contracting Officer by notifying the Contractor in writing. The change shall be 
effective as of the date of the change, unless the notification of change specifies a later effective 
date. Such increases, decreases, changes, or modifications will not invalidate the Contract, nor, if 
performance security is being furnished in conjunction with the Contract, release the security 
obligation. The Contractor agrees to provide the service in accordance with the change order. Any 
dispute by the Contractor in regard to the performance required by any notification of change shall 
be handled through the Contract Controversies Provision. 

 
40. BACKGROUND CHECKS 

 
a. The Contractor must, at its expense, arrange for a background check for each of its 

employees, as well as the employees of any of its subcontractors, who will have access to 
Commonwealth facilities, either through on-site access or through remote access. 
Background checks are to be conducted via the Request for Criminal Record Check form 
and procedure found at 
https://www.psp.pa.gov/Documents/Public%20Documents/criminal_history/CRC%20Requ
est%20SP%204-164.pdf. The background check must be conducted prior to initial access 
and on an annual basis thereafter. 
 

b. Before the Commonwealth will permit access to the Contractor, the Contractor must provide 
written confirmation that the background checks have been conducted. If, at any time, it is 
discovered that a Contractor employee has a criminal record that includes a felony or 
misdemeanor involving terroristic behavior, violence, use of a lethal weapon, or breach of 
trust/fiduciary responsibility or which raises concerns about building, system or personal 
security or is otherwise job-related, the Contractor shall not assign that employee to any 
Commonwealth facilities, shall remove any access privileges already given to the employee 
and shall not permit that employee remote access unless the Commonwealth consents to the 
access, in writing, prior to the access. The Commonwealth may withhold its consent in its 
sole discretion. Failure of the Contractor to comply with the terms of this Section on more 
than one occasion or Contractor's failure to appropriately address any single failure to the 
satisfaction of the Commonwealth may result in the Contractor being deemed in default of 
its Contract. 

 
c. The Commonwealth specifically reserves the right of the Commonwealth to conduct 

background checks over and above that described herein. 
 
d. Access to certain Capitol Complex buildings and other state office buildings is controlled 

by means of card readers and secured visitors' entrances. Commonwealth contracted 
personnel who have regular and routine business in Commonwealth worksites may be issued 
a photo identification or access badge subject to the requirements of the contracting agency 
and DGS set forth in Enclosure 3 of Commonwealth Management Directive 625.10 
(Amended) Card Reader and Emergency Response Access to Certain Capitol Complex 
Buildings and Other State Office Buildings. The requirements, policy and procedures 
include a processing fee payable by the Contractor for contracted personnel photo 
identification or access badges. 

 
41. CONFIDENTIALITY 

 
a. The Contractor agrees to guard the confidentiality of the Commonwealth’s confidential 

information with the same diligence with which it guards its own proprietary information. 
If the Contractor needs to disclose all or part of project materials to third parties to assist in 
the work or service performed for the Commonwealth, it may do so only if such third 
parties sign agreements containing substantially the same provisions as contained in this 
Section. The Commonwealth agrees to protect the confidentiality of Contractor's 
confidential information. In order for information to be deemed to be confidential, the party 

http://www.psp.pa.gov/Documents/Public%20Documents/criminal_history/CRC%20Request%20SP%204-164.pdf
http://www.psp.pa.gov/Documents/Public%20Documents/criminal_history/CRC%20Request%20SP%204-164.pdf
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claiming confidentiality must designate the information as "confidential" in such a way as 
to give notice to the other party. The parties agree that such confidential information shall 
not be copied, in whole or in part, except when essential for authorized use under this 
Contract. Each copy of such confidential information shall be marked by the party making 
the copy with all confidentiality notices appearing in the original. Upon termination or 
cancellation of this Contract or any license granted hereunder, the receiving party will 
return to the disclosing party all copies of the confidential information in the receiving 
party's possession, other than one copy, which may be maintained for archival purposes 
only. Both parties agree that a material breach of these requirements may, after failure to 
cure within the time frame specified in this Contract, and at the discretion of the non- 
breaching party, result in termination for default. 

b. The obligations stated in this Section do not apply to information: 
 

1) already known to the recipient at the time of disclosure other than through the 
contractual relationship; 

2) independently generated by the recipient and not derived from the information 
supplied by the disclosing party; 

 
3) known or available to the public, except where such knowledge or availability is 

the result of unauthorized disclosure by the recipient of the proprietary information; 

4) disclosed to the recipient without a similar restriction by a third party who has the 
right to make such disclosure; or 

 
5) required to be disclosed by the recipient by law, regulation, court order, or other 

legal process. 
 

c. There shall be no restriction with respect to the use or disclosure of any ideas, concepts, 
know-how, or data processing techniques developed alone or jointly with the 
Commonwealth in connection with services provided to the Commonwealth under this 
Contract. 

42. NOTICE 
 

Any written notice to any party under this Contract shall be deemed sufficient if delivered 
personally, or by facsimile, telecopy, electronic or digital transmission (provided such delivery is 
confirmed), or by a recognized overnight courier service (e.g., DHL, Federal Express, etc.) with 
confirmed receipt, or by certified or registered United States mail, postage prepaid, return receipt 
requested, and sent to following: 

a. If to the Contractor: the Contractor's address as recorded in the Commonwealth's Supplier 
Registration system. 

b. If to the Commonwealth: the address of the Issuing Office as set forth on the Contract. 
 

43. RIGHT TO KNOW LAW 
 

a. Applicability. The Pennsylvania Right-to-Know Law, 65 P.S. §§ 67.101-3104, (“RTKL”) applies 
to this contract. 
 

b. Contractor Assistance. If the Commonwealth needs the Contractor’s assistance in any matter 
arising out of the RTKL related to this contract, the Commonwealth shall notify the Contractor 
that it requires the Contractor’s assistance, and the Contractor shall provide to the Commonwealth: 
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i. access to, and copies of, any document or information in the Contractor’s possession 
(Requested Information) arising out of this contract that the Commonwealth reasonably 
believes is a public record under the RTKL, within ten calendar days after receipt of written 
notification; and 

ii. any other assistance as the Commonwealth may reasonably request, in order to 
comply with the RTKL with respect to this contract. 

c. Trade Secret or Confidential Proprietary Information. If the Contractor considers the 
Requested Information to include a Trade Secret or Confidential Proprietary Information, as 
those terms are defined by the RTKL, or other information that the Contractor considers exempt 
from production under the RTKL, the Contractor shall notify the Commonwealth and provide, 
within seven calendar days of receipt of the written notice a written statement, signed by a 
representative of the Contractor, that explains why the requested material is exempt from public 
disclosure under the RTKL. If the Commonwealth determines that the Requested Information 
is clearly not exempt from disclosure, the Contractor shall provide the Requested Information 
to the Commonwealth within five business days of receipt of written notice of the 
Commonwealth’s determination. 

d. Reimbursement. 

i. Commonwealth Reimbursement. If the Contractor fails to provide the 
Requested Information and the Commonwealth is ordered to produce the Requested 
Information, the Contractor shall reimburse the Commonwealth for any damages, 
penalties, or costs that the Commonwealth may incur as a result of the Contractor’s 
failure, including any statutory damages assessed against the Commonwealth. 

ii. Contractor Reimbursement. The Commonwealth will reimburse the Contractor for 
any costs that the Contractor incurs as a direct result of complying with these provisions only 
to the extent allowed under the fee schedule established by the Office of Open Records or as 
otherwise provided by the RTKL. 

e. Challenges of Commonwealth Release. The Contractor may file a legal challenge to any 
 Commonwealth decision to release a record to the public with the Office of Open Records, 
or in the Pennsylvania Courts, however, the Contractor shall reimburse the Commonwealth for 
any legal expenses incurred by the Commonwealth as a result of the challenge, including any 
damages, penalties or costs that the Commonwealth may incur as a result of the Contractor’s 
legal challenge, regardless of the outcome. 

f. Waiver. As between the parties, the Contractor waives all rights or remedies that may be 
available to it as a result of the Commonwealth’s disclosure of Requested Information pursuant 
to the RTKL. 

g. Survival. The Contractor’s obligations contained in this Section survive the termination or 
 expiration of this contract. 
 

44. ENHANCED MINIMUM WAGE PROVISIONS 
 

a. Enhanced Minimum Wage. Contractor shall pay no less than $15.00 per hour to its 
employees for all hours worked directly performing the services called for in this contract/lease, 
and for an employee’s hours performing ancillary services necessary for the performance of the 
services or lease when the employee spends at least 20% of their time performing ancillary 
services in a given work week. 
 
b. Adjustment. Beginning July 1, 2023, and annually thereafter, the minimum wage rate will 
be increased by an annual cost-of-living adjustment using the percentage change in the 
Consumer Price Index for All Urban Consumers (CPI-U) for Pennsylvania, New Jersey, 
Delaware, and Maryland. The Commonwealth will publish applicable adjusted amount in the 
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Pennsylvania Bulletin by March 1 of each year to be effective the following July 1. 
 
c. Exceptions. These Enhanced Minimum Wage Provisions do not apply to employees 

i. Exempt from minimum wage under the Minimum Wage Act of 1968; 

ii. covered by a collective bargaining agreement; 

iii. required to be paid a higher wage under another state or federal law governing the 
services, including the Prevailing Wage Act and Davis-Bacon Act; or 

iv. required to be paid a higher wage under any state or local policy or ordinance. 

d. Notice. The Contractor shall: (1) post this Enhanced Minimum Wage Provision for the entire 
period of the contract conspicuously in easily-accessible and well-lighted places customarily 
frequented by employees at or near where the contracted services are performed; or (2) for the 
entire period of the contract, provide electronic notice of this clause to its employees not less than 
annually. 

e. Records. Contractor must maintain and, upon request and within the time periods 
requested by the Commonwealth, provide to the Commonwealth all employment and 
wage records necessary to document compliance with these Enhanced Minimum Wage 
Provisions. 

f. Sanctions. Contractor’s failure to comply with these Enhanced Minimum Wage Provisions 
may result in the imposition of sanctions, which may include, but are not limited to, termination 
of the contract or lease, nonpayment, debarment, or referral to the Office of General Counsel for 
appropriate civil or criminal referral. 

g. Subcontractors. The Contractor shall include these Enhanced Minimum Wage 
Provisions in its subcontracts under this contact or lease to ensure that these provisions are 
binding on its subcontractors. 

 
45. WORKER PROTECTION AND INVESTMENT 
 

 The Contractor shall comply with all applicable Pennsylvania state labor laws and worker safety 
 laws including, but not limited to, the following: 

a. Construction Workplace Misclassification Act; 

b. Employment of Minors Child Labor Act; 

c. Minimum Wage Act; 

d. Prevailing Wage Act; 

e. Equal Pay Law; 

f. Employer to Pay Employment Medical Examination Fee Act; 

g. Seasonal Farm Labor Act; 

h. Wage Payment and Collection Law; 

i. Industrial Homework Law; 

j. Construction Industry Employee Verification Act; 

k. Act 102: Prohibition on Excessive Overtime in Healthcare; 
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l. Apprenticeship and Training Act; and 

m. Inspection of Employment Records Law. 
 
46. OFFSET 
 

 The Commonwealth may set off the amount of any state tax liability or other obligation of the 
 Contractor, or its subsidiaries, owed to the Commonwealth against any payments due the Contractor 
 under any contract between the Commonwealth and Contractor. 

 
47. DATA BREACH OR LOSS 
 

 To the extent the Contractor receives, provides, stores, manages, maintains, and/or transmits personal 
information including, but limited to, personal health information, pursuant to this Contract, the Contractor 
shall comply with all applicable data protection, data security, data privacy and data breach notification laws, 
including but not limited to the Breach of Personal Information Notification Act, Act of December 22, 2005, 
P.L. 474, No. 94, as amended, 73P.S. §§ 2301-2329. Further, to the extent the Contractor maintains, stores, 
or manages computerized data on behalf of the Commonwealth that constitutes personal information, as 
defined in the Breach of Personal Information Notification Act, Act of December 22, 2005, P.L. 474, No. 94, 
as amended, 73 P.S. §§ 2301-2329, the Contractor shall comply with the then current version of the following 
IT Policies (ITPs): Data Classification Policy, IT Security Incident Reporting Policy; and, Encryption 
Standards. 
 
48. WCGA 
 

Contractor represents, warrants and shall require that  all work performed, products, designs 
suggested, templates used, and functionality developed by or for the Contract under or pursuant to this 
Contract: (1) meets or exceeds the requirements (a) set forth in all applicable federal, state and local law and 
regulations, each as may be as amended or superseded, relating to accessibility of web information, including 
such requirements under Title II of the Americans with Disabilities Act and the regulations issued thereunder 
and (b) imposed on Commonwealth or others, including third-party vendors, licensors, contractors or suppliers 
(such other, third-party vendors, licensors, contractors or suppliers individually and collectively “Vendors”), 
under the Pennsylvania Office of Administration, Digital Accessibility Policy, Effective Date November 12, 
2025, as may be amended or superseded (“Digital Accessibility Policy”), including that access to digital 
content and services (internally built or through contractual, licensed, or other arrangements) comply with 
current Section 508 Standards (Revised) and the Web Content Accessibility Guidelines (WCAG) and that 
agency digital content and services must at a minimum meet WCAG 2.1, Levels A and AA and (2) passes all 
relevant WCAG Success Criteria, at no additional cost to Commonwealth (hereafter beyond the price agreed 
upon in this Agreement). Contractor agrees to: (1) comply with the obligations imposed on a Vendor under 
the Digital Accessibility Policy”); (2)  maintain and retain, subject to review by Commonwealth, full 
documentation of the measures taken to ensure compliance with the obligations imposed under this section, 
including records of any automated, manual, and user testing or simulations conducted by the Contractor and 
all subcontractors, and an Accessibility Conformance Report (ACR) no more than one (1) year old from the 
date of signature, using the latest version of the Voluntary Product Accessibility Template (VPAT®) 
published by the Information Technology Industry Council, documenting compliance with the applicable 
WCAG Standard; (3) respond to reasonable requests of Commonwealth relating to compliance with the 
obligations imposed under this section; and (4) promptly notify Commonwealth in writing if Contractor has 
any reason to believe that it is or may be in breach of the representations, warranties and covenants set forth 
in this section. 
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48. SURVIVAL 
 
 Sections 7, 8, 9, 13, 19, 21, 22, 26, 35, 37, 41, 42, 43,46,  47 and 48 and any right or obligation of the 
parties in this Contract which, by its express terms or nature and context is intended to survive termination or 
expiration of this Contract, will survive any such termination or expiration shall survive the expiration or 
termination of the Contract. 

 
 

 
 



1 
 

 
EXHIBIT E 

 
CONTRACT FOR ACTUARIAL PENSION AND PLAN CONSULTING SERVICES 

 
DATA AND INFORMATION SECURITY ADDENDUM 

 
 THIS DATA AND INFORMATION SECURITY ADDENDUM (“Addendum”) forms 
part of that certain Contract for Actuarial Pension and Plan Consulting Services by and between 
the Commonwealth of Pennsylvania, Public School Employees’ Retirement Board (“PSERS”) 
and [insert name of party with whom Board is contracting], a [insert jurisdiction of organization 
and type ] (“Contractor”) and sets forth additional terms and conditions with respect to data and 
information security applicable to the Agreement.] 
 

RECITALS 
 

 WHEREAS, PSERS and Contractor acknowledge that the Agreement will or may require: 
(1) PSERS or an entity or individual for or on behalf of PSERS to disclose certain data and 
information to Contractor; (2) Contractor to accept, collect and/or use that data and information; 
and (3) Contractor to create data and information; and  
 
 WHEREAS, PSERS and Contractor desire to agree to protect and provide for the privacy 
and confidentiality of all such data and information. 
 
 NOW THEREFORE, in consideration of the foregoing recitals, which are incorporated 
into this Addendum, and the mutual promises and undertakings hereinafter set forth, and the 
exchange of data and information pursuant to the Agreement and this Addendum, Contractor and 
PSERS agree as follows: 
 

1. Definitions. As used in this Addendum:  
 

(a) “Act” means the Breach of Personal Information Notification Act, Act of Dec. 22, 
2005, P.L. 474, No. 94, 73 P.S. Section 2301, et. seq., as amended and enacted in 
the Commonwealth of Pennsylvania, including as amended by the Act of Nov. 3, 
2022, P.L.2139, No. 151 and Act of June 28, 2024, P.L. 427, No. 33. 
 

(b) “Applicable Standards” has the meaning specified in Section 2 of this Addendum. 
 

(c) “Authorized Person” means a Contractor’s employee, subcontractor, and any other 
individual or entity acting for Contractor who has: 
(i) PSERS’s authorization; and  
(ii) a specific need for access to PSERS’s Confidential Information to perform 

Services for or on behalf of PSERS.  
 
[ADD AS APPLICABLE:  For purposes of clause (i) in the preceding sentence, 
PSERS hereby authorizes ….] 

 
(d) “Computing Service” means one or more of the following: 
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(i) software that is installed on a desktop or server or is accessible via web-
browser that in each case, involves creating, accessing, transmitting, 
maintaining, accepting, or hosting Commonwealth of Pennsylvania 
(“Commonwealth”) data or PSERS Data; and 

 
(ii)  any computing service managed infrastructure regardless of deployment 

model (public, private, or hybrid) or type, such as, but not limited to, 
software-as-a-service (SaaS) for web-based applications, infrastructure-as-
a-service (IaaS) for Internet-based access to storage and computing power, 
or platform-as-a-service (PaaS) that gives developers the tools to build and 
host Web applications, that is procured through and hosted by or within a 
third-party vendor, licensor, contractor, or supplier (“Service 
Organization”) or its subcontractor(s) (commonly referred to as “Subservice 
Organizations”).  

 
(e) “Computing Services Review” means an established process to ensure the 

procurement and/or implementation of any Computing Service is aligned with 
PSERS's overall business and intellectual technology vision, strategy, goals, and 
policies. This term includes representation and review from all domains to pro-
actively identify, manage, and mitigate risk, if any, with the Computing Service 
being considered. The foregoing process requires that the Service Organization 
(third-party vendor, licensor, contractor, or supplier), must complete the 
Computing Services Requirements (CSR) document provided by PSERS that is 
specific to the Computing Service being considered. Any procurement or use of a 
Computing Service requires an approved Computed Services use case. 

 
(f) “CONUS” means any state in the Continental United States and Hawaii. 

 
(g) “Documentation” means all documentation related to the Services, including, if 

applicable, a SOW. 
 

(h) “ISP” has the meaning specified in Section 3(a) of this Addendum. 
 
(i) “Industry Standards” means any of the following: (i) National Institute of Standards 

and Technology (NIST) 800 Series; (ii) NIST Cybersecurity Framework; and (iii) 
ISO 27001/2, and in each case, the successor thereto or their generally recognized 
equivalents. 

 
(j) “Multi-Factor Authentication” means the use of two or more of the authentication 

methods listed below. Two-factor employs two of the methods. Three-factor 
employs all three methods.  The authentication methods include: 

 
(i)  something you know (e.g. PIN, password, shared information); 
(ii)  something you possess (e.g. token, smart card, digital certificate); and 
(iii)  something you are (biometrics - e.g. fingerprint, voice, iris, face). 

 
(k) “PSERS’s Confidential Information” means PSERS Data that is not Public Data, 

including information containing personally identifiable information (commonly 
referred to as "PII"), “personal information” as defined in the Act, protected health 
information (commonly referred to as "PHI"), and electronic protected health 
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information (commonly referred to as "ePHI") as defined in regulations issued by 
the United States Department of Health and Human Services, investment portfolio 
information and trade secrets. Trade secrets include limited partnership agreements, 
side letters, private placement memoranda, and similar information. 

 
(l) “PSERS Data” means any data or information that Contractor creates, obtains, 

accesses, receives from PSERS or on behalf of PSERS, hosts, or uses in the 
course of its performance of the Agreement.  

 
(m) “Public Data” means any specific data or information, regardless of form or format, 

that PSERS has actively and intentionally disclosed, disseminated, or made 
available to the public. 

 
(n) “Security Breach” has the meaning specified in Section 4 of this Addendum. 
 
(o) “Services” means the services and other obligations described in the Agreement, 

and if applicable, any SOW. 
 

(p)  “SOW” means a statement of work made in relation to Services. 
 
 

2. Data Security. 
 

(a) Compliance.  Contractor shall comply with and ensure that Services are provided 
under the Agreement in compliance with the requirements set forth in the following 
Subsections (i), (ii) and (iii) (individually and collectively referred to in this 
Addendum as the “Applicable Standards”): 
 
(i) the information technology standards and policies as described in and 

subject to the terms of Appendix 1, Data and Information Security 
Addendum Operations Document, attached to and made part of this 
Addendum;  

 
(ii)  any applicable laws or regulations including: 

 
(A) CJIS and CHRIA for criminal history data; 
(B) HIPAA for health-related data; 
(C) IRS Pub 1075 and SSA for federal protected data; 
(D) PCI-DSS for financial data; and 
(E) The Act; and 

 
(iii)  Industry Standards (as defined above in Section 1 of this Addendum).  

 
(b) Data Protection. To the extent that Contractor’s obligations under the Agreement 

involve creating, accessing, transmitting, maintaining, accepting, hosting, or using 
PSERS Data, Contractor shall preserve the confidentiality, integrity and availability 
of PSERS Data by implementing and maintaining administrative, technical and 
physical controls that conform to Applicable Standards. Contractor shall implement 
security controls that provide a level of security consistent with accepted 
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information security standards, which are commensurate with the sensitivity of the 
PSERS Data to be protected.  

 
(c) Data Use and Access.  Contractor shall use PSERS Data only and exclusively to 

support the performance of Services and not for any other purpose, including the 
use of PSERS Data in any manner that relates to computing referred to as “artificial 
intelligence.” With the exception of Public Data, absent PSERS’s prior written 
consent or as required by law, Contractor shall not disclose to or allow access to 
PSERS Data by any person, other than an Authorized Person in connection with 
the performance of Services and PSERS’s authorized employees and agents who 
have a need to know to perform their services for PSERS.  If such disclosure is 
required by law, Contractor shall notify PSERS in writing before such disclosure, 
unless such notification is prohibited by law.   

 
(d) Access to PSERS’s Specific Systems, Data and Services. Contractor shall limit 

access to PSERS-specific systems, data, and services, and provide access only, to 
Authorized Persons located within CONUS.  

 
(e) Data Hosting. Contractor shall only host, store, or backup PSERS Data in physical 

locations within the CONUS. 
 
(f)   Multi-Factor Authentication. For services or applications exposed to the Internet, 

where sensitive data or information is stored, accessed, processed, or transmitted, 
Contractor shall provide Multi-Factor Authentication for user authentication to the 
web application via workstation and mobile browsers. If a service is provided via 
mobile application, Contractor shall cause that application to be protected by Multi-
Factor Authentication. 

 
(g) Data Backup. If appropriate to protect the integrity and availability of PSERS Data 

in accordance with accepted industry practice, Contractor shall maintain (and cause 
any third-party hosting company that it uses to maintain) a means to backup and 
recover PSERS Data if PSERS Data is lost, corrupted or destroyed. Contractor shall 
store backups offline to prevent modification or encryption by ransomware or other 
malicious software. PSERS shall have the right to establish backup security for 
PSERS Data and to keep backup PSERS Data and PSERS Data files in its 
possession or control in PSERS’s sole discretion. 

 
(h) Return of PSERS Data. Upon PSERS’s request, Contractor shall ensure that PSERS 

can retrieve PSERS’s Data in the event Contractor is unable to continue providing 
Services for any reason or as a result of the termination of the Agreement.  In the 
event of a termination and upon PSERS’s request, Contractor shall provide PSERS 
Data in a mutually acceptable format.  

 
(i)   Effect of Termination on PSERS Data Retention. Upon the first to occur of the 

termination of the Agreement for any reason or notice of such termination having 
been given, the provisions of this Subsection (i) shall apply notwithstanding 
anything contained in the Agreement or this Addendum to the contrary.  Unless 
otherwise directed by PSERS in writing, Contractor shall maintain PSERS Data 
and continue to extend the protections of the Agreement and this Addendum to such 
PSERS Data for a period of six (6) months at which point it shall return, and then 
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upon PSERS’s written direction destroy, all PSERS Data received from PSERS (or 
created or received by Contractor on behalf of PSERS) regardless of form, and shall 
retain no copies of PSERS Data.  Contractor shall certify in writing to PSERS that 
these actions have been completed within thirty (30) days after receipt of PSERS’s 
direction to destroy.  If return or destruction of PSERS Data is not feasible, 
Contractor shall: 

 
(i)  promptly inform PSERS that the return or destruction, as applicable, is not 

feasible;  
 
(ii)  continue to extend the protections of the Agreement and this Addendum to 

such PSERS Data; and  
 

(iii)  limit further use of PSERS Data to those purposes that make the return or 
destruction of PSERS’s Data infeasible. 

 
(j) Destruction of PSERS Data.  Subject to Subsection (i) above, Contractor shall 

erase, destroy, and/or render unrecoverable all PSERS Data in Contractor’s 
possession or control that is no longer required for the performance of Services. 
Upon PSERS’s request, Contractor shall certify in writing that these actions have 
been completed within seven (7) days of PSERS’s request.  

 
3. Contractor Security. 

 
(a) Information Security Program.  Contractor represents and agrees that Contractor 

has in place and will continue to maintain a formal information security program 
(“ISP”) with written policies and procedures consistent with Industry Standards and 
reasonably designed to protect the confidentiality and integrity of PSERS Data 
when such PSERS Data is in the possession or control of Contractor. The ISP shall 
include administrative, technical, and physical safeguards. The safeguards shall 
appropriately:  
 
(i) relate to the type of data and information concerned;  

 
(ii)  be reasonably designed to maintain the integrity, confidentiality, and 

availability of the data and information;  
 

(iii)  protect against anticipated threats or hazards to the security or integrity of 
the data and information;  

 
(iv)  protect against unauthorized access to or use of the data and information 

that could result in substantial harm or inconvenience to PSERS;  
 
(v)  provide for secure disposal of the data and information; and  
 
(vi)  prescribe actions to be taken in the event that a security incident occurs or 

is suspected to have occurred. 
 
(b) Contractor Personnel.  Contractor agrees that it shall only use Authorized Persons 

who are highly qualified in performing under the Agreement and have passed a 
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background check. Contractor shall use the background check required under the 
Appendix 1 for individuals described therein and for all others, a background check 
that is recognized under Industry Standards as appropriate to address the security 
concerns that apply to the specific individual and the services to be provided by the 
individual under the Agreement. 

 
(c) Acceptance of Acceptable Use Policy.  Contractor shall ensure that all Contractor  

employees and other individuals acting for Contractor, who access or could access 
PSERS’s network as a part of performing under the Agreement, have agreed to 
PSERS’s Acceptable Use Policy as found in Management Directive 205.34 
Amended, as it may be amended and any successor thereto  (the current version 
being located at: https://www.pa.gov/content/dam/copapwp-
pagov/en/oa/documents/policies/md/200/205_34.pdf), before such access. 

 
(d) Security Awareness Training. Contractor shall ensure that its employees, agents, 

contractors, subcontractors are provided cybersecurity awareness education and are 
adequately trained to perform their information security-related duties and 
responsibilities consistent with Applicable Standards. 

 
4. Documentation and Required Notification.  

 
(a) Security Incident Handling. As part of the ISP, Contractor represents and agrees 

that Contractor has in place and will continue to maintain a documented security 
incident management process.  The security incident management process shall:  
 
(i) provide for the timely detection of security incidents and responses thereto; 

and 
 

(ii)  require the recordation of the applicable facts of each security incident and 
responses thereto, including the application or non-application of the 
security incident management process, escalation procedures, and the 
responsibilities of each affected party.  

 
(b) Notice to PSERS and Response of Security Breach.  

 
(i) Contractor shall notify by telephone PSERS’s Chief Information Security 

Officer at (717) 720-4699 and Deputy Executive Director for 
Administration at (717) 720-4825 and by e-mail PSERS at RA-
PSISO@pa.gov:  

 
(A)  as soon as reasonably practicable and in any event within twenty-

four (24) hours of first having knowledge or reasonable suspicion 
of: 

 
(1) an unauthorized access, use, release, disclosure, or acquisition of 

PSERS Data;  
 

(2) a loss, destruction, alteration, theft or corruption of PSERS Data; 
  

https://www.pa.gov/content/dam/copapwp-pagov/en/oa/documents/policies/md/200/205_34.pdf
https://www.pa.gov/content/dam/copapwp-pagov/en/oa/documents/policies/md/200/205_34.pdf
mailto:RA-PSISO@pa.gov
mailto:RA-PSISO@pa.gov
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(3) any event that creates a substantial risk to the confidentiality, 
integrity or availability of PSERS Data;  

 
(4) a breach of any of Contractor’s security obligations under this 

Addendum;  
 

(5) the occurrence of an event described in clauses (1), (2), or (3) 
(without reference to PSERS Data) involving data or 
information other than PSERS Data if Contractor has not 
reasonably determined that such event will not be an event 
described in clause (1), (2) or (3); or  

 
(6) any other event requiring notification under applicable law, 

including the Act (each of the events described in clauses (1) – 
(5) and this clause (6)) is hereinafter referred to as a “Security 
Breach”), and  

 
(B)  within ten (10) days of having a suspicion that a Security Breach 

may have occurred unless after investigation appropriate to the 
suspicion during such ten (10) day period, Contractor has reasonably 
concluded that no Security Breach occurred.  

 
PSERS shall provide updated contact information to Contractor within ten 
(10) business days of any change to the PSERS’s contact information set 
forth in this Subsection (i).  

 
(ii)  In the event of a Security Breach and as soon as practicable after first 

having knowledge of the Security Breach, Contractor shall:  
 

(A) preserve forensic evidence, mitigate any potential harm, and 
eliminate the cause of the risk or breach within Contractor's 
reasonable control; and 

 
(B) undertake a thorough forensic investigation of any compromise or 

improper use and provide to PSERS all information necessary to 
enable PSERS to fully understand the nature and extent of the 
compromise or improper use to the extent known.  

 
(iii)  To the extent that the Security Breach is attributable to the actions or failure 

to act by Contractor or Authorized Persons or breach of this Addendum by 
Contractor or Authorized Persons, Contractor shall at its sole expense 
provide timely notice to all individuals that may require notice under 
applicable law or regulation and an individual who would be entitled to 
notice under the Act, if such individual was a resident of the 
Commonwealth.  The notice must be pre-approved by PSERS.  At PSERS 
request, Contractor shall provide credit monitoring services to all 
individuals that may be impacted by the events requiring notice as described  
in this Section 4. Contractor agrees that it is doing business in the 
Commonwealth. 
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(c) Security Incident Investigations. Contractor agrees to cooperate with PSERS in 
investigating a security incident, as declared by PSERS in PSERS’s sole discretion, 
and provide the names and contact information, of at least two (2) security contacts 
who shall respond to PSERS in a timely manner, dependent on criticality, in the 
event that PSERS must investigate a security incident.  The current security 
contacts are: 
 
Contact Names:    _______________________      _________________________ 
Phone Numbers:    _______________________     _________________________ 
Email Addresses:  _______________________     _________________________ 
  
Contractor shall provide updated contact information to PSERS within ten (10) 
business days of any change to the currently applicable security contact information 
provided to PSERS. 

 
5. Maintenance of Safeguards. 

 
(a) Contractor shall maintain and follow Applicable Standards with respect to any of  

PSERS's Confidential Information in Contractor's possession or control and protect 
such information against any loss, alteration, theft or corruption.  

 
(b) At PSERS's request, Contractor shall provide PSERS with copies of its information 

security policies, processes, and procedures.  Contractor shall notify PSERS within 
ten (10) business days of any changes to its policies, processes or procedures that 
relate to the security of PSERS Data in Contractor's possession or control. 

 
6.  Information Security Audit.  

 
(a) PSERS’s Right to Review ISP and Onsite Assessment. PSERS shall have the right 

to review Contractor’s ISP at any time that Contractor is subject to the terms of this 
Addendum. During the performance of the Services, on an ongoing basis annually 
and immediately in the event of a Security Breach, PSERS, including its 
professional advisors and auditors, at its own expense, shall be entitled to perform, 
or to have performed, an on-site assessment of Contractor’s ISP. Contractor  agrees 
that the assessment scope will address the services provided to PSERS, including 
related people, process, and technology. 

 
(b) System and Organization Controls (SOC) Reporting. PSERS shall have the right to 

review Contractor’s ISP through Contractor's annual submission to PSERS of its 
current SOC report(s) as required to be provided under this Addendum. Upon the 
written request of PSERS, Contractor shall submit:  

 
(i) a SOC 1 Type II report, if hosting financial information;  

 
(ii)  a SOC 2 Type II report, if hosting, handling or processing PSERS’s 

Confidential Information; and  
 
(iii)  a SOC for Cybersecurity Report if any of the following conditions exist:  
 

(A)  reoccurring findings in SOC 1-Type II or SOC 2-Type II reports;  
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(B) a cybersecurity incident or security breach has occurred;  

 
(C) cybersecurity incidents or breaches are not being detected, 

prevented, reported, and/or mitigated in a timely manner (as 
determined by PSERS);  
 

(D) cybersecurity incidents or breaches are not being properly managed 
by Contractor;  
 

(E) uncertainty that Contractor has an effective cybersecurity risk 
management program;  
 

(F) Contractor has been engaged in a merger or acquisition during the 
term of the Agreement; or  

 
(G) Contractor has restructured its service offerings and/or business 

model.    
 

Any report required to be provided under Subsections (i), (ii) and (iii) above shall 
document an assessment conducted by a qualified, independent third party. The 
assessment scope must address the services provided to PSERS, including related 
people, process, and technology. 

 
(c) Assessment Questionnaire.  Upon PSERS’s request but not more frequently than 

annually, Contractor  agrees to complete within forty-five (45 days) of receipt of 
PSERS’s request an assessment questionnaire provided by PSERS regarding 
Contractor’s ISP, including artifacts for a subset of controls. 

 
7. Software Development Security. In the event that Contractor conducts application software 

development for PSERS, Contractor shall: 
  
(a)  either make source codes available for review by PSERS or shall conduct source 

code scanning using a commercial security tool; 
  
(b) cause scans to be conducted annually and at any time significant code changes are 

made; 
  
(c)  make scan reports available to PSERS within two (2) weeks of execution; 
  
(d)  disclose remediation timelines for high, medium and low risk security code defects; 

and 
  
(e)  perform scans before code is implemented in production. Contractor agrees that 

high risk security code defects may not be implemented in production without 
written approval from either PSERS’s Executive Director or a Deputy Executive 
Director. 
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8. Computing Service Clearances. Contractor shall meet the following requirements to the 
extent that Contractor provides a Computing Service or any change to a Computing Service 
pursuant to the Agreement that occurs on or after the effective date of the Agreement: 

 
(a) Computing Service Review. Contractor shall coordinate with PSERS to complete 

and submit to PSERS the Computing Services Requirements (CSR) document 
provided by PSERS as part of the Computing Services Review. Contractor  agrees 
that Computing Service Review and approval is required prior to implementing a 
Computing Service. 

 
(b) Computing Services Requirements and Assessment Questionnaire. Contractor 

represents, warrants and agrees to and with PSERS that all verbal and written 
information that Contractor provides or is provided on behalf of the Contractor to 
PSERS as part of or related to each of the following, whether before or on or after 
the effective date of the Agreement, does not contain any untrue statement of 
material fact or omit to state a material fact necessary to make the statement not 
misleading:  
 
(i)  the Computing Services Requirements (CSR); and  
 
(ii) the assessment questionnaire referred to in Section 6(c) of this Addendum.  
 
Contractor agrees to immediately inform PSERS if any such information is untrue, 
ceases to be true or omits to state a material fact necessary to make the information 
not misleading. 

 
9. Additional On-Going Contractor Obligations. 

 
(a) Monitoring and Audit Logging. Contractor shall ensure system monitoring and 

security audit logging is enabled and accessible to PSERS’s Chief Information 
Security Officer or designee. Contractor shall:  

 
(i) provide monitoring (in addition, PSERS recommends verbose logging); 

  
(ii)  provide software with ability to correlate events and create security alerts; 

and 
 

(iii)  maintain reports that are easily accessible and in a readable format online 
for a minimum of 90 days and archived for a minimum of one (1) year.  

 
(b) Data Segmentation / Boundary Protection. Upon request, Contractor shall provide 

PSERS with a network/architecture diagram showing what technical controls are 
performing the network segmentation. If a solution spans more than one hosting 
environment (such as integration to PSERS’s managed environments, or across 
multiple hosting providers), Contractor shall provide PSERS with details on what 
solution components and data are deployed in which environment and: 
 
(i) include border gateway, perimeter and/or network firewall, web application 

firewall, VPN tunnels, security zone access as applicable to the solution;  
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(ii)  describe data encryption methods at rest and in transit across environments; 
and  

 
(iii)  include the direction of connectivity (specify whether initiated inbound, 

outbound, or both) and specifications for API calls, protocols, etc. 
Contractor shall describe how data segregation (physically or logically) of 
PSERS Data from non-PSERS data is guaranteed and maintain the diagram 
as long as Contractor is subject to the terms of this Addendum and provide 
updates if changes occur. 

 
(c) Exploit and Malware Protection. Contractor shall provide security controls required 

to identify attacks, identify changes to files, protect against malware, protect user 
web services, data loss prevention (DLP) and to perform forensic analysis. 
Contractor shall provide:  
 
(i) file Integrity Monitoring Controls; 

  
(ii)  Anti-Malware and Antivirus Controls; 

  
(iii)  Intrusion Detection System (IDS)/Intrusion Prevention System (IPS) 

Controls;  
 

(iv)  Data Loss Prevention (DLP) Controls; 
  
(v)  Forensic Controls; and  

 
(vi)  Advanced Persistent Threat (APT) Controls. 

 
(d)  Encryption. Contractor shall enable industry standard strong encryption for all 

records involved with Software as a Service (SaaS). Contractor shall provide 
technical controls with strong encryption to protect Data in Transit and Data at Rest. 

 
(e)  Identity & Access Management. Contractor shall provide technical controls for 

authenticating users, provisioning and deprovisioning users, identity interaction 
and nonrepudiation needs for administrators, internet users and internal users. 
Multi-Factor Authentication (MFA) shall be implemented by the Contractor for 
users requiring direct access to any PSERS’s application from outside the 
Commonwealth network. Where possible, the Commonwealth MFA solution shall 
be utilized. 

 
(f)  Vulnerability Assessment. Contractor shall ensure all applications are securely 

coded, vetted and scanned. Contractor shall:  
 

(i) conduct a third-party independent vulnerability assessment annually or 
sooner if due to compliance regulations or other requirements, or upon a 
major change to the solution;  
 

(ii)  provide vulnerability assessment results to PSERS on an annual basis 
during the period the Contractor is subject to the terms of this Addendum;  
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(iii)  identify and validate vulnerabilities required for remediation; and  
 
(iv)  ensure patching is up to date. 

 
(g)  Data Protection / Recovery. Upon PSERS’s request, Contractor shall provide a 

business continuity plan that addresses:  
 

(i) Data/Database Recovery; 
  
(ii) Application Recovery; 
 
(iii) Operating System Recovery; and  
 
(iv) Infrastructure Recovery.  

 
In connection therewith, Contractor shall describe: 
  

(i) its capability to do a complete restoration in the event of a disaster; 
 
(ii) what tests are performed as part of its disaster recovery plan; and 
 
(iii) its capability to provide services during a pandemic event. 

 
(h)  Inventory. Contractor shall ensure a complete, accurate and up-to-date inventory of 

PSERS’s deployed resources within the infrastructure supporting PSERS’s 
deployed resources is maintained and upon request, made available for review by 
PSERS.. 

 
10. Compliance with Applicable Federal, State and Local Laws. Contractor shall comply with 

all applicable federal, state, and local laws concerning data protection, data security, data 
privacy and data breach notification laws, including but not limited to, the Act in the 
performance of the Agreement, including this Addendum. 

 
11. Enforcing Compliance. Contractor shall enforce and be responsible for compliance by its 

employees, agents, and subcontractors with the provisions of this Addendum and all other 
confidentiality obligations owed to PSERS. Contractor shall be deemed in control of, be 
responsible and liable for the acts and omissions of its agents and subcontractors, including 
all Authorized Persons.   

 
12. Accommodation of Additional Protections. Contractor agrees to comply with such 

additional protections as PSERS shall reasonably request.   
 

13. Termination. If PSERS determines that the Contractor has breached any provision of this 
Addendum, such breach shall constitute a material breach of the Agreement and shall 
provide grounds for immediate termination of the Agreement by PSERS pursuant to the 
Agreement. 

 
14. Indemnification.   
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(a)  Contractor agrees to indemnify and hold harmless PSERS, its trustees, officers and 
employees (individually and collectively “Indemnified Party”) from and against all 
losses, damages, costs, expenses and other harm which any of the Indemnified 
Parties may incur, be responsible for or pay (including credit monitoring services 
for any one or more individuals), as a result of, or arising directly or indirectly out 
of or in connection with, (i) Contractor's failure to meet any of its obligations under 
this Addendum and (ii) Security Breaches.  

 
(b) Contractor agrees to indemnify, hold harmless and defend Indemnified Party from 

and against all third party claims, demands, losses, awards, judgments, actions and 
proceedings (including Indemnified Party’s costs and expenses incidental thereto 
(including costs of defense and attorneys’ fees)) which any Indemnified Party may 
incur, be responsible for or pay, arising out of or in any way connected with 
Contractor’s performance or failure to perform under this Addendum.   

 
PSERS shall provide Contractor with prompt notice of any claim or suit of which 
it learns to which the obligation to defend under this Section 14(b) applies.  

 
(i) Pursuant to the Commonwealth Attorneys Act, Act of October 15, 1980, 

P.L. 950, No. 164, as amended, 71 P.S. § 732-101—732-506, the Office of 
Attorney General (OAG) has the sole authority to represent PSERS in 
actions brought against PSERS.  The OAG, however, in its sole discretion 
and under the terms it deems appropriate, may delegate its right of defense.  
If OAG delegates the defense to Contractor, PSERS will cooperate with all 
reasonable requests of Contractor made in the defense of such suits.  
 

(ii) Neither Contractor nor PSERS may enter into a settlement of any claim or 
suit to which this Section 14(b) of this Addendum applies without the other 
party's written consent, which will not be unreasonably withheld. PSERS 
may, in its sole discretion, allow Contractor to control the defense and any 
related settlement negotiations.   
 

(c)  Contractor agrees that any limitations on Contractor's liability, regardless of 
conflicting language elsewhere in the Agreement, shall not limit the Contractor’s 
liability under this Section 14. 

 
 
15. Changes to Information Technologies Standards and Policies.  During the period that  

Contractor is subject to the terms of this Addendum, Contractor acknowledges and agrees 
that:  
 
(a)  the information technology standards and policies referenced in this Addendum, 

including Appendix 1, may change, be replaced or supplemented; or  
 
(b)  PSERS may need to change, replace or supplement such information technology 

standards and policies to address: 
 

(i) changes in requirements applicable to PSERS; or  
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(ii)  changes in information systems, including, hardware, software, networks, 
cloud services and data that is collected, stored, processed and distributed. 

 
Upon written notice from PSERS that sets forth the changes and implementation timelines 
required by PSERS, Contractor agrees to comply with such changes and implementation 
timelines, provided however, that if a change constitutes a change that is solely required 
by PSERS, Contractor shall not be required to implement the change unless upon the 
request of the Contractor, PSERS agrees in writing to amend the economic terms of the 
Agreement to reflect such additional reasonable costs that Contractor demonstrates will be 
expended to comply with the request. 

 
 
16. Survival; Order of Precedence. Notwithstanding anything contained this Addendum or the 

Agreement to the contrary, Contractor agrees that the obligations imposed on Contractor 
under this Addendum shall: 
 
(a) apply during the term of the Agreement;  

 
(b) survive the termination of the Agreement for such other period of time as may be 

necessary to effectuate the intended purpose of protecting PSERS Data, systems, 
and services; and  

 
(c) in the event of any conflict with any term of the Agreement, the terms of this 

Addendum shall govern and take precedence. 
 

17. Assignment. Contractor may not assign any of its rights, duties or obligations under this 
Addendum without PSERS’s prior written consent.   

 
 

 
18. Intellectual Property Infringement Indemnification.   

 
(a) Contractor agrees to indemnify, hold harmless and defend PSERS, its trustees, 

officers and employees (individually and collectively “Indemnified Party”) from 
any and all claims brought against Indemnified Party alleging that the Services 
and/or Documentation or PSERS's use of the Services and/or Documentation 
constitutes a misappropriation or infringement of intellectual property (“IP”) of any 
third party. Contractor hereby agrees to be responsible for all losses, liabilities, 
damages, judgments, costs or expenses, including reasonable attorneys' fees 
awarded or resulting from any claim.  PSERS shall provide Contractor with prompt 
notice of any claim or suit of which it learns to which the obligation to defend under 
this Section 18 applies.  

 
(b) Pursuant to the Commonwealth Attorneys Act, Act of October 15, 1980, P.L. 950, 

No. 164, as amended, 71 P.S. § 732-101—732-506, the Office of Attorney General 
(OAG) has the sole authority to represent PSERS in actions brought against PSERS.  
The OAG, however, in its sole discretion and under the terms it deems appropriate, 
may delegate its right of defense.  If OAG delegates the defense to Contractor, 
PSERS will cooperate with all reasonable requests of Contractor made in the 
defense of such suits.  
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(c) Neither Contractor nor PSERS may enter into a settlement of any claim or suit to 

which this Section 18(b) of this Addendum applies without the other party's written 
consent, which will not be unreasonably withheld. PSERS may, in its sole 
discretion, allow Contractor to control the defense and any related settlement 
negotiations.   

 
(d) Contractor hereby agrees that any limitations on Contractor's liability, regardless of 

conflicting language elsewhere in the Agreement, shall not limit the Contractor’s 
liability under this Section 18. 

 
 

19. Cyber and Technology Errors and Omissions Insurance.  
(a) Type of Insurance. During the term of the Agreement and for such other period of 

time that Contractor is obligated to PSERS under this Addendum, Contractor shall 
maintain at its expense, and require its agents, contractors, and subcontractors to 
procure and maintain, policies of insurance for cyber liability (“Cyber Liability”) 
and technology errors and omissions (“Tech E&O”) with limits of not less than 
$5,000,000.00 per occurrence and $10,000,000.00 aggregate that includes coverage 
for:  

 
(i) Liability for network security failures and privacy breaches, including loss 

or unauthorized access, use or disclosure of customer data, systems, and 
services, whether by Contractor or any subcontractor or cloud service 
provider used by Contractor;  

(ii) Costs associated with a privacy breach, including notification of affected 
individuals, customer support, forensics, crises management / public 
relations consulting, legal services of a privacy attorney, credit monitoring 
and identity fraud resolution services for affected individuals;  

(iii) Expenses related to regulatory compliance, governmental investigations, 
fines, fees, assessments, and penalties where insurable by law;  

(iv) Liability for technological products and services provided by or created by 
Contractor, including intellectual property infringement or 
misappropriation; 

(v) Liability for professional services provided by or for Contractor; 
(vi) PCI fines, fees, penalties, and assessments; 
(vii) Cyber extortion payment and response costs;  
(viii) First and third-party business interruption loss resulting from a network 

security failure or system failure;  
(ix) Costs of restoring, updating, or replacing data; and  
(x) Liability losses connected to network security, privacy and media liability. 
 

(b) Certificates of Insurance.  
(i) Upon the request of PSERS, Contractor shall provide to PSERS, 

Certificates of Insurance for each of the Cyber Liability and Tech E&O 
policies reflecting applicable limits, sub-limits, self-insured retentions and 
deductibles. For the Cyber Liability policy, PSERS and the Commonwealth 
of Pennsylvania must also be named as an additional insured and this shall 
be indicated on the Certificate of Insurance.  The Cyber Liability and Tech 
E&O policies shall contain a provision that the coverages afforded under 
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each of the policies shall not be cancelled or changed until at least thirty 
(30) days written notice has been given to PSERS. PSERS shall have no 
obligation to obtain such certificates or endorsements from the 
Contractor(s). Failure by PSERS to obtain the certificates or endorsements 
shall not be deemed a waiver of the Contractor's obligation to obtain and 
furnish certificates and endorsements. PSERS shall have the right to inspect 
the original insurance policies. 
 

(ii) A Certificate of Insurance must confirm the required coverages in the 
“Additional Comments” section or Contractor must provide a copy of the 
declarations page confirming the details of the insurance. Contractor is 
responsible for all deductibles, self-insured retentions or waiting period 
requirements. Contractor shall provide any coverage sub-limits under each 
policy. In the event Contractor maintains broader coverage and/or higher 
limits than the minimums shown above, PSERS shall be entitled to the 
broader coverage and/or higher limits maintained by Contractor. Any 
available insurance proceeds in excess of the specified minimum limits of 
insurance and coverage shall be available. If the Cyber Liability or Tech 
E&O insurance is written on a claims-made basis, the retroactive date must 
be before the effective date of the Agreement. If Cyber Liability or Tech 
E&O insurance is written on a claims-made basis and non-renewed at any 
time during and up until the end of Contractor’s obligations under the 
Addendum, Contractor shall maintain coverage that meets the requirements 
established in this Section [   ] for a period of not less than three years from 
the date on which Contractor’s obligations under the Addendum end with a 
retroactive date before  the effective date of the Agreement  or shall 
purchase an Extended Reporting Period for at least a three year period. The 
Contractor shall maintain the insurance policies from insurance carrier(s) 
authorized to conduct business under the laws of the Commonwealth and 
carry an A.M. Best rating of at least A-, Class VIII.  

 
 

20. Notices.  Except as provided in [Section 4(b)(i) of this Addendum] above, as to matters 
requiring notice covered by this Addendum, PSERS and Contractor agree that the notice 
provisions in the Agreement shall apply. 

 
21. Applicable Law and Forum. This Addendum is governed by and shall be interpreted and 

enforced in accordance with the laws of the Commonwealth of Pennsylvania (without 
regard to any conflict of laws provisions) and the decisions of Pennsylvania courts.  
Contractor consents to the jurisdiction of any court of the Commonwealth of Pennsylvania 
and any federal courts in Pennsylvania, waiving any claim or defense that such forum is 
not convenient or proper.  Contractor acknowledges that any such court will have in 
personam jurisdiction over it and consents to service of process in any manner authorized 
by Pennsylvania law.   
 

22. No Waiver. No waiver of any provision hereof or of any right or remedy hereunder shall 
be effective unless in writing and signed by the party against whom such waiver is sought 
to be enforced.  A waiver is effective only in the specific instance and for the specific 
purpose for which it is given and shall not be deemed a waiver of any subsequent breach 
or default.  No delay in exercising, failure to exercise, course of dealing with respect to, or 
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partial exercise of any right or remedy shall constitute a waiver of any other right or 
remedy, or future exercise thereof.   
 

23. Severability. If any term, covenant, or condition of this Addendum or the application 
thereof to any person or circumstance shall, to any extent, be invalid or unenforceable, the 
remainder of this Addendum, or the application of such term, covenant, or condition to 
persons or circumstances other than to those to which is held invalid or unenforceable, shall 
not be affected thereby, and each term, covenant, or condition of this Addendum shall be 
valid and be enforced to the fullest extent permitted by law.   
 

24. Miscellaneous. The section headings contained in this Addendum are for convenience of 
reference purposes only and shall not affect the meaning or interpretation of this 
Addendum.  Wherever from the context it appears appropriate, each term stated in either 
the singular or the plural shall include the singular and the plural. Usage of the term 
“including” in this Addendum shall be deemed to be followed by the phrase “without 
limitation” and shall be regarded as a reference to nonexclusive and non-characterizing 
illustrations. Except to the extent that PSERS has agreed otherwise in writing, PSERS and 
Contractor hereby acknowledge and agree that PSERS has all right, title and interest in and 
to PSERS Data. 
 

25. Entire Agreement. The Agreement, including any exhibits and/or schedules attached to this 
Agreement and this Addendum, contain the entire understanding of the parties with respect 
to the subject matter of the Agreement and supersedes all prior agreements, oral or written, 
and all other communications between the parties relating to such subject matter. 
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Appendix 1 
DATA AND INFORMATION SECURITY ADDENDUM OPERATIONS DOCUMENT 

1. Purpose 

This Data and Information Security Addendum Operations Document (Appendix 1) provides 
the information technology standards and policies which the [Placeholder for short-name of 
vendor – standard usage is Contractor], as defined in the Data and Information Security 
Addendum (Addendum) to which this Appendix 1 is incorporated, and each other entity or 
individual that is obligated to comply  (each such entity and individual, together with the 
Contractor, individually and collectively referred to herein as “Contracted Resources”) shall 
comply for purposes of Section 2 (a)(i) of the Addendum.  

2. Requirements 

Contracted Resources shall comply with and adhere to the following requirements, as may be 
changed, replaced or supplemented pursuant to the terms of the Addendum (“Requirements”) 
in the performance of the Agreement to which the Addendum forms a part.  The Commonwealth 
of Pennsylvania (“COPA”) Chief Information Security Officer (“CISO”) and the Public School 
Employees’ Retirement System (“PSERS”) CISO have discretion to review and monitor 
performance of compliance with the Requirements. 

 Requirements 
Information 
Security  

• Ensure the location(s) of server and data centers as well as the location 
of the workforce accessing them are within the United States of 
America. 

• Ensure Information Technology (IT) environments and systems that 
contain COPA or PSERS data comply with all the Requirements. 

Host Security • Promptly investigate any suspected security incidents. Implement 
procedures for responding to and reporting incidents or breaches. 

Software Suite 
Standards 

• Utilize industry standard software for Endpoint Detection Response 
(EDR) on all servers, desktops, and laptops that are utilized to access 
or host COPA or PSERS data.  

• Install and maintain appropriate EDR monitoring and management 
agents on all servers, desktops, and laptops that are utilized to access 
or host COPA or PSERS data. 

• Ensure systems which access or host COPA or PSERS data are being 
actively monitored and run weekly reports to ensure compliance EDR 
and anti-virus standards. 

• Implement procedures to mitigate overall and specific risks of breach 
or misuse of COPA or PSERS IT resources and their associated 
damages and costs. This includes patching, internal and external 
scanning, and monitoring. 

• Utilize industry standard anti-virus, anti-malware, host intrusion 
prevention, incident response procedures, monitoring, reporting, 
network, and application firewalls for real-time scanning, detection, 
removal, and blocking of potentially malicious content. 

• Ensure the names, work and mobile phone numbers, and work e-mail 
addresses for a primary and backup contact are provided to the PSERS 
CISO at ra-psiso@pa.gov. 

mailto:ra-psiso@pa.gov
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 Requirements 
Security Auditing 
and Monitor 

• Implement services for internet access monitoring, content filtering, 
SSL decryption and inspection. 
 

Web Application 
Firewall 

• Implement a Web Application Firewall (WAF). The WAF shall be 
used to protect data. In addition, the WAF shall: 
1. Minimize the threat window for each exposure by blocking access 

to the vulnerability until the vulnerability can be fixed in the 
source code; 

2. Meet HIPAA and privacy compliance requirements; 
3. Monitor end-user’s transactions with a web application; and 
4. Provide an additional layer of web application hardening Open 

              Web Application Security Project (OWASP) protection. 
 

Application 
Certification and 
Accreditation 

• Scan all application code for vulnerabilities using an industry standard 
static and dynamic code scanning tool. 

• Ensure internet facing and web facing applications applicable to this 
category of Requirement go through the COPA Application 
Certification and Accreditation (CA2) process before being deployed 
in production.  

• Provide attestation of ongoing application code and vulnerability 
scanning. 

• Ensure secure coding practices are built within applications according 
to and in alignment with the Software Development Lifecyle (SDLC) 
process, refer to NIST Special Publication 800-160v1r1, Engineering 
Trustworthy Secure Systems).  

• Ensure applicable applications go through the CA2 reaccreditation 
process every 3 years.   
   

Minimum 
Standards for 
IDs, Passwords, 
Sessions, and 
Multi-Factor 
Authentication  

• Password policies shall be utilized, including but not limited to the 
requirement for complex passwords and multi-factor authentication 
(MFA).  

• Implement multi-factor authentication (MFA) for Contracted 
Resources requiring direct access to a system from outside the COPA 
and PSERS network.    

• Implement MFA for any systems containing classified or confidential 
data.  
 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-160v1r1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-160v1r1.pdf
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 Requirements 
Minimum 
Contractor 
Background 
Checks 

• Conduct background checks for each Contracted Resource and any 
subcontracted resources who will have access to COPA data or PSERS 
data or COPA or PSERS owned or leased facilities, either through 
onsite or remote access. 

• Background checks shall be conducted via the COPA requests for 
criminal record check processes (see Request a Criminal History 
Background Check) for in-state Contracted Resources or 
subcontracted resources or via a criminal background check through 
the appropriate state agency, (see appropriate state agency) for out of 
state Contracted Resources or subcontracted services.  

• The background check shall be conducted prior to initial access by the 
Contracted Resource or subcontracted resources, and annually 
thereafter.   

• Ensure a fingerprint database search is conducted for Contracted 
Resources or subcontracted resources having access to Criminal 
Justice Information (CJI), Federal Tax Information (FTI), Criminal 
History Record Information (CHRI), and PA Commonwealth Law 
Enforcement Assistance Network (CLEAN) by either on site or 
remote computer access. 

• Be responsible for the payment of all fees associated with background 
checks for Contracted Resources or subcontracted resources.  
 

Virtual Private 
Network 
Standards 

• Require Virtual Private Network (VPN) access to its networks and/or 
connected systems. 

• Utilize a VPN connection for any access to the COPA and PSERS 
network from an external source. 
 

Data Cleansing • Implement process(es) for the cleansing of data from electronic media 
when the data retention requirements have expired, the data is no 
longer needed, or the data is scheduled for disposal as determined by 
PSERS. 

• Degauss, wipe or destroy decommissioned electronic media in 
by following best practices outlined in NIST Special Publication 800-
88 Revision 1, Guidelines for Media Sanitization). 

 
Information 
Security Officer 
Contact for 
PSERS 

• Provide contact information for an Information Security Officer (ISO) 
and backup ISO who are responsible for all security matters related to 
PSERS. 

https://www.psp.pa.gov/Pages/Criminal-History-Background-Check.aspx
https://www.psp.pa.gov/Pages/Criminal-History-Background-Check.aspx
https://www.pa.gov/content/dam/copapwp-pagov/en/dhs/documents/keepkidssafe/about/documents/c_297036.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf


 

4 | P a g e 

 Requirements 
Procedures for 
Protecting COPA 
and PSERS 
Electronic Data 

• Utilize a web application firewall (WAF) to protect data.  
• Encrypt classified and confidential data at rest using encryption 

standards in alignment with, but not limited to, the National Institute 
of Standards and Technology (NIST) Cryptographic Module 
Validation Program. 
o For Criminal Justice Information, encryption must also meet 

Criminal Justice Information Services Security (CJIS) Policy  
requirements. 

o For systems receiving, processing, or storing Federal Tax 
Information (FTI), encryption must also meet IRS Publication 
1075 requirements.   

 
Security 
Information and 
Event 
Management  

• Log events to include: 
1. Log collection and consolidation; 
2. Security event collection from multiple sources (firewalls, 

routers, servers, etc.); 
3. Identification of security related events and incidents; 
4. Automated response/alerting capability when incidents are 

detected; and 
5. Correlation of events from multiple sources. 

 
Information 
Technology 
Technical 
Security 
Assessments 

• Perform assessments, audits, vulnerability scanning, and/or 
penetration testing consistent with industry standards. 

Cyber Security 
Incident 
Reporting  

• Provide notice to PSERS as soon as practical upon discovery of a 
cyber security incident, but no later than the time period specified in 
the Addendum, and if applicable, the Pennsylvania Breach of Personal 
Information Notification Act, as amended (Act). 

• Have a documented cyber security incident response process and 
ensure all suspected cyber security incidents are reported as required 
in the Addendum. 

• Follow a cyber security incident response process, including, but not 
limited to, disconnecting a system from the network, confiscating 
hardware for evidence, providing information for investigative 
purposes. 
 

https://csrc.nist.gov/projects/cryptographic-module-validation-program
https://csrc.nist.gov/projects/cryptographic-module-validation-program
https://csrc.nist.gov/projects/cryptographic-module-validation-program
https://www.fbi.gov/file-repository/cjis_security_policy_v5-9_20200601.pdf/view
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 Requirements 
Proper Use and 
Disclosure of 
Personally 
Identifiable 
Information (PII) 

• Perform a data element inventory, identifying and classifying all 
“personally identifiable information” (PII) generated, collected, 
stored, used, and disclosed by PSERS or third party on PSERS’s 
behalf. 

• Ensure access or use of information utilizing PII, or other protected 
data types (CJIS, FTI, HIPAA, etc.) for any purpose, is properly 
controlled, encrypted, and restricted to prevent unauthorized use or 
disclosure. For Social Security Administration (SSA) compliance, the 
system’s encryption methods must align with the guidelines 
established by NIST. SSA recommends the Advanced Encryption 
Standards (AES) or Triple Data Encryption Algorithm (Triple DES). 

• Take appropriate measures, implement necessary technology, and 
establish operating procedures to ensure data privacy is maintained. 

• Limit the generation, collection, storage, use, and disclosure of PII to 
that which is necessary for business purposes only. 

• Ensure that systems that require a unique identifier do not use PII as 
that identifier. 

• Assign a unique identification number to an individual for systems 
requiring it. The unique identification number cannot be the same as 
or cannot be traced back to users PII. Security must be applied, and 
care must be taken to ensure that access to the electronic system and 
use of these unique identification numbers are restricted in accordance 
with any law or other PSERS requirement. 

• Ensure contracted resource and agency hosted systems do not display 
PII visually, whether on computer monitors, printed forms, or other 
system output, unless required by any law or other requirement 
applicable to PSERS, or business necessity. 

• Report security incidents involving PII in accordance with any laws 
or regulations for incidents or data breaches, such as the Act. 
 

https://www.legis.state.pa.us/cfdocs/legis/li/uconsCheck.cfm?yr=2022&sessInd=0&act=151
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 Requirements 
Physical Security 
for IT Resources 

• Implement policies and practices to ensure the protection of physical 
facilities and appropriate screening for facility access for any IT 
facility or resource hosting COPA or PSERS data. 

• Ensure their personnel cooperate with COPA site requirements, which 
includes providing information for COPA badging and being escorted. 
Contracted Resources and COPA approved subcontracted resources 
who do not have a COPA badge, shall always display their company 
identification badge while on COPA premises. COPA and PSERS   
reserve the right to request additional photo identification from 
Contracted Resources and subcontracted resources. 

• Document an inventory of items (such as tools and equipment) being 
brought onto the COPA worksite, and to submit to a physical search 
at COPA worksites that have this requirement for persons entering 
their premises such as the State Police or Department of Corrections. 

o Ensure Contracted Resources and subcontracted resources 
always have a list of tools being brought onto the worksite and 
are prepared to present the list to a COPA employee upon 
arrival, as well as present the tools or equipment for 
inspection. 

o Before leaving the worksite, Contracted Resources and 
subcontracted resources shall again present the list and the 
tools or equipment for inspection and may be searched by 
COPA staff, or a correctional or police officer. 

• Restrict access to their IT facilities and resources to only authorized 
persons. 

• Ensure their IT facilities and resources hosting or accessing COPA or 
PSERS data are physically protected in proportion to the data or 
application's criticality or functional importance.  
 

Encryption 
Standards 

• Ensure protection of COPA and PSERS data that is stored within the 
Contracted Resource’s systems. 

• Ensure COPA and PSERS classified and confidential data are 
encrypted during rest and transit in alignment with industry standards, 
including but not limited to, NIST Cryptographic Module Validation 
Program.  

• Ensure use of full disk encryption for archiving and back up. 
• Ensure non-Windows environments requiring full disk encryption, 

utilize full disk encryption that conforms to AES specifications and 
the NIST Cryptographic Module Validation Program. 

• Ensure use of data element encryption when COPA or PSERS 
classified and confidential data are stored within a database. 
Transparent Data Encryption (TDE) or other database specific 
methods can be utilized to meet this requirement. 
 

https://csrc.nist.gov/projects/cryptographic-module-validation-program
https://csrc.nist.gov/projects/cryptographic-module-validation-program
https://csrc.nist.gov/projects/cryptographic-module-validation-program
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 Requirements 
Data Loss 
Prevention 
(DLP) 
Compliance 
Standards 

• Implement a Data Loss Prevention (DLP) technology/solution. 

Firewall Rule Set • Ensure any devices with access to or hosting COPA or PSERS data 
are protected by a perimeter firewall system. 

• An audit must be performed to identify all application service 
protocols to ensure specific port requirements are documented and 
applied to the necessary firewall(s). 
 

Mobile Device 
Security  

• If mobile device access to COPA or PSERS resources or data is 
permitted, a Mobile Device Management (MDM) solution shall be 
implemented to manage access and protect mobile devices in the event 
they are lost or stolen. 
 

Data Center 
Privileged User 
Identification 
and Access 
Management 

• Ensure default application and/or hardware passwords are changed 
and managed to meet industry standard requirements, including but 
not limited to, MFA and complex password requirements. 

IT Service 
Organization 
Management and 
Requirements 

• Comply with Requirements by coordinating with respective COPA 
agencies to complete the Computing Services Requirements 
(CSR)document as part of the Use Case Review Process as and if 
provided and requested by the PSERS. 
o Submit relevant SOC reports or other agreed upon third-party 

security assessment as required by the Addendum.   
Standard 
Patching 
Requirements  

• Ensure security patches are applied in accordance with industry 
standards and best practices to any systems connecting to the COPA 
or PSERS network, or supporting COPA or PSERS systems, 
applications, or data, provided that compliance with this Requirement 
shall be deemed satisfied if monthly release patches are tested and 
deployed within the number of business days of the vendor release as 
set forth in the following schedule, as applicable: 

 
1. For Microsoft patches: 

 
Severity Critical Important Moderate 

Testing Immediate 5 business days  10 business days 

Deployment 10 business days 
release 

10 business days  15 business days 

 
2. For all other vendor hardware/software patches: within 25 

business days regardless of severity level. 
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