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CALENDAR OF EVENTS

The Commonwealth of Pennsylvania (“Commonwealth”) will make every effort to adhere to the following schedule:

	Activity
	Responsibility
	Date

	Deadline to submit questions via RA-GSITPROCUREMENT@pa.gov with the subject line “IFB 6100060912 Question”
	Bidders
	April 25, 2024 3:00PM EST

	Answers to questions posted to the PA eMarketplace portal website (http://www.emarketplace.state.pa.us).
	Issuing Office
	April 29, 2024

	Please monitor the PA eMarketplace portal website for all communications regarding this IFB, such as addendums, answers to questions, revised appendices, etc.
	Bidders
	Ongoing

	Bid package must be received by the Issuing Office at: 
PA Supplier Portal website (http://www.pasupplierportal.state.pa.us) no later than this date.
	Bidders
	May 22, 2024 

11:00AM EST





I. Project Description. The Commonwealth of Pennsylvania (Commonwealth) intends to award multiple contracts for the purchase, lease, and lease with buyout of multi-functional devices (MFDs) and related services. This Invitation for Bid (IFB) will cover the requirements of the Commonwealth and COSTARS. Only Original Equipment Manufacturers (OEMs) may submit proposals for this IFB. Bidders must meet the requirements detailed in Section III. 

Bidders have the opportunity, through the submission of quotes, to provide MFDs and related services to Commonwealth agencies at locations across the state. The Commonwealth currently has approximately 6,000 devices installed. The term for each lease will be 48 months and include a fair market value purchase option upon the end of the lease term. Each lease may be extended for a period not to exceed twelve (12) months.  

II. General Information.

A. Issuing Office.  The Department of General Services (“Issuing Office”) has issued this IFB on behalf of the Commonwealth.  The sole point of contact in the Commonwealth for this IFB is the Issuing Officer, Shawn Danner (RA-GSITPROCUREMENT@pa.gov), 1800 Herr Street 2nd Floor, Harrisburg, PA 17103. Please refer all inquiries to the Issuing Officer. 

The Issuing Officer is the sole point of contact for Contractors concerning this IFB.  Any violation of this condition may be cause for the Issuing Office to reject the offending Contractor’s bid.  If the Issuing Office discovers that the Contractor has engaged in any violation(s) of this condition, the Issuing Office may reject the offending Contractor’s bid or rescind its contract award.  A Contractor must not distribute any part of its bid beyond the Issuing Office. A Contractor’s sharing of information contained in its bid with other Commonwealth personnel and/or competing Contractor personnel may be cause for the Issuing Office to reject the offending Contractor’s bid.
B. Bid Submission. Bids must be submitted electronically via the PA Supplier Portal website on or before the due date and time specified in the Calendar of Events.  Any bid submitted to the Issuing Office via email or in hardcopy format will be rejected.  
C. Method of Award. The Commonwealth intends to award contracts to all responsive and responsible Bidders who meet the requirements of this IFB.

D. Section 889. Section 889 of the 2019 National Defense Authorization Act prohibits the Commonwealth from obtaining or extending a contract to obtain “any equipment, system, or service that uses covered telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system.”  This rule was put into place to prevent cyberattacks and efforts to exfiltrate information and intellectual property by foreign adversaries which pose risks for the U.S. government and industry. Contractors are prohibited from offering, either directly or indirectly, the products or services of the following companies and any of their subsidiaries and affiliates:

· Huawei Technologies Company
· ZTE Corporation
· Hytera Communications Corporation
· Hangzhou Hikvision Digital Technology Company
· Dahua Technology Company
· Yealink

1. The following documentation must be completed and returned with the Contractor’s bid:
a) Appendix A, MFD Cost Matrix:  Bidder should submit pricing for all in-scope devices which they intend to sell through contracts resulting from this IFB.  
b) Appendix B, MFD Requirements.
c) Appendix G, GSPUR-89 Reciprocal Limitations Act Requirements.
NOTE: When completing Appendix G, the chart on Page 3 must be completed as follows:
· Item Number must list the category which is ‘Software.’
· Name of Manufacturer must list the Software Publisher
· State of Manufacture must list the country if not in the United States OR the State. Entering ‘US’ or ‘United States’ in this column is not acceptable.  

EXAMPLE:
	ITEM NUMBER
	NAME OF MANUFACTURER
	STATE
(OR FOREIGNCOUNTRY)
OF MANUFACTURE

	MFD
	Brother
	New Jersey



d) Appendix H, Iran Free Procurement Certification Form.
e) Appendix I, Worker Protection Form.
f) Appendix K, Domestic Workforce Utilization Certification Form Multiple Award.
g) Appendix L, Lobbying Certification Form.
E. Bidding Reference Material:
Supplier Registration Guide
Supplier Bidding Guide
Attaching Documents 
Electronic Bidding Portal 

F. Agency Ordering Requirements.

Agencies using this contract must follow the following ordering procedures:

1. Software and/or Services Purchases.

a) Under $10,000, the using agency may go directly to one (1) Contractor for a quote.

b) $10,000 or more, the using agency must perform a Request For Quote (RFQ) and solicit all vendors on contract. Purchase will be made based upon Best Value Determination (BVD Form) unless a waiver is granted by DGS.

G. COSTARS Program. If the Contractor elects to permit COSTARS members to participate in the contract resulting from this IFB, the Contractor should complete the Appendix J, COSTARS Program Election Form.

H. Bidders must provide equipment capable of meeting the Commonwealth’s data security needs. Please refer to ITP SEC-015, Data Cleansing Policy, http://www.oa.pa.gov/Policies/Documents/itp_sec015.pdf.


III. Requirements.

A. Bidder must propose a model for each segment listed in Appendix A, MFD Cost Matrix. 

B. Bidder must propose a model for each segment as listed in Appendix B, MFD Requirements.

C. Personnel. The selected Contractors shall identify a central point of contact for the management of the contract.
 
D. The selected Contractors shall cooperate and work with the Commonwealth staff, and its contractors, to meet the requirements of the contract resulting from this IFB.

E. The selected Contractors shall not provide MFDs that require commercially available software for its use through the contract resulting from this IFB unless the Commonwealth has entered into a software license agreement with the software licensor. See Appendix C, Enterprise On-Premise Software/Services Requirements Agreement.

F. The selected Contractors shall provide operating instruction and manuals for all MFDs.

G. All MFDs will be UL approved. Any special voltage needed beyond the standard 110v must be indicated. The Commonwealth will furnish suitable electrical current to operate the MFD.

H. The selected Contractors shall identify the end-of-life date and overall rating for each proposed model of MFD.

I.         Upon request, the selected Contractors shall provide “right-sizing” assessment services to the Commonwealth to aid in the identification of cost-effective equipment.  This service will be provided at no additional cost to the Commonwealth. 

J. The selected Contractors shall be responsible for the replenishment of all consumable supplies required to operate the leased MFDs, with the exception of paper, at no additional cost to the Commonwealth. Consumables include, but are not limited to, fusers, developer, toner, and staples.  

K. The selected Contractors shall deliver consumables within five (5) days of request by the Commonwealth. 

L. The MFDs will meet or exceed the following security requirements:

1. All MFDs will accept print jobs only from known users and must be able to preclude communications from anonymous or unknown users, or any other unauthorized or unknown communication source.

2. The selected Contractors shall have the ability to test, distribute, and apply print server and MFD patches, and other critical and or non-critical security updates.

3. All MFD open ports, including, but not limited to, LPD, LPR, SMB, IPP, FTP, TFTP, mail, and terminal, must have the ability to be disabled or locked down with a hardened password of a minimum of twelve (12) characters or more. Password used for locking down open ports will be at least twelve (12) characters long and include letters, numbers, and symbols. 

4. MFD SNMP and SNMP2 must have the ability to be changed to read only and have the ability either to be disabled or include a hardened string.

5. All network access, including but not limited to web server/administration, MS file share, FTP/SFTP, or WebDAV web service access, must have the ability either to be permanently disabled or protected by a hardened password of twelve (12) characters or more containing letters, numbers, and symbols.

6. All scanning must be done via a secure, encrypted transaction, require a secure domain user logon, and require Microsoft Active Directory authentication or LDAP authentication. Microsoft transaction is preferred, and the device must have the ability to enable or disable FTP.

7. All documents must be permissions controlled.

8. Selected contractors shall not offer the Commonwealth MFDs with non-removable storage devices without prior Commonwealth approval. Selected Contractors shall not offer the Commonwealth MFDs with non-removable storage devices without prior Commonwealth approval.

9. All information temporarily stored on the device must be encrypted to protect Commonwealth electronic data. Once a job has been processed, all information must be purged from the internal device storage.

10. The hard drives in the leased equipment shall be retained by the Commonwealth leasing agency.

11. All information temporarily stored using internal storage must be accessed only through Microsoft Active Directory or LDAP authentication. 

12. Access to temporarily stored information, using internal storage, must be restricted to the creator of a file or the system/MFD administrator only.

13. All fax transactions must be kept in a separate buffer from all print and scanning functions of the MFD. Fax transactions must not remain in the buffer after the fax transaction has been completed. No information may reside in permanent storage.

14. Selected Contractors shall not offer the Commonwealth MFD models with non-removable storage unless a waiver is approved and issued by the Commonwealth to do so.

M. MFD Invoicing. The selected Contractors shall accept SAP generated invoices for reoccurring lease payments. 

N. MFD Training Requirements. The selected Contractors shall provide on-site training to users upon installation of a new MFD. The selected Contractors shall provide additional training as requested by the Commonwealth, on a mutually agreed upon date, for the term of the lease. All training services performed during business hours, 8:00 A.M. to 5:00 P.M. Eastern Time, Monday through Friday, excluding state holidays (“Business Hours”), shall be provided by the Contractor at no additional cost to the Commonwealth.   

The selected Contractors shall provide users with hands-on training and materials including a detailed walk-through of all machine features. In addition, if the MFD is connected to the network, the Contractor must demonstrate remote printing capabilities. 

O. [bookmark: _Hlk511915853]MFD Maintenance. All standard system or hardware maintenance shall be completed during Business Hours.  The Commonwealth requires the selected Contractors to provide the following in the way of maintenance coverage for the proposed solution:

1. Ongoing software updates for the proposed solution, as they become available and are thoroughly tested; such updates may include but are not limited to bug fixes, patches, and other improvements.

2. The selected Contractors must receive Commonwealth approval prior to implementing any software updates in the training, testing, or production environments.

3. Software updates that modify features and functions will include an update to online help, training tutorial, reference guides, and user manuals upon completion or at a date agreed to by the Commonwealth.

P. Removal and Disposal. The Contractor shall provide sixty (60) days notice of upcoming lease expiration to the Commonwealth agency lessee. At the Commonwealth’s discretion, the agency lessee shall either: (1) promptly return the Lease Property, shipping/freight prepaid at the Contractor’s expense, to any location in the continental United States as specified by the Contractor; or (2) elect to have the Contractor physically remove the Lease Property from its location.  If the Lease Property is returned via shipment, the Lessee shall pay the required rent for the Leased Property until it has been shipped to the Contractor.  If the Lease Property is removed from its location by the Contractor, the Contractor shall remove the Lease Property within thirty (30) days of the end of the lease or on a date agreed to by the Commonwealth.  The Commonwealth shall not be responsible for payments after the lease expiration/cancellation date due to the Contractor’s failure to remove the Leased Property. 

1. Data Cleansing: The Contractor must adhere to the Information Technology Policy ITP-SEC015, Data Cleansing Policy (https://www.oa.pa.gov/Policies/Documents/itp_sec015.pdf). Contractors must allow the disposition of hard drives that are defective or at the end-of-lease at the discretion of each agency with no additional cost to the Commonwealth. The Commonwealth may keep the defective or leased hard drive.
[bookmark: _Hlk508286830]
Q. Relocation. The selected Contractors are responsible to assure prompt relocation of all MFDs procured under its contract. The selected Contractors will perform moves of less than twenty-five (25) miles at no cost one time during the MFD lease period. Relocation of an MFD more than once, or beyond a twenty-five (25) mile distance, will be billed at the cost identified in the attached Appendix A, MFD Cost Matrix. The Contractor is responsible for the preparation of the MFD. Damages resulting from the transfer of a machine during relocation are not the responsibility of the Commonwealth. The Commonwealth reserves the right to request the Contractor to relocate its MFDs, after notification, to any facility or location other than the original place of installation. The Commonwealth reserves the right to request the Contractor to relocate its MFDs, at no cost to the Commonwealth, to any facility or location other than the original place of installation.

R. Substitution. If during the term of the contract new MFDs become available, the Contractor may, with the written approval of the Commonwealth, substitute a new model if it offers features, technologies, or standards that are equal to or greater than the original model. The cost of any new MFD must be less than or equal to the model it is replacing. At no time will there be more than one approved model in each segment per Contractor.

S. Repetitive Service. The selected Contractors shall provide the following information in its monthly reports. See Section IV Reports and Project Controls, Subsection B Monthly Reports, for additional information.

1. All MFDs with repetitive service requests totaling three (3) or more in a rolling thirty (30) day period. 

2. All MFDs with repetitive service requests totaling five (5) or more in a rolling sixty (60) day period. The selected Contractors, after consultation with the Commonwealth and the agency, shall replace the MFD at no charge with a new machine with comparable features and capabilities. A new lease term will not commence, but rather the Commonwealth will only be responsible for the remaining payments in the unexpired term of the original MFD.  

3. If the cause of the service request(s) are due to operator misuse or abuse by the Commonwealth, the request will not count against the Contractor for this requirement.

T. MFD Customer Satisfaction. The selected Contractors shall initiate customer satisfaction surveys which must indicate performance. The Commonwealth will determine the format and delivery mode of the survey.

U. Service Level Agreements (SLAs). The selected Contractors shall meet or exceed the SLAs described in Appendix D, MFD Service Level Agreement.

V. Price List Changes/Product Changes. The selected Contractors may update their price list or product changes every quarter or biannually, beginning with the contract awarded date, to reflect new products, manufacturer’s price changes, deletion of discontinued products, etc.

W. Delivery of MFDs.  The selected Contractors will provide delivery of equipment within ten (10) days following the receipt an order or on a date agreed to by the Commonwealth. Order will be F.O.B. Destination with all freight charges paid by the Contractor. Each delivered piece of equipment will include a packing slip, model number, serial number, and purchase order number. Partial shipments are acceptable only if authorized by the Commonwealth. The selected Contractors will ensure all incorrect shipments and/or invoices are corrected within ten (10) business days. The status of the delivery order will be communicated to the Commonwealth within five (5) business days.

X. Installation of MFDs. The selected Contractors are responsible for the installation of all MFDs and shall certify readiness for operation in writing. Readiness for operation includes all features and functions requested by the Commonwealth using agency being fully operational and requested staff training having been completed. 

1. Delivery. Prior to delivery, the selected Contractors shall survey and review the installation location to ensure the agency’s desired location for the MFD meets the manufacturer’s established installation criteria. Should the proposed installation location not meet established installation criteria, the Contractor and the requesting agency will attempt to locate an alternate mutually agreeable location for the machine.

At the time of installation of an MFD, the Contractor will provide consumable supplies sufficient to produce the maximum number of copies for one (1) month. 

The selected Contractors will affix a label or decal to the MFD at the time of installation, showing the name, address, and telephone number of the dealer responsible for service of the machine.

Cabling of network machines is not the responsibility of the Contractor.

Y. MFD Maintenance and Repair Service. The selected Contractors will coordinate with the Commonwealth agency to confirm and agree to the confirmed pickup date and delivery of equipment to off-site repair facilities, estimating turnaround time for repairs, asset tagging, management, and tracking of equipment.

1. The selected Contractors will conduct break/fix maintenance and all regularly scheduled maintenance for all equipment during the term of the lease. This maintenance schedule will comply with the OEM’s specified guidelines. The Contractor will provide a central point of contact to address maintenance and repair service issues.

2. During Commonwealth Business Hours, the Contractor shall have service technicians and the support infrastructure available to provide repairs that meet the SLA(s) specified in Appendix D, MFD Service Level Agreement.

3. The selected Contractors shall troubleshoot technical difficulties during the term of the lease. The selected Contractors shall provide online technical support and a toll-free contact number.

4. The selected Contractors may provide repair service and support any time outside of Business Hours, upon agreement with the Commonwealth using agency, at no additional cost to the Commonwealth.

IV. [bookmark: _Hlk163824285]Reports and Project Control.  The selected Contractors will create, maintain, and execute the following plans, reports, and supporting documentation in a format agreed to by the Commonwealth. All reports shall be sent via email to the contract manager. 

A. Quarterly Reports.  The selected Contractors shall submit to the Commonwealth contract administrator a quarterly report, within ten (10) business days following the end of the reporting period, detailing the purchasing or leasing volume by the Commonwealth and its using agencies. The report shall include all COSTARS political subdivisions and university purchases as well as any “piggyback” purchase by other state (non-PA) entities. A consistent reporting mechanism is required to be used by the selected Contractors and will include, at a minimum, the following:

1. Summary report of puchases by the using agency, including item description, item number, serial number, recipt date of the purchase order, the delivery date of the equipment, subtotals by segment and agency, and the total for the Commonwealth.

2. Performance report indicating average delivery time for equipment, percentage of orders that were shippied incorrectly, failure rates (‘dead on arrival’), and percentage of delivered orders resulting in a backordered items.

3. Customer satisfaction report detailing the perfomrance of the selected Contractors in the areas of quality assurance, accuracy of equipment shipped and recevied, professionalism, flexability, competence, timeliness of delivery, and response to questions. 

B. Monthly Reports. The selected Contractors will provide the following monthly reports, within ten (10) business days following the end of the reporting period:
1. Service Level Reporting using the SLA metrics for up-time, on-time, and fix-time for each using ageny.

2. Response time and fix-time, by using agency, including incident address, model number, serial number, problem summary, call date and time, repsone date and time, fix date and time, and resolution summary.

3. Repeat requests, by using agency, including the serial number for any MFDs having three (3) or more service requests on a rolloing thirty (30) day period as described in Section 14.

4. Repeat requests, by using agency, including the serial number fo any MFDs having five (5) or more service requests on a rolling sixty (60) day period as described in Section 14.

C. Device Usage Reports. The selected Contractors will provide a device usage report at the request of the Commonwealth or using agency once per quarter per agency, within ten (10) business days following the request or end of the reporting period. The report will include, at a minimum, the volume printed by device serial number, segment, and using agency. See Appendix E, Device Usage Report Sample for additional information.
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