[bookmark: _GoBack]DLI-OIT has several shared product environments that application development efforts are to use during the Software Development Life Cycle (SDLC) process. These shared environments are detailed below.  For the environments: CIT, ST/UAT, Training, Test for Production (TFP) and Production, these environments are shared across all projects using them within DLI. Any changes to these environments must be brought before the Intermediate Change Advisory Board (ICAB) for the specific service to be changed.  Additionally, once the change has been approved by the ICAB, UAT and Production changes will then be brought before the Enterprise Change Advisory Board (ECAB) for approval and scheduling.

The table below depicts the shared products, number of current licenses, and an indication whether additional licenses are needed for new projects.  Offerors are responsible for specifying, in their technical response, all shared products necessary to enable their proposed solution.


	
Product
	
Function
	
Current License Quantity
	
Additional Licenses Needed

	FileNet P8 v5
Desktop Capture v5.2
Datacap v9.0.1
	FileNet is Enterprise Content Management (ECM) software from IBM that allows users to manage their content (documents, spreadsheets, emails, PDF’s, etc.)  during the entire content lifecycle from creation to deletion.
	1220 End User Licenses

	Yes, all licenses are assigned to other projects.  Contractor will need to determine licenses needed for the project 

	CA’s SiteMinder and IdentityMinder (IAM)
	DLI’s IAM solution is based on CA’s SiteMinder and IdentityMinder products;  it is currently leveraged by several DLI applications. The IAM solution is used for external user registration, application authentication and authorization, and application user/group management. The IAM solution manages users across three (3) separate Active Directory (AD) domains, which are shared with multiple Commonwealth state agencies.
	N/A
	CA license held by the Commonwealth covers the Identity Manager Web Edition and SiteMinder Policy servers, as well as the basic web agent.  Additional licensing is required for additional components needed by the proposed solution.  An example may be the Application Server Agent.

	System Center Operations Manager (SCOM) 2012R2

	SCOM is a cross-platform data center management system used to monitor the health/performance of everything from servers to individual applications. It uses a single interface that shows state, health/performance information of computer systems; providing alerts generated according to some availability, performance, configuration or security situation being identified. 
	N/A
	N/A

	Tivoli Monitoring Suite
IBM Tivoli Monitoring Suite: ITM 6.3
ITM for Databases Oracle Extended 6.31
ITCAM for RTT v7.4
ITCAM App Diag v7.1
TDW  6.3 w/DB2 10.5
Omnibus 7.4 
xMatters v5.1
	Tivoli monitoring provides agent-based and agentless options that measure enterprise performance and availability of resources against predefined thresholds, alerting appropriate personnel when discovering potential issues. Monitoring covers operating systems, applications, databases, transactions, user response times, internet services, and provides historical data collection for trending.
	Supplied as part of the IBM Passport Agreement
	Yes

	ServiceNow
	ServiceNow is a cloud-based solution based on ITIL best practices containing a suite of integrated applications such as change, incident, problem, knowledge, asset and configuration, release, request and portfolio management. These applications are leveraged to support internal processes and policies, and provide reporting and dashboards.
	500
	Yes

	webMethods (wM)*
v9.6
	wM is the Enterprise Service Bus (ESB) for DLI, the piece of software that lies between the business applications within DLI and external agencies and enables communications among them. DLI leverages wM across its major IT initiatives to provide integration with other internal applications as well as external applications.
	Unlimited
	* For those products not currently covered

	CentraSite Active SOA (currently upgrading from v8.2.2 to v9.6)
	CentraSite delivers a Universal Description, Discovery and Integration (UDDI) directory service where DLI developers and business analysts can store, find and consume re-usable code, data and processes, including web services. 
	Unlimited
	No

	Adobe Experience Manager (AEM) v6.0
	AEM is a portal product that enables OIT staff to deliver website or content development solutions that comply with the Commonwealth’s standards for branding, accessibility and usability compliance, and security. 

	Enterprise level licenses currently exist however, access is limited
	TBD based on scope of usage

	Business Objects Enterprise (BOE) v4.1**
	SAP BOE allows users to view, sort, and analyze data by creating reports and dashboards from data sources (Oracle databases, Microsoft SQL databases, Microsoft Excel, etc.).
	Enterprise level licenses currently exist
	No, additional licenses would be needed only to support mobile applications

	Microsoft IIS Version is dependent on Windows OS version
	IIS is a flexible and manageable web server that provides core services for developing, testing and hosting dynamic Web sites and Web applications on a Microsoft Windows operating system. 
	N/A Supplied as part of the Enterprise Windows Server License
	N/A Supplied as part of the Enterprise Windows Server Licenses

	MOVEit DMZ v8.0.0.2
	MOVEit DMZ is a secure file transfer system that connects with any system, server or client using a broad set of protocols to reliably transfer sensitive information while providing proven encryption (FIPS 140-2 validated AES) of files in transit and at rest. 
	One license with high availability
	TBD based on the scope of usage

	MOVEit Central v8.0.0.0
	MOVEit Central is used to automate tasks such as pushing and pulling files to/from any FTP server based on events or schedule, manipulating/transforming file content, and managing files for transfer storage or deletion. 
	One license with failover
	TBD based on scope of usage

	Team Foundation Server (TFS) 2015
	TFS is application lifecycle management tool that provides source code management, reporting, requirements management, project management, automated builds and testing and release management capabilities. 
	221 MSDN developer licenses
	To be determined based on number of active developers

	SharePoint 2010
	SharePoint is a collaboration tool that is used to store, organize, share and access information across teams via a web browser. 

	Supplied as part of Microsoft Enterprise License Agreement
	No

	TopTeam 8.6 and TopTeam Web 8.6
	TopTeam is the DLI standard requirements gathering and management tool set.
	40 Top Team
100 Top Team Web 
	TBD 


 
*Covered webMethods products include:
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· Broker 
· Integration Server
· CentraSite ActiveSOA
· Mediator
· Designer
· Composite Application Framework
· EDI Module
· EDIINT Module
· Enterprise JavaBeans Adapter
· HIPAA Module  
· JDBC Adapter
· JMS Adapter
· Microsoft Package
· My webMethods Server
· Optimize for Infrastructure
· Process Engine
· SAP Adapter
· Trading Networks
· WebSphere MQ Adapter


**BOE products:
· Business Objects Composer
· Business Objects Data Integrator Departmental Data Integrator Server
· Business Objects Data Integrator Multi-User Team Development
· Business Objects Web Intelligence
· Business Objects Enterprise Premium

The table below depicts the shared products, environments belonging to the project only, and 
shared environments. Please note that these are the available environments, not a “must use” list.

	
Product
	
Dev
	
CIT
	
ST/UAT
	
Training
	
TFP
	
Prod

	FileNet
	Shared
	Shared
	Shared
	Shared
	Shared
	Shared

	IAM
	Project
	Shared*
	Shared**
	Shared*
	Shared*
	Shared**

	Tivoli Monitoring Suite
	Shared
	N/A
	Shared
	N/A
	N/A
	Shared

	SCOM
	Shared
	N/A
	N/A
	N/A
	N/A
	Shared

	ServiceNow
	Shared
	N/A
	Shared
	N/A
	N/A
	Shared

	webMethods
	Project
	Shared
	Shared
	Shared
	Shared
	Shared

	AEM
	Project
	Project
	Project

OA Staging
	N/A
	N/A
	Project

	BOE
	Shared
	Shared
	Shared
	Shared
	Shared
	Shared

	CentraSite Active SOA
	Shared
	N/A
	Shared
	N/A
	N/A
	Shared

	IIS*****
	Project
	Project
	Project
	Project
	Project
	Project

	MOVEit DMZ
	Shared
	Shared
	Shared
	Shared
	Shared
	Shared

	MOVEit Central
	Shared
	Shared
	Shared
	Shared
	Shared
	Shared

	TFS***
	Shared
	N/A
	Shared
	N/A
	N/A
	Shared

	SharePoint
	Shared
	N/A
	Shared
	N/A
	N/A
	Shared

	Top Team 
	Shared
	N/A
	N/A
	N/A
	N/A
	Shared


      
     *SiteMinder Policy server in this environment will be designated to the project
    **TBD, while this infrastructure will be expanded, project specific servers are unlikely
   ***Projects are responsible for obtaining their own hardware for their TFS Build Automation Server in each environment. 
*****Depending on the scope of usage, shared enterprise IIS environments exist and may be utilized to host web site(s).
 
Shared Product Development and Unit Test (DEV) – All development must be created and conducted in this environment. Developers will create initial code and test the functional releases. Developers will have full authority for making system adjustments and changes to the Web server configurations, installing Dynamic Link Libraries (DLL) and COM objects, and stored procedure changes. This environment will give the developers most flexibility in making application design and system changes. 
All changes made to each of these environments must be documented and submitted for any required change to succeeding environment levels.

Shared Product Development and Unit Test environment responsibilities that differ from above:

FileNet
DLI OIT is responsible for the installation and configuration of the hardware based on a standard template for all hardware within this environment. 
DLI OIT is responsible for the initial installation and configuration of the software according to the documented enterprise guidelines. Thereafter, the environment is turned over to the Project for use. 
DLI OIT is responsible for technical and operational assistance, support and maintenance of the initial software configuration only. Modifications to the initial software configuration will not be supported by DLI OIT without prior approval of the modification.
DLI OIT is responsible for the installation of contractor fixes and/or patches. 
The Contractor will not have administrative access to this environment.

Identity and Access Management (IAM) Solution 
Additional licenses for DLI’s IAM solution products, CA’s Siteminder and IdentityMinder, are needed for only the uncovered modules in this environment.
The Contractor will not have access to this environment’s Identity Manager and Active Directory servers. Installation, configuration, support and maintenance for it will be the responsibility of DLI OIT.

 ServiceNow
User process licenses for ServiceNow are required in support of overall project for change management, asset management, software license tracking and incident management.  
The Contractor will not have administrative access to this environment. DLI OIT is responsible for all software installation and configurations, including maintenance, license upgrades, fixes, technical and operational support.
DLI OIT is responsible for the initial installation and configuration of the software according to the documented enterprise guidelines.
DLI OIT is responsible for the installation of contractor fixes and/or patches. 
DLI OIT is responsible for technical and operational assistance, support and maintenance of the software configuration. Modifications to the initial software configuration will not be supported by DLI OIT without prior approval of the modification.

webMethods (wM)
DLI wM Administrative Team is responsible for the installation and configuration of the hardware based on a standard template for all webMethods servers within this environment. 
DLI wM Administrative Team is responsible for the initial installation and configuration of the wM software according to the documented enterprise guidelines. Thereafter, the environment is turned over to the Project for use. 
DLI wM Administrative Team is responsible for technical and operational assistance, support and maintenance of the initial software configuration only. Modifications to the initial software configuration will not be supported by DLI OIT unless prior approval to modify the configuration has been approved by the wM Administrative Team. The Contractor is responsible for technical support and maintenance for any unapproved modifications.
DLI wM Administrative Team is responsible for the installation of contractor fixes and/or patches. 

Adobe Experience Manager (AEM)
There is no shared Development and Unit Test environment for this product.  

Business Objects Enterprise (BOE)
DLI OIT is responsible for the installation and configuration of the hardware based on a standard template for all hardware within this environment. 
DLI OIT is responsible for the initial installation and configuration of the software according to the documented enterprise guidelines. Thereafter, the environment is turned over to the Project for use. 
DLI OIT is responsible for technical and operational assistance, support and maintenance of the initial software configuration only. Modifications to the initial software configuration will not be supported by DLI OIT without prior approval of the modification.
DLI OIT is responsible for the installation of contractor fixes and/or patches.
The Contractor will not have administrative access to this environment.

CentraSite Active SOA
The Contractor will not have administrative access to this environment. DLI OIT is responsible for all software installation and configurations, including maintenance, license upgrades, fixes, technical and operational support.
DLI OIT will maintain the System-level role within CentraSite Active SOA to support and maintain the system-wide objects (i.e., objects that affect or are available to all organizations). Asset types and taxonomies are examples of system-wide objects.
The Contractor will be provided the administrator role within CentraSite Active SOA for working with project-specific objects (i.e., objects that belong to and are used by one particular project). Assets, polices and life cycle models are examples of project-specific objects. 

IIS
DLI OIT is responsible for the installation and configuration of the hardware based on a standard template for all hardware within this environment. 
DLI OIT is responsible for the initial installation and configuration of the software according to the documented enterprise guidelines. Thereafter, the environment is turned over to the Project for use. 
DLI OIT is responsible for technical and operational assistance, support and maintenance of the initial software configuration only. Modifications to the initial software configuration will not be supported by DLI OIT without prior approval of the modification. 
DLI OIT is responsible for the installation of contractor fixes and/or patches. 

MOVEit (DMZ and Central)
The Contractor will not have administrative access to this environment. DLI OIT is responsible for all software installations and configurations, including maintenance, license upgrades, fixes, technical and operational support.
DLI OIT is responsible for designing and implementing the SFTP solution based on requirements provided by the Contractor/Project.
The Contractor and/or Project team members may be provided access to specific SFTP folders on MOVEit DMZ based on Project requirements. 
Since this is a shared environment, all changes must be approved by all projects affected, the Intermediate Change Advisory Board and Enterprise Change Advisory Board. This includes hardware and software changes as well as project code updates.

    Team Foundation Server (TFS)
DLI OIT is responsible for the installation and configuration of the hardware based on a standard template for all hardware within this environment. 
DLI OIT is responsible for the initial installation and configuration of the software according to the documented enterprise guidelines. 
DLI OIT is responsible for the installation of contractor fixes and/or patches.
DLI OIT is responsible for technical and operational assistance, support and    maintenance of the initial configuration only. Modifications to the initial software configuration will not be supported by DLI OIT without prior approval of the modification.
The Contractor will be provided the Administrator role for their own Project Collection(s) but not to the TFS hardware or services.
The Contractor will be provided Administrator role for their Build Automation Server. 

SharePoint
DLI OIT is responsible for the installation and configuration of the hardware based on a standard template for all hardware within this environment. 
DLI OIT is responsible for the initial installation and configuration of the software according to the documented enterprise guidelines. 
DLI OIT is responsible for the installation of contractor fixes and/or patches.
DLI OIT is responsible for technical and operational assistance, support and maintenance of the initial software configuration only. Modifications to the initial software configuration will not be supported by DLI OIT without prior approval of the modification.

System Center Operations Manager
DLI OIT is responsible for the installation and configuration of the hardware based on a standard template for all hardware within this environment. 
DLI OIT is responsible for the initial installation and configuration of the software according to the documented enterprise guidelines. 
DLI OIT is responsible for the installation of contractor fixes and/or patches.
DLI OIT is responsible for technical and operational assistance, support and maintenance of the initial software configuration only. Modifications to the initial software configuration will not be supported by DLI OIT

Top Team
Top Team will universally cover requirements management across all environments.

Shared Product Component Integration Test (CIT) – Developers must submit modules that have successfully been unit tested to this environment. This environment will test components and application code for security and interoperability with all system function points. All functional releases that are candidates for System and User Acceptance Testing will be submitted to this environment first, through the Change Control process. Prior to migration to the System and User Acceptance Test environment, the components must be fully tested by the developers. 

Shared Product Component Integration Test (CIT) environments access and responsibilities:

1. FileNet
a. The Contractor will not have administrative access to this environment. Installation, configuration, support and maintenance will be the responsibility of DLI OIT.
b. Since this is a shared environment, all changes must be approved by all projects affected as well as the ICAB. This includes hardware and software changes as well as project code updates.

2. Identity and Access Management (IAM) Solution 
a. Additional licenses for DLI’s IAM solution products, CA’s SiteMinder and IdentityMinder, are needed for the uncovered modules only in this environment.
b. The Contractor will not have access to this environment’s Identity Manager and Active Directory servers. Installation, configuration, support and maintenance for it will be the responsibility of DLI OIT.
c. SiteMinder policy server configurations specific to the UC Ben Mod solution will be a joint effort between DLI OIT and the contractor.
d. Since this is a shared environment, all changes must be approved by all projects affected as well as the ICAB. This includes hardware and software changes as well as project code updates.

4. webMethods (wM)
a. The Contractor will not have administrative access to this environment. Developer access may be temporarily granted in emergency cases to troubleshoot issues if approval is granted by the Intermediate Change Advisory Board.
b. Installation, configuration, support and maintenance of the hardware and wM software will be the responsibility of DLI wM Administrative Team.
c. Since this  is a shared environment, all changes must be approved by all projects affected as well as the Intermediate Change Advisory Board. This includes hardware and software changes as well as all project code deployments and updates.
d. DLI wM Administrative Team is responsible for the installation of contractor fixes and/or patches upon approval from the Intermediate Change Advisory Board and all projects utilizing this environment. All fixes must be tested by each project in their DEV environment prior to installation in CIT.

5. Adobe Experience Manager (AEM)
a. There is no shared CIT environment for this product.  

6. Business Objects Enterprise (BOE)
a. The Contractor will not have administrative access to this environment. Installation, configuration, support and maintenance will be the responsibility of DLI OIT.
b. Since this is a shared environment, all changes must be approved by all projects affected as well as the ICAB. This includes hardware and software changes as well as project code updates.

7. IIS
a. The Contractor will not have administrative access to this environment. Installation, configuration, support and maintenance will be the responsibility of DLI OIT. All activities will be coordinated by the DLI OIT staff with the contractor to ensure all requirements, standards, and policies are met.

8. MOVEit (DMZ and Central)
a. The Contractor will not have administrative access to this environment. DLI OIT is responsible for all software installations and configurations, including maintenance, license upgrades, fixes, technical and operational support.
b. DLI OIT is responsible for designing and implementing the SFTP solution based on requirements provided by the Contractor/Project.
c. The Contractor and/or Project team members may be provided access to specific SFTP folders on MOVEit DMZ based on Project requirements. 
d. Since this is a shared environment, all changes must be approved by all projects affected, the Intermediate Change Advisory Board and Enterprise Change Advisory Board. This includes hardware and software changes as well as project code updates.


System and User Acceptance Test (UAT) – This environment must mirror the production environment in size, scale and configuration. Hardware and software setup and configurations must be exact duplicates of production. Testing in UAT will begin once components and changes have passed the Component Integration Testing phase.  All business program area testing and approvals will be done in this environment. All systems load, performance and regression testing must be conducted in this environment. All system wide data migration programs and procedures must be tested in this environment. 

This environment is housed in the Scranton Data Center facility. In the event that a catastrophe has made the Production environment unavailable, the ability to repurpose this environment for production purposes is a requirement. Processes and procedures to accomplish this must be documented in the Disaster Recovery Plan. 

All migrations to UAT must follow change control procedures. Sign-off by both the Commonwealth Project Management Team and business program area staff is required before any migrations to either the Training or Production environments.
 
Contractor staff will have no administrative access to the System and UAT shared product environments.  

Shared Product System and UAT environments access and responsibilities:

1. FileNet
a. The Contractor will not have administrative access to this environment. Installation, configuration, support and maintenance will be the responsibility of DLI OIT.
b. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.

2. Identity and Access Management (IAM) Solution
a. Additional IAM solution licenses are needed for the uncovered modules only in this environment.
b. The Contractor will not have access to this environment’s Identity Manager and Active Directory servers. Installation, configuration, support and maintenance for it will be the responsibility of DLI OIT.
c. SiteMinder policy server configurations specific to the UC Ben Mod solution will be a joint effort between DLI OIT and the contractor.
d. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.

3. Tivoli
a. No additional hardware is needed to support the proposed solution in this environment.
b. Sufficient Tivoli licenses are needed to support monitoring of proposed hardware for this environment.
c.  Sufficient Tivoli application licenses are required to support monitoring in this environment.
d. DLI OIT is responsible for the initial installation and configuration of the software according to the documented enterprise guidelines.
e. DLI OIT is responsible for the installation of contractor fixes and/or patches. 
f. DLI OIT is responsible for technical and operational assistance, support and maintenance of the software configuration. Modifications to the initial software configuration will not be supported by DLI OIT without prior approval of the modification.
g. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.

4. ServiceNow
a. User process licenses for ServiceNow are required in support of overall project for change management, asset management, software license tracking and incident management.
b. No additional hardware is required for ServiceNow in this environment.
c. DLI OIT is responsible for the initial installation and configuration of the software according to the documented enterprise guidelines.
d. DLI OIT is responsible for the installation of contractor fixes and/or patches. 
e. DLI OIT is responsible for technical and operational assistance, support and maintenance of the software configuration. Modifications to the initial software configuration will not be supported by DLI OIT without prior approval of the modification.
f. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.

5. webMethods (wM)
a. The Contractor will not have administrative any access to this environment.
b. Installation, configuration, support and maintenance of the hardware and webMethods software will be the responsibility of DLI wM Administrative Team.
c. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code deployments and updates.
d. DLI wM Administrative Team is responsible for the installation of contractor fixes and/or patches upon approval from the ICAB and ECAB and all projects utilizing this environment. 

6. Adobe Experience Manager (AEM)
a. The Contractor will not have access to this environment.  

7. Business Objects Enterprise (BOE)
a. The Contractor will not have administrative access to this environment. Installation, configuration, support and maintenance will be the responsibility of DLI OIT.
b. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.

8. CentraSite Active SOA
a. The Contractor will not have administrative access to this environment. DLI OIT is responsible for all software installation and configurations, including maintenance, license upgrades, fixes, technical and operational support.
b. DLI OIT will maintain the System-level role within CentraSite Active SOA to support and maintain the system-wide objects (i.e., objects that affect or are available to all organizations). Asset types and taxonomies are examples of system-wide objects.
c. The Contractor will be provided the administrator role within CentraSite Active SOA for working with project-specific objects (i.e., objects that belong to and are used by one particular project). Assets, polices and life cycle models are examples of project-specific objects. 
d. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.

9. IIS
a. The Contractor will not have any access to this environment. Installation, configuration, support and maintenance will be the responsibility of DLI OIT. All activities will be coordinated by the DLI OIT staff with the contractor to ensure all requirements, standards, and policies are met.

10. MOVEit (DMZ and Central)
a. The Contractor will not have administrative access to this environment. DLI OIT is responsible for all software installation and configurations, including maintenance, license upgrades, fixes, technical and operational support.
b. DLI OIT is responsible for designing and implementing the SFTP solution based on requirements provided by the Contractor/Project.
c. The Contractor and/or Project team members may be provided access to specific SFTP folders on MOVEit DMZ based on Project requirements. 
d. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.
e. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.

11. Team Foundation Server (TFS)
a. DLI OIT is responsible for the installation and configuration of the hardware based on a standard template for all hardware within this environment. 
b. DLI OIT is responsible for the initial installation and configuration of the software according to the documented enterprise guidelines. 
c. DLI OIT is responsible for the installation of contractor fixes and/or patches.
d. DLI OIT is responsible for technical and operational assistance, support and    maintenance of the initial configuration only. Modifications to the initial software configuration will not be supported by DLI OIT without prior approval of the modification.
e. The Contractor will be provided the Administrator role for their own Project Collection(s) but not to the TFS hardware or services.
f. The Contractor will be provided Administrator role for their Build Automation Server. 
g. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.

12. SharePoint
a. DLI OIT is responsible for the installation and configuration of the hardware based on a standard template for all hardware within this environment. 
b. DLI OIT is responsible for the initial installation and configuration of the software according to the documented enterprise guidelines. 
c. DLI OIT is responsible for the installation of contractor fixes and/or patches.
d. DLI OIT is responsible for technical and operational assistance, support and maintenance of the initial software configuration only. Modifications to the initial software configuration will not be supported by DLI OIT without prior approval of the modification.
e. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.

Training – The training environment should mirror the production environment in code level and application functionality as closely as possible. Approximately 30% of production data will be used to populate the training site. All data in the Training site will be either computer generated or extracts from production data with scramble algorithms applied to mask sensitive identifying information such as Social Security Numbers (SSN), Federal Employer Identifier Numbers (FEINs), etc. This environment must be configured to handle the concurrent training requirements necessary for initial system training and all subsequent functional releases, prior to production deployments. The system must be used to train staff on new functionality, training of new employees, remedial training, employer outreach training, and internal/external customer workshop based training. Functional releases and changes that are deployed in this environment must have completed the UAT testing. All migrations to Training must follow change control procedures. 

Contractor staff will have no administrative access to the Training shared product environments.  

Shared Product Training environments access and responsibilities:

1. FileNet
a. The Contractor will not have administrative access to this environment. Installation, configuration, support and maintenance will be the responsibility of DLI OIT.
b. Since this is a shared environment, all changes must be approved by all projects affected and the ICAB. This includes hardware and software changes as well as project code updates.

2. Identity and Access Management (IAM) Solution
a. Additional IAM solution licenses are needed for the uncovered modules only in this environment.
b. The Contractor will not have access to this environment’s Identity Manager and Active Directory servers. Installation, configuration, support and maintenance for it will be the responsibility of DLI OIT.
c. SiteMinder policy server configurations specific to the UC Ben Mod solution will be a joint effort between DLI OIT and the contractor.

3. webMethods (wM)
a. The Contractor will not have administrative access to this environment. 
b. Installation, configuration, support and maintenance of the hardware and wM software will be the responsibility of DLI wM Administrative Team.
c. Since this is a shared environment, all changes must be approved by all projects affected and the ICAB. This includes hardware and software changes as well as project code updates.
d. DLI wM Administrative Team is responsible for the installation of contractor fixes and/or patches upon approval from the ICAB and all projects utilizing this environment. 

4. Adobe Experience Manager (AEM)
a. There is no shared Training environment for this product.  

5. Business Objects Enterprise (BOE)
a. The Contractor will not have administrative access to this environment. Installation, configuration, support and maintenance will be the responsibility of DLI OIT.
b. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.

6. IIS
a. The Contractor will not have any access to this environment. Installation, configuration, support and maintenance will be the responsibility of DLI OIT. All activities will be coordinated by the DLI OIT staff with the contractor to ensure all requirements, standards, and policies are met.

7. MOVEit (DMZ and Central)
a. The Contractor will not have administrative access to this environment. DLI OIT is responsible for all software installations and configurations, including maintenance, license upgrades, fixes, technical and operational support.
b. DLI OIT is responsible for designing and implementing the SFTP solution based on requirements provided by the Contractor/Project.
c. The Contractor and/or Project team members may be provided access to specific SFTP folders on MOVEit DMZ based on Project requirements. 
d. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.

Test for Production (TFP) – Product upgrades and changes are migrated to TFP from UAT after completion of thorough testing of new functionality, regression testing and performance testing have been completed and signed off. There must be sign-off by the Commonwealth Project Management Team before functional releases and changes are approved for migration to Production. All migrations to TFP must follow change control procedures. 

Contractor staff will have no administrative access to the TFP shared product environments. 

Shared Product TFP environments access and responsibilities:

1. FileNet
a. The Contractor will not have administrative access to this environment. Installation, configuration, support and maintenance will be the responsibility of DLI OIT.
b. Since this is a shared environment, all changes must be approved by all projects affected and the ICAB. This includes hardware and software changes as well as project code updates.

2. Identity and Access Management (IAM) Solution 
a. Additional IAM solution licenses are needed for the uncovered modules only in this environment.
b. The Contractor will not have access to this environment’s Identity Manager and Active Directory servers. Installation, configuration, support and maintenance for it will be the responsibility of DLI OIT.
c. SiteMinder policy server configurations specific to the UC Ben Mod solution will be a joint effort between DLI OIT and the contractor.

3. webMethods (wM)
a. The Contractor will not have administrative access to this environment. 
b. Installation, configuration, support and maintenance of hardware and the wM software will be the responsibility of DLI wM Administrative Team.
c. Since this is a shared environment, all changes must be approved by all projects affected and the ICAB. This includes hardware and software changes as well as project code deployments and updates.
d. DLI wM Administrative Team is responsible for the installation of contractor fixes and/or patches upon approval from the ICAB and all projects utilizing this environment. 

4. Adobe Experience Manager (AEM)
a. There is no shared TFP environment for this product.  

5. Business Objects Enterprise (BOE)
a. The Contractor will not have administrative access to this environment. Installation, configuration, support and maintenance will be the responsibility of DLI OIT.
b. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.

6. IIS
a. The Contractor will not have any access to this environment. Installation, configuration, support and maintenance will be the responsibility of DLI OIT. All activities will be coordinated by the DLI OIT staff with the contractor to ensure all requirements, standards, and policies are met.

7. MOVEit (DMZ and Central)
a. The Contractor will not have administrative access to this environment. DLI OIT is responsible for all software installations and configurations, including maintenance, license upgrades, fixes, technical and operational support.
b. DLI OIT is responsible for designing and implementing the SFTP solution based on requirements provided by the Contractor/Project.
c. The Contractor and/or Project team members may be provided access to specific SFTP folders on MOVEit DMZ based on Project requirements. 
d. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.

Production: – Functional releases and changes are migrated to Production from UAT after completion of thorough testing of new functionality, regression testing and performance testing have been completed and signed off. There must be sign-off by the Commonwealth Project Management Team before functional releases and changes are approved for migration to Production. All migrations to Production must follow change control procedures. 

Contractor staff will have no administrative access to the Production shared product environments.  

Shared Product Production environments access and responsibilities:

1. FileNet
a. The Contractor will not have access to this environment. Installation, configuration, support and maintenance will be the responsibility of DLI OIT.
b. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.

2. Identity and Access Management (IAM) Solution
a. Additional IAM solution licenses are needed for the uncovered modules only in this environment.
b. The Contractor will not have access to this environment’s. Installation, configuration, support and maintenance for it will be the responsibility of DLI OIT.

3. Tivoli
a. No additional hardware is needed to support the proposed solution in this environment.
b. Sufficient Tivoli licenses are needed to support monitoring of proposed hardware for this environment.
c. Sufficient Tivoli application licenses are needed for monitoring this environment.
d. DLI OIT is responsible for the initial installation and configuration of the software according to the documented enterprise guidelines.
e. DLI OIT is responsible for the installation of contractor fixes and/or patches. 
f. DLI OIT is responsible for technical and operational assistance, support and maintenance of the software configuration. Modifications to the initial software configuration will not be supported by DLI OIT without prior approval of the modification.

4. ServiceNow
a. User process licenses for ServiceNow are required in support of overall project for change management, asset management, software license tracking and incident management.
b. No additional hardware is required for ServiceNow in this environment.
c. DLI OIT is responsible for the initial installation and configuration of the software according to the documented enterprise guidelines.
d. DLI OIT is responsible for the installation of contractor fixes and/or patches. 
e. DLI OIT is responsible for technical and operational assistance, support and maintenance of the software configuration. Modifications to the initial software configuration will not be supported by DLI OIT without prior approval of the modification.

5. webMethods (wM)
a. The Contractor will not have any access to this environment. 
b. Installation, configuration, support and maintenance of the hardware and wM software will be the responsibility of DLI wM Administrative Team.
c. Since this is a shared environment, all changes must be approved by all projects affected, the Intermediate Change Advisory Board and Enterprise Change Advisory Board. This includes hardware and software changes as well as project code deployments and updates. 
d. DLI wM Administrative Team is responsible for the installation of contractor fixes and/or patches upon approval from the ICAB and ECAB and all projects utilizing this environment.
e. Unless an exception is granted by the ECAB, all production changes (project code deployments, hardware and software maintenance etc.) must be completed within the established wM Production maintenance windows for each project.
6. Adobe Experience Manager (AEM)
a. The Contractor will not have access to this environment.  

7. Business Objects Enterprise (BOE)
a. The Contractor will not have any access to this environment. Installation, configuration, support and maintenance will be the responsibility of DLI OIT.
b. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.

8. CentraSite Active SOA
a. The Contractor will not have administrative access to this environment. DLI OIT is responsible for all software installation and configurations, including maintenance, license upgrades, fixes, technical and operational support.
b.    DLI OIT will maintain the System-level role within CentraSite to support and maintain the system-wide objects (i.e., objects that affect or are available to all organizations). Asset types and taxonomies are examples of system-wide objects.
c.    The Contractor will not have access to work with project-specific objects (i.e., objects that belong to and are used by one particular project) in this environment. Assets, polices and life cycle models are examples of project-specific objects

9. IIS
a. The Contractor will not have any access to this environment. Installation, configuration, support and maintenance will be the responsibility of DLI OIT. All activities will be coordinated by the DLI OIT staff with the contractor to ensure all requirements, standards, and policies are met.

10. MOVEit (DMZ and Central)
a. The Contractor will not have administrative access to this environment. DLI OIT is responsible for all software installations and configurations, including maintenance, license upgrades, fixes, technical and operational support.
b. DLI OIT is responsible for designing and implementing the SFTP solution based on requirements provided by the Contractor/Project.
c. The Contractor and/or Project team members may be provided access to specific SFTP folders on MOVEit DMZ based on Project requirements. 
d. Since this is a shared environment, all changes must be approved by all projects affected, the ICAB and ECAB. This includes hardware and software changes as well as project code updates.

11. Team Foundation Server (TFS)
a. DLI OIT is responsible for the installation and configuration of the hardware based on a standard template for all hardware within this environment. 
b. DLI OIT is responsible for the initial installation and configuration of the software according to the documented enterprise guidelines. 
c. DLI OIT is responsible for the installation of contractor fixes and/or patches.
d. DLI OIT is responsible for technical and operational assistance, support and    maintenance of the initial configuration only. Modifications to the initial software configuration will not be supported by DLI OIT without prior approval of the modification.
e. The Contractor will be provided the Administrator role for their own Project Collection(s) but not to the TFS hardware or services.
f. The Contractor will be provided Administrator role for their Build Automation Server. 


12. SharePoint
a. DLI OIT is responsible for the installation and configuration of the hardware based on a standard template for all hardware within this environment. 
b. DLI OIT is responsible for the initial installation and configuration of the software according to the documented enterprise guidelines. 
c. DLI OIT is responsible for the installation of contractor fixes and/or patches.
d. DLI OIT is responsible for technical and operational assistance, support and maintenance of the initial software configuration only. Modifications to the initial software configuration will not be supported by DLI OIT without prior approval of the modification.

13. System Center Operations Manager
a. DLI OIT is responsible for the installation and configuration of the hardware based on a standard template for all hardware within this environment. 
b. DLI OIT is responsible for the initial installation and configuration of the software according to the documented enterprise guidelines. 
c. DLI OIT is responsible for the installation of contractor fixes and/or patches.
d. DLI OIT is responsible for technical and operational assistance, support and maintenance of the initial software configuration only. Modifications to the initial software configuration will not be supported by DLI OIT without prior approval of the modification.
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