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DLI uses Microsoft (MS) System Center Operations Manager (SCOM) as an enterprise application for systems monitoring.  SCOM agents are deployed to all new server builds. The agent reports operating system, network and application events to a centralized SCOM infrastructure. Synthetic transactions are also utilized to monitor global application availability, component health and transaction response times.  

[bookmark: _GoBack]SCOM leverages management packs published by Microsoft, hardware vendors and software publishers to enhance event monitoring and data collection of their respective components.  When management packs are available, they are to be used by the proposed system.  Administrators and applications developers work in conjunction to establish meaningful event notification thresholds and synthetic transaction response times.  Events that meet criteria requiring an incident ticket are passed to ServiceNow, the Department’s information technology service management software.       

ServiceNow creates an incident ticket for the event assigning it to the correct team for resolution.  Assignment group staff are notified via email, text and/or telephone call that an event requiring immediate action has occurred and been assigned to them for action.  Upon resolution, the ServiceNow incident ticket is annotated, closed and eventually archived in the system.   

Historical events and performance metrics data is retained in a MS SQL based SCOM Data Warehouse.  Data gathered from this warehouse is utilized for performance and capacity planning, trend analysis and infrastructure sizing.  It is also utilized to create system reports for IT staff and the program areas. 
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