APPENDIX H, SYSTEM REQUIREMENTS

Alarm Requirements
1. All electrical wiring and installations shall be done in accordance with the National Electrical Code and be compliant with any other local requirements.  
2. The control unit must be listed for commercial burglary.  
3. System equipment shall be provided with tamper protection and shall report tamper alarms to the Central Station twenty-four hours a day.  
4. System equipment will be supported by an Uninterruptable Power Supply (UPS) with batteries maintained according to manufacturer’s guidelines.
5. System shall have the ability to be remotely set/reset from the monitoring center.
6. System configuration shall include an emergency hold-up alarm for retail locations which includes, at a minimum, four panic buttons (one in office, one in storage area, one to be carried by Store Manager and one under the primary register) and shall provide for a watch mode function.
7. All doors shall be equipped with a minimum of one magnetic door contact and magnet (pair) per operable leaf.  Contacts shall be mounted so that the sensor is on the door frame and the magnet is mounted on the operating door leaf.
8. All windows at LSC’s and FW&GS locations shall be covered by no less than volumetric sensors preventing intrusion.
9. Volumetric sensors at LSC’s and FW&GS locations shall provide 100% interior perimeter coverage walk tested to one foot per second.
10. Hold up buttons shall be mounted in concealed locations where necessary.
11. All system alarms, wireless or wired, must report to the on-site security console within 5 seconds of supervised alarm state.
12. Panel shall support the supervision of all keypads required at each location.

Camera Requirements
1. Video quality must be sufficient to meet at least the following Video Content Analytics (VCA) objectives:  
a. POS transaction integration capabilities
b. Motion “heat mapping”
c. Alerting store management of long checkout lines.
d. Object detection
e. Motion search
f. Empty shelves and boxes.
g. Obstacles at exits.
2. Cameras must provide currently available industry standards of resolution and frames per second (FPS)
3. Cameras should have infrared radiation (IR) technology to provide actionable video in little to no light in the intended field of view.
4. Cameras must be powered via standard Power over Ethernet (PoE) 
5. Cameras are NOT to record audio of any kind.

Video Management/Archive Specifications

1. All video footage should be retained for a minimum of 90 days.  Footage derived from the cameras dedicated to the network cabinets must be retained for a minimum of 90 days. 
2. User accounts will be created and maintained within the video management system (VMS) with comprehensive RBAC capability.
3. Retained video footage must include date and time stamps and be able to be watermarked for use by law enforcement.
4. Proposed solution must contain privacy masking ability.
5. Solution must provide the ability to search archived video utilizing metadata criteria. 
6. PLCB must have the ability to remotely search and archive video.

System Monitoring Specifications
1. False alarm management and mitigation must be included.
2. A primary access code must be provided for each location for arming/disarming the system.  Secondary access codes are to be provided upon request.  Personal identification numbers shall be issued to authorized store/facility personnel.
3. Companies shall provide an interactive web-based reporting platform that would be typically used for retail store chains, with reporting feature sets and search modes by region, district, store number, mapping capability of all monitored locations, text and email notifications and shall include the following as minimums features:
a. AC failure
b. Low battery
c. Delayed or failed activation/deactivation of alarm system
d. Alarm triggered
e. Communication trouble 
f. Hold up alarm activated

4. System must provide the ability to conduct live video review of any dispatched video alarm.
5. System must be able to instantly assign new users or delete users. 
6. System must have role-based access controls.
7. PLCB must have the ability to submit a service request, view status of such request and view documentation of completion, including photos.


