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APPENDIX AA
DLI Enterprise Security Standards and Requirements

[bookmark: _GoBack]Security and privacy of data must be given the highest priority.  Department of Labor & Industry (DLI) systems house and collect data from many sources. The security design for all applications must conform to all applicable Commonwealth of PA, Office of Administration, Information Technology Policies (ITPs) on security, available at http://www.oit.state.pa.us, and all applicable DLI policies on security.  
DLI uses the Computer Associates (CA) suite of Identity and Access Management (IAM) products to provide security to its applications, specifically SiteMinder to provide user authentication and authorization for the security layer of the applications and Identity Manager to provide for the delegated administration and self-service web provisioning of those users, including Commonwealth employees, contractors, citizens, employers, and business partners.
IAM provides the DLI with: 
1. A single (or reduced) sign-on experience for our application users (internally and externally)
2. The implementation of a common security policy across all applications
3. A single point of user administration, both for granting and removing access to a user and his/her application authorizations
4. A single source of web services that all integrated applications can consume through their specified interfaces
5. A common, standard set of audit logs detailing a user’s access activity within an application
6. Utilizing the concept of least-privilege to minimize permissions required for application and database integration.
Information and cyber security must be incorporated into the overall system design and integrated into all phases of the software development lifecycle (SDLC). The security design must include, at a minimum, all of the following requirements:
1. Require that all access to update, display, and create confidential and private data be made utilizing a secure connection.  The secure connection must use Transport Layer Security (TLS) protocol technology to encrypt information submitted, or a newer more secure technology as approved by OA-OIT and DLI-OIT.  
2. Encryption of all confidential/critical data as specified in OA-OIT ITP_SEC020, Appendix EE, DLI Policy C-320 Data Encryption Standards, and Appendix GG, SEC-001 Personally Identifiable Information Storage and Transfer, when stored in the physical database (resident state), to ensure complete privacy of data if ever compromised.
3. Provide the secure transmission and encryption of data between external systems.  Database connectivity channels and connections will be secure by encrypted paths, and secure any transmission of confidential data elements as specified in OA-OIT ITP_SEC031 and DLI Policy SEC001 Personally Identifiable Information Storage and Transfer.
4. User accounts and passwords must comply with Appendix CC, DLI OIT Policy C-301 Identification and Authentication of Users on New DLI Computer Systems and OA-OIT ITP SEC007.
5. Ensure that only authorized users can access the system to encompass compliance with Appendix DD, DLI OIT Policy C-306 Application Access Control; ensure that only designated security administrators can view and change access rights of users as currently defined in the IAM infrastructure. 
6. The DBMS system security must use role-based security.  Connectivity from the Applications tier shall be designed on the concept of least privilege and avoid requiring Database Administrator authority to perform queries and updates.  This ensures that a non-technical administrator can maintain role-based security definitions, set up and maintain user profiles, enable and disable security, etc.  The system must provide the capability to assign access rights by group as well as by individual user.   Changes to access rights of users and groups must be able to take effect immediately or at a designated future date and time. 
7. Dynamically display menus, pages, data fields and functionality based on the security access and roles defined of the user.
8. Provide the capability for an authorized employer customer to grant, revoke, and maintain access to their account and the appropriate level of authority to one or more of its employees or third party representatives.
9. At a minimum, the system must allow access to a security audit log (in read only mode) that captures the following:
a Changes to user access policy or procedures
b Any activity related to system shutdown and/or restart
c Access to system files by both authorized and unauthorized users
d When users logon to the system and log off of the system.
10. Allow authorized security administrators to identify what data accesses will be recorded in the security audit log table record as defined in the current IAM infrastructure.  This includes allowing authorized security administrators to switch or create new audit logs.
11. Mask and encrypt PINs and passwords so that they may not be viewed.
12. Provide the logic and mechanism for users to reset passwords based upon business rules provided within the IAM framework.
13. Have field level security available as defined in the business rules.
14. Maintain an audit trail of all security transactions as defined in the business rules.  The system must capture the user identification and date/time stamp when information is created, changed, or deleted.
15. Prohibit the sending of masked, spoofed or spam email in communications with internal and external customers of the system.  This process will enable reverse DNS lookup at the receiving mail server. 
The following security testing must include, and be provided in documented deliverables and then approved by the DLI CISO and/or Security Division Chief. Each of these tests must be completed before a production release.
1. Testing the system to make sure role-based security is working properly and that the system will be protected from malicious attacks and security vulnerabilities.  
2. Testing of key safeguards, ensuring that auditing is occurring and performing “Ethical Hacking” of internal and external interfaces using the standard DLI tool, Nessus.   
3. The system code must be scanned with the DLI Static Application Security Testing (SAST) tool HP Fortify or a comparable DLI approved tool. All critical or high vulnerability must be resolved before the system/release is moved into production. Medium, low, and information findings/vulnerabilities must be reviewed and approved by DLI before the system/release is moved into production. If not approved the vulnerability must be resolved before the system/release is moved into production. 
4. The system must be scanned with the DLI Dynamic Application Security Testing (DAST) tool HP WebInspect or a comparable DLI approved tool. All critical or high vulnerability must be resolved before the system/release is moved into production. Medium, low, and information findings/vulnerabilities must be reviewed and approved by DLI before the system/release is moved into production. If not approved the vulnerability must be resolved before the system/release is moved into production
5. The system must complete the Commonwealth Application Certification and Accreditation (CA2) process, documented within OA-OIT ITP SEC005, before the system is moved into production.
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