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APPENDIX O – JNET APPLICATIONS AND SERVICES
JNET Application and Web Service Guides
JNET Application Services
JNET controls access to individual applications through a system of security roles and unique application roles or entitlements. Each of the below applications or systems may require a specific security role and/or entitlement for access.
The JNET security roles are hierarchical in structure, with each higher role inheriting the rights associated with the roles below it.
The JNET security roles (listed from highest to lowest)
· [bookmark: _GoBack]Criminal History (CH) This role provides the highest level of access to criminal history records that JNET can provide.  Users requesting access to this role must work for a criminal justice agency as defined by the Criminal History Records Information Act (CHRIA) and require access to criminal history records as part of their official duties conducted in the administration of criminal justice.
· Pennsylvania Criminal History (PA CH) This role provides PA only access to criminal history records.  Users requesting this role must belong to an organization that has been approved by the Attorney General or the PSP Control Terminal Officer. PA-CH users do not have access to NCIC information. Users requesting access to this role must work for a criminal justice agency as defined by the Criminal History Records Information Act (CHRIA) and require access to criminal history records as part of their official duties conducted in the administration of criminal justice
· Criminal Justice (CJ) Access to all criminal justice information available within JNET, but not criminal history records.  May be subject to CHRIA statute provisions and audit requirements. This is the default setting for JNET users who belong to a criminal justice or law enforcement agency before they complete CLEAN certification. Users requesting access to this role must work for a criminal justice agency as defined by the Criminal History Records Information Act (CHRIA).
· Non-Criminal Justice (Non-CJ) Access to all public information available within JNET including, PennDOT photos. Limited access to criminal justice information through AOPC and no access to criminal history records. 

	Application
	Security and/or Role
	Description

	AOPC UJS Portal
	CH/PA-CH/CJ
	This service provides access to docket sheets for Pennsylvania’s Appellate Courts, Court of Common Pleas, and Magisterial District Judges. Authorized users can access the Law Enforcement Portal, local rules, court calendars and a statewide warrant search.

	Crime Network (cNET)
	CH/CJ
	cNET is a web-based police records management system which allows data sharing between police agencies.

	DCNR ATV and Snowmobile Inquiry
	CH/PA-CH/CJ/Non-CJ
	Allows JNET users to search for all-terrain vehicle and snowmobile records by owner, vehicle and title information.

	DOH Birth Record Inquiry
	CH/PA-CH/CJ/Non-CJ 
DOH Birth Record Inquiry User
	This application provides JNET users with the ability to search for and retrieve birth certificate record information in order to verify citizenship. 

	Domestic Relations Warrants
	CH/PA-CH/CJ
	Users may search by individual names, cases, or entire counties for a list of outstanding child support warrants from the Pennsylvania Child Support Enforcement System (PACSES). Information returned includes the amount of arrears owed at the time the warrant was issued as well as contact information for the issuing jurisdiction. 

	DPW Recipient Address Inquiry 
	CH/PA-CH/CJ 
DPW Recipient Address Eligible Agency
	This system allows JNET users to enter search criteria to determine if an individual of interest is actively receiving cash or food stamp benefits from the department of public welfare. 

	Electronic Reporting Statistics
	CH/PA-CH/CJ 
	Allows JNET users to query reports from the electronic reporting data provided by county probation offices and county prisons. 

	JNET Address Search
	CH/PA-CH/CJ/Non-CJ 
Results depend on security level and role. PennDOT Driver Info/JTS View Users/DPW Recipient Address Inquiry
	Provides practitioners with access to comprehensive address information from 11 distinct data sources through a unified search application.

	JNET Automated Registration System
	No security or role required.
	Allows new JNET users to electronically apply for JNET access and complete JNET overview training. Routes access request to agency designated sponsors and registrars for review. 

	JNET Background Check
	CH
	The JNET Background Check allows JNET criminal history (CH) users to quickly search PSP Criminal History Records as well as warrants from the AOPC and PACSES. 

	JNET Photo Search
	CH/PA-CH/CJ 
PennDOT Photo Users/PennDOT History and Photos Users

	This application allows users to make a single inquiry and automatically search for photographs from both PennDOT and WebCPIN – which contains photographs from several other systems including: HIDTA, DOC, PBPP, county prisons and county probation offices. Search results include a link to a map depicting the location of the subject’s home address and surrounding area. 

	JNET Warrant Search
	CH/PA-CH/CJ
	The JNET Warrant Search allows users to query warrant information from CLEAN, NCIC, AOPC and PACSES, through a single search.

	JNET Warrant Correction
	CH
	Provides users with the ability to correct and resubmit warrants that have been rejected by CLEAN or NCIC, as opposed to manually re-entering the entire warrant. 

	JNET CLEAN

	CH
	JNET CLEAN provides authorized criminal history (CH) users with limited read-only access to the Pennsylvania State Police Commonwealth Law Enforcement Assistance Network (CLEAN) and NCIC. 

	JNET Facial Recognition System (JFRS)
	CH/PA-CH/CJ 
JFRS User
	Allows JNET users to compare an unknown suspect’s image to over 35 million images from PA databases, including PennDOT. JFRS can be used on mobile devices allowing users to upload images from the field for instant comparison.

	JNET User Provisioning System
	No security or role required.
	The user provisioning system allows users to request security roles for further access to specific applications. Similar to the automated registration application, user requests for additional security roles are routed to approvers for review.

	Justice Data Flexible Search (JDFS)
	CH/PA-CH/CJ/Non-CJ 
PCS Guidelines User
	Provides state and county jail, state and county adult probation, criminal history, and sentencing information to JNET users through one interface. 

	Juvenile Case Management System Inquiry 
	Limited to PSP BCI and BRI
	JCMS provides juvenile information for the completion of background checks, firearms registrations, and Megan’s Law investigations. 

	Juvenile Tracking System
	CH/PA-CH/CJ 
JTS View Users

	JTS allows users from specific agencies to retrieve juvenile data provided by county juvenile probation office sources via a single-point search application and user interface. 

	Learning Management System (LMS)
	No security or role required.
	An online system that provides both basic and advanced user training. Provides training modules for each application available on JNET. Allows JNET Registrars to track users’ completed trainings and progress.

	Law Enforcement Justice Information Web Interface
	CH/PA-CH/CJ 
	Allows all JNET users to query records contained within LEJIS which houses index information from hundreds of police departments from across the commonwealth.

	Master Charge Codes (MCC)
	CH/PA-CH/CJ/Non-CJ
	MCC allows agency charge codes to be linked to master charge codes. Users are able to research and cross reference charge codes used by different agencies and systems. 

	Notifications
	Notification Recipient Management Entitlement or Virtual Notifications Manager Entitlement
	JNET Notifications allow users to subscribe to real-time event messages for comparison against offender watch-lists. When an event message is published, it is compared against watch-list records and the subscriber is automatically notified via email. When a significant event such as an arrest, disposition, want, warrant, state parole violation, PennDOT change of address or death occurs, users are alerted to check secure JNET for detailed event information.
Virtual notifications are used by federal and municipal users without direct access to JNET through the commonwealth network. Virtual notifications provide these users with the same functionality as traditional JNET notification services without the local database requirements.

	PA Department of Labor & Industry Employment Query
	CH/PA-CH/CJ 
	The PA Department of Labor & Industry Employment Query allows users to access employer data and information and if requested wage data from the Unemployment Compensation Management System repository.

	PBPP-259 
	CH/PA-CH/CJ 
PBPP User 
	This system allows parole agents to enter Record of Interview Form (PBPP-259) information and supplementary notes online, submit the information and retrieve and print it for subsequent reference. It also includes a standard set of reports that are targeted for agents and management use.

	PCCD Constable Query
	CH/PA-CH/CJ/Non-CJ 
	The Pennsylvania Commission on Crime and Delinquency Constable Query allows users to search a database containing certified constable information for all Pennsylvania counties. 

	PCCD Deputy Sheriff Query
	CH/PA-CH/CJ/Non-CJ
	The Pennsylvania Commission on Crime and Delinquency Deputy Sheriff Query allows users to search a database containing certified deputy sheriff information for all Pennsylvania counties.

	PennDOT In-Transit Tag
	CH/PA-CH/CJ 
PennDOT Certification User
	The PennDOT In-Transit Tag search allows authorized JNET users to query PennDOT’s in-transit tag database. In-transit tags are 30 day tags that are granted by PennDOT to the purchaser of a vehicle who resides outside of Pennsylvania. These are cardboard tags that are to be used only from the time the non-resident purchases the vehicle in Pennsylvania until he or she registers it in their home state.

	PennDOT Emergency Contact
	CH/PA-CH
 PennDOT History and Photos Users
	In addition to all driver information this user can view primary and secondary emergency contact information.

	PennDOT License/Registration Pickup
	CH/PA-CH/CJ 
	This application provides JNET users with access to PennDOT's lists of expired and revoked driver’s licenses and vehicle registrations.  Search results include a link to map depicting the location of the subject’s home address and surrounding area.

	PennDOT Photos/History
	CH/PA-CH/CJ/Non-CJ 
PennDOT History and Photos User
	Provides JNET users with access to PennDOT's current and historical driver’s license and photo records, as well as certified driving records. Also includes license suspension information, emergency contact information and CDL medical certification information.

	PennDOT Vehicle Inspection and Emissions 
	CH/PA-CH/CJ 
PennDOT Certification User
	The PennDOT vehicle inspection and emissions query allows JNET users the ability to quickly obtain inspection or emissions station information. It also assists law enforcement in identifying fraudulent inspection stickers. 

	PennDOT Vehicle Registration
	CH/PA-CH/CJ
PennDOT Certification User
	Provides JNET users with access to PennDOT's certified vehicle records. 

	Pre-sentence Investigation (PSI) Index
	CH/PA-CH/CJ
	Allows authorized JNET users to search for AOPC pre-sentence related court documents by defendant information, docket number or county. 

	Protection from Abuse Database (PFAD)
	CH/PA-CH
	The Protection from Abuse application searches the PFA Database from the Pennsylvania Coalition Against Domestic Violence.

	PSP CLEAN PortalXL
	CH
	Provides JNET criminal history (CH) users with a fully functional web-based PSP CLEAN terminal. Provides access to the Pennsylvania Sex-Offender Registration Tool (PA SORT) in addition to numerous federal law enforcement data sources.

	Sentencing Guidelines Software (SGS Web)
	CH/CJ
Requires SGS User Role
	This is a web-based application developed by the Pennsylvania Commission on Sentencing (PCS). SGS Web provides official sentencing guidelines, calculations and history to the courts of Pennsylvania via JNET.

	Search by SID
	CH/PA-CH/CJ
	Allows users to find a state ID (SID) if the have the offense tracking number (OTN) or find the OTN by entering a SID.

	Statistical Reports
	CH/PA-CH/CJ/Non-CJ
	Includes nine reports summarizing usage of the JNET system by county, hourly analysis of JNET usage, successful warrant submissions, county jail and adult probation reporting, pre-sentence information, and JNET notification use.

	User Transaction Log Lookup Report
	No security or role required.
	Allows users to easily search through log files to document their JNET transactions. This application includes all user log entries collected by JNET. 



	WebCPIN
	CH/PA-CH/CJ 
	This web based application provides access to the Commonwealth Photo Imaging Network (CPIN) which includes over five million photos from arrest/booking centers, state and county probation and parole, state and county prisons and NY/NJ High Intensity Drug Trafficking Area (HIDTA). WebCPIN provides the functionality to create photo lineups, perform investigative searches and print wanted/missing person posters. 

	Web Services Monitoring Tool
	CH/PA-CH/CJ/Non-CJ 
	The Web Services Monitoring tool provides users with the status of JNET web services. The application displays availability of the web service, as well as the date and time of the last successful transaction processed for that specific system. 
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JNET Web Services

JNET web services may or may not require specific JNET user roles.  Access rights are determined by the agency providing the data and are administered through JNET’s governance/approval process.


	Application
	Type of Service
	Description

	AOPC Court Case Event Message
	Event Message Service
	The AOPC publishes specific Court Case Event (CCE) information.  This publication is done based upon events being triggered through the life cycle of a court case at either the Magisterial District Court or Common Pleas Court system.  Topics include; 
Common Pleas: Bail, Bind Over, Calendar, Case Initiation, Life Cycle, Pre-Sentence Investigation, Sentencing/Disposition, Warrant.
Magisterial District Judge: Bail, Calendar, Case Initiation, Life Cycle, Sentencing/Disposition, and Warrant. 
Juvenile Delinquency and Dependency information: Calendar, Initiation, Life Cycle, Sentencing, and Outcomes.

	AOPC Court Case Request/Reply
	Request/Reply Service
	The AOPC Request/Reply Service returns all relevant case information specific to the OTN submitted by the requesting agency. The information returned will be the most recent and up to date information available from the AOPC.

	AOPC Court E-filing
	Request/Reply Service
	The AOPC will allow agencies to electronically file criminal complaints, traffic citations, and docketing events through JNET to the appropriate Magisterial District or Common Pleas Court.

	CCH Adult Disposition
	Event Message Service
	Allows the submission of adult disposition information to the PSP Computerized Criminal History System.

	CCH Juvenile Disposition
	Event Message Service
	Allows the submission of juvenile disposition information to the PSP Computerized Criminal History System.

	Application
	Type of Service
	Description

	CCH Juvenile Supervision
	Event Message Service
	Allows the submission of juvenile supervision/supplemental information to the PSP Computerized Criminal History System

	CCH Sentence Status Summary
	Event Message Service
	Allows the submission of DOC sentence status summary information to the PSP Computerized Criminal History System.

	County Protection from Abuse Filing
	Event Message Service
	This service allows counties to electronically file protection from abuse orders to the Pennsylvania State Police.  

	DCNR ATV Service
	Query Service
	The DCNR ATV Service returns owner, co-owner, address, registration and title information related to the vehicle in question

	DOC Inmate Misconduct
	Event Message Service
	Provides information regarding state Department of Correction inmate charged with misconduct incident while incarcerated.

	DOH Birth Certificate
	Request Reply Service
	Provides birth certificate information from the Pennsylvania Department of Health.

	DOH Deceased Persons
	Event Message Service
	This message contains limited demographic information of deceased persons as reported by the Pennsylvania Department of Health.

	Fish and Boat Registration Service
	Query Service
	The Pennsylvania Fish and Boat Registration service returns boat, owner, registration, and alert information.

	JNET Address Search Service
	Query Service
	The JNET Address Search Service provides address information from 11 distinct data sources through a unified search application.

	JNET ER Inmate Information (ER II) Service
	Event Message Service
	Provides reporting services between county jails and the Pennsylvania Department of Corrections (DOC).

	JNET ER Inquiry Service
	Query Service
	This service offers offender and inmate information from all county jails and adult probation departments participating in JNET electronic reporting services.

	Application 
	Type of Service
	Description

	JNET ER Subscription Service
	Event Message Service
	This service provides inmate information from county jails and offender information from county adult probation departments as it is reported to JNET.

	JNET ER2P County Probation Service 
	Event Message Service
	Provides reporting services between county adult probation departments and the Pennsylvania Board of Probation and Parole (PBPP). 

	JNET Photo Service
	Query Service
	Provides photographs from Web CPIN and PennDOT.  Results include driver and offender demographic information, address information, license information, criminal case information, and physical characteristics.

	JNET Warrant Service
	Query Service
	Provides real-time warrant responses from each originating warrant repository (PSP, AOPC, and PACSES).

	Maryland Arrest
	Event Message Service
	This message shares Maryland arrest information with authorized Commonwealth agencies

	Master Charge Code Service
	Query Service
	This service allows the consumer to request an extract of records from the MCC database. Specific functions include Export, Search, Update, Cross Reference, and Link.

	PACSES (DRO) Child Support Warrant
	Event Message Service
	Provides child support warrant information from DPW’s Pennsylvania Child Support Enforcement System (PACSES).

	PBPP Parole Violations
	Event Message Service
	This service provides offender supervision status when the offender is in violation of their state parole sentence.

	PCCD Contact
	Event Message Service
	Provides updates to deputy sheriff and constable contact information from PCCD.

	PCS Sentencing Guidelines
	Event Message Service
	Provides sentencing guideline information as it is published by the Pennsylvania Commission on Sentencing.

	Application
	Type of Service
	Description

	PCS SGS Web Query Service
	Query Service
	This is a query service for sentencing guideline information maintained by the Pennsylvania Commission on Sentencing (PCS).

	PennDOT Driver Address Change
	Event Message Service
	Provides updated address information as it is reported to PennDOT.

	PennDOT Driver Query Audits (Internal Only)
	Event Message Service
	Provides the details and summary results of transactions run through the PennDOT Driver Inquiry application.

	PennDOT Driver Service
	Query Service
	The PennDOT Driver Status service provides driver demographic information, history, status information, photographs, signatures, accidents, convictions, as well as police pick-up information.

	PennDOT Vehicle Service
	Query Service
	The PennDOT Vehicle Service provides vehicle registration, history, title, owner, and lessee information.

	PSP ORI Updates
	Event Message Service
	Provides synchronized originating agency identifier (ORI) information from the PSP Computerized Criminal History Record Information ORI table.

	PSP Stolen Vehicle Request/Response (Internal Only)
	Request/Reply Service
	This service facilitates the reporting of stolen vehicles between the Pennsylvania State Police and the Pennsylvania Department of Transportation.

	PSP Wants
	Event Message Service
	The PSP Want Message includes offender identifiers, warrant / want details, and issuing agency information. 

	Victim Case Association
	Event Message Service
	Facilitates message exchange from Administrative Office of Pennsylvania Courts to Pennsylvania Commission on Crime and Delinquency for high level case information, such as name and SID of the defendant on the case, for victim case associated with victim payment notification provided by PCCD. 

	Victim Offense – Office of Victim Advocate
	Query Service
	Provides summary of offender information based on OTN or Docket Number as submitted by the Pennsylvania Office of Victim Advocate.

	Application
	Type of Service
	Description

	Victim Payment
	Event Message Service
	Facilitates message exchange from Pennsylvania Commission on Crime and Delinquency to Administrative Office of Pennsylvania Courts that allows PCCD to send a victim notification message to AOPC once the incident number has been recorded for a given victims claim.  This allows AOPC to locate a case that is linked to the provided incident number and publish Victim Case Association message to PCCD.

	Warrant Data Exchange Service
	Request/Reply Service
	Facilitates the exchange of criminal warrants from the Administrative Office of Pennsylvania Courts to the Pennsylvania State Police.





Acronym List

	Acronym
	Definition

	AOPC
	Administrative Office of the Pennsylvania Courts

	ATV
	All-Terrain Vehicle

	CCE
	Court Case Event

	CDL
	Commercial Driver’s License

	CH
	Criminal History

	CJ
	Criminal Justice

	CLEAN
	Commonwealth Law Enforcement Assistance Network

	cNET
	Crime Network

	CPIN
	Commonwealth Photo Imaging Network

	DCNR
	Department of Conservation and Natural Resources

	DOC
	Department of Corrections

	DOH
	Department of Health

	DPW
	Department of Public Welfare

	HIDTA
	High Intensity Drug Trafficking Area

	JCMS
	Juvenile Case Management System.

	JDFS
	Justice Data Flexible Search

	JFRS
	JNET Facial Recognition System

	JNET
	Justice Network

	JTAC
	JNET Terminal Access Control

	JTS
	Juvenile Tracking System

	LEJIS
	Law Enforcement Justice Information System

	LMS
	Learning Management System

	MCC
	Master Charge Code

	NCIC
	National Crime Information Center

	NY/NJ
	New York/New Jersey

	ORI
	Originating Agency Identifier

	OTN
	Offense Tracking Number

	PA
	Pennsylvania

	PACSES
	Pennsylvania Child Support Enforcement System

	PA SORT
	Pennsylvania Sex-Offender Registration Tool

	PBPP
	Pennsylvania Board of Probation and Parole

	PCCD
	Pennsylvania Commission on Crime and Delinquency

	PCS
	Pennsylvania Commission on Sentencing

	PennDOT
	Pennsylvania Department of Transportation

	PFAD
	Protection from Abuse Database

	PSI
	Pre-Sentence Investigation

	PSP
	Pennsylvania State Police

	SGS
	Sentencing Guidelines Software

	SID
	State ID

	UJS
	Unified Judicial System

	WebCPIN
	Web-based Commonwealth Photo Imaging Network 
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