Commonwealth of Pennsylvania 
RFI 19-02 Attachment 3 Vendor Questions


This Request for Information (RFI) is for information and planning purposes only and does not constitute nor should it be construed as a solicitation or as an obligation on the part of the Commonwealth to issue an RFP or award a contract.  
The Commonwealth will not award a contract on the basis of responses nor otherwise pay for the preparation of any information submitted or for the Commonwealth’s use of such information.  The Commonwealth may, in its sole discretion, use information provided in response to this RFI.  It is not, however, obligated to use any information so received.  All answers received as a result of this RFI may be subject to the Right to Know Law.
[bookmark: _Hlk3533407]The sole point of contact in the Commonwealth for this RFI shall be the Issuing Officer, Barbara Booher, Bureau of IT Procurement, 506 Finance Building, Harrisburg, PA  17120, Email: RA-GSBOPRFI@pa.gov

Categories of Vendor Questions:
1. General Information
2. [bookmark: _Hlk3351816]Mainframe server, storage and related services
3. [bookmark: _Hlk3352203]Midrange, x86, Oracle Exadata, Storage and related services and Cloud (IaaS and PaaS)
4. Containerization as a Service
5. Application Migration and Modernization Experience
6. [bookmark: _Hlk3471648]Hybrid/Multi-Cloud Management
A. Cloud Strategy
B. Cloud Management
C. Cloud Security

The following questions are presented to the Vendor community to solicit information: 
1. [bookmark: _Hlk536097376]  General Information

	[bookmark: _Hlk536094254]Q #
	Question
	Vendor Response

	1. 
	Company Overview – 

Provide a brief description of Vendor, business size, and point(s) of contact, including name, address, phone, and e-mail address. Limit response to 1 page.

	

	2. 
	Subcontractors / Partners – 

Provide a high-level list of subcontractors and/or partners commonly used in the delivery of your company’s’ products and/or services.  Include only the name of the subcontractor and/or partner and a brief description of services typically performed.

	

	3. 
	Please confirm your company’s ability to sell (for purchase or lease) hardware and services directly to the Commonwealth. 

Provide a summary of the products you are authorized to resell either direct or via an OEM service provider.

	

	4. 
	Provide your company’s business continuity plan or recommendations for the following:

· Data / Database Recovery
· Application Recovery
· Operating System Recovery
· Infrastructure Recovery

	

	5. 
	The Commonwealth is interested in modernizing our IT infrastructure and creating a strategy that promotes acceleration of cloud adoption.  

How can we simplify and maximize the potential of the cloud to help our public sector agencies meet their core business mission of serving PA citizens? 

If available, provide a recent public sector use case as well as a retail use case that your company participated in.  Limit response to 1 page each.


	

	6. 
	[bookmark: _Hlk4592061]Please provide a list of all public sector organizations (specifically other states) currently leveraging your cloud service offering.


	

	7. 
	What ITSM system do you use, and is it capable of integrating with the ServiceNow?


	

	8. 
	The need to connect services, data and applications across multiple cloud environments, on-premise and off-premise, presents many business challenges such as, but not limited to, the following:

· Security and data privacy
· Technology immaturity
· Ease of business integration when business application workloads are delivered across multiple providers
· Regulatory Compliance
· Open Standards
· Business Continuity
· Service Catalog Management across multiple providers
· Service Billing / Auditing
· Application Performance with workloads spread across multiple environments
· Service Level Management

How can we confidently address these challenges and achieve greater control and flexibility in managing connectivity and security in a multi-cloud / multi-provider ecosystem?

Describe key areas to be addressed and/or concerns should a workload need to be moved from one provider to another?

	


2. [bookmark: _Hlk536097496] Mainframe server, storage and related services

[bookmark: _Hlk3352744]The Commonwealth is seeking various options, including purchasing, leasing, or Mainframe as a Service to address the mainframe server, storage, and related services needs of the Commonwealth.  Options must be flexible and capable of supporting legacy and modern applications and can be hosted in Commonwealth or Vendor data centers.
Vendors should provide information on products and services that includes, but it not limited to, the following:

· IBM Mainframe (IBM z/OS, z Linux)
· Unisys ClearPath

	[bookmark: _Hlk536097522]Q #
	Question
	Vendor Response

	9. [bookmark: _Hlk3361256][bookmark: _Hlk3188293][bookmark: _Hlk3469573]
	What mainframe (IBM, Unisys ClearPath, other) products or services do you offer?


	

	10. 
	Describe vendor vision, strategies and recommendations for Mainframe as a Service (private or public cloud) offerings.  


	

	11. 
	Please comment on/provide the following as it pertains to your Mainframe as a Service product or service:
· Implementation Approach
· Internal Expertise
· Security / Compliance
· Policy / Governance
· References that illustrate use in Public Sector (i.e. in other states)
· Service Management and Monitoring
· Maintenance (e.g. patch management)
· Pricing model(s) (e.g. resource units – MIPS, CPU hours, consumption based)
· Recovery Time Objective (RTO) and Recovery Point Objective (RPO)
· Clearly defined areas of responsibility (vendor vs. Commonwealth)
· Links to presentations, webinars that demonstrate the solution(s) (optional)

	

	12. 
	Does your Mainframe as a Service solution meet these compliance requirements?  

· CJIS and CHRIA for criminal history data
· HIPAA for health-related data
· IRS Pub 1075 and SSA for federal protected data
· PCI-DSS for financial data

Please explain if your solution does not meet any of these compliance requirements.

	

	13. 
	Describe your patch management (e.g. schedule and frequency)


	

	14. 
	Describe your mitigation/recovery strategies for the following:
· network outages
· bandwidth shortages
· utilization spikes

	

	15. 
	Describe your data replication options (e.g. virtual tape, storage).

	

	16. 
	Describe your availability options; provide example configurations.

	

	17. 
	Provide example(s) of hands on experiences with enterprise-wide migrations of mission critical applications to Mainframe as a Service.  

	

	18. 
	What lessons have been learned from migrating to a new Mainframe as a Service solution?

At minimum, please include the following:

· Recommended approach
· Security considerations
· Network infrastructure changes
· License management (e.g. 3rd party, transfers, etc.)


	

	19. 
	What are the standard SLAs, if any, included with your Mainframe as a Service offerings?


	

	20. 
	Describe how the Commonwealth could cut costs with Mainframe as a Service?


	

	21. 
	Describe how the Commonwealth can achieve equal or greater security with Mainframe as a Service?


	

	22. 
	What is the best approach for transitioning workloads/applications from the current environments to any new target data center environments?


	

	23. 
	Describe any location/proximity workload challenges and explain how those can be addressed?

	

	24. 
	Billing for services - The Commonwealth would like to move to more of a consumption based / pay for what is used model.  Describe how your proposed services would be billed.  


	

	25. 
	[bookmark: _Hlk4592189]What is the best approach for transiting workloads/application/data out from your data center / cloud environment, to prevent data loss and application availability?
	


3. [bookmark: _Hlk3187055] Midrange, x86, Oracle Exadata, Storage, Cloud (IaaS) and related services

The Commonwealth is seeking various options (physical or virtual), including purchasing, leasing, or Infrastructure as a Service to address the hardware, storage, and cloud (IaaS) needs of the Commonwealth.  Options must be flexible and capable of supporting legacy and modern applications and can be hosted in Commonwealth or Vendor data centers.
Vendor should provide information on products and services that includes, but is not limited to, the following:
· x86 (Windows and Linux)
· IBM P-Series (Linux and AIX) and IBM I-Series
· Oracle Exadata / Oracle Cloud at Customer

	[bookmark: _Hlk3472191][bookmark: _Hlk536097684]Q #
	Question
	Vendor Response

	26. 
	What Midrange, x86, Oracle Exadata, Storage, Cloud (IaaS and PaaS) and related products or services do you offer?

	

	27. 
	Describe vendor vision, strategies and recommendations for Infrastructure as a Service (private or public cloud) offerings.  

	

	28. 
	Describe vendor vision, strategies and recommendations for Platform as a Service (private or public cloud) offerings.  


	

	29. [bookmark: _Hlk3499238]
	Please comment on/provide the following as it pertains to your Infrastructure as a Service product or service:
· Implementation Approach
· Internal Expertise
· Security / Compliance / Policies
· References that illustrate use in Public Sector (i.e. in other states)
· Service Management and Monitoring
· Maintenance (e.g. patch management)
· Pricing model(s) (e.g. resource units – VMs, consumption based)
· Recovery Time Objective (RTO) and Recovery Point Objective (RPO)
· Clearly defined areas of responsibility (vendor vs. Commonwealth)
· Links to presentations, webinars that demonstrate the solution(s) (optional)


	

	30. 
	Does your Infrastructure as a Service solution meet these compliance requirements?  
· CJIS, CHRIA for criminal history data
· HIPAA for health-related data
· IRS Pub 1075 and SSA for federal protected data
· PCI-DSS for financial 
Please explain if your solution does not meet any of these compliance requirements.
	

	31. 
	Describe your patch management plan (e.g. schedule and frequency)
	

	32. 
	Describe your mitigation/recovery strategies for network outages, bandwidth shortages, utilization spikes, etc.
	

	33. 
	Describe your data replication options (e.g. virtual tape, storage).
	

	34. 
	Describe your high availability options; provide example configurations.
	

	35. 
	Provide example(s) of hands on experiences with enterprise-wide migrations of mission critical applications to Infrastructure as a Service.  
	

	36. 
	What lessons have been learned from migrating to a new Infrastructure as a Service solution?
At minimum, please include the following:
· Recommended approach
· Security considerations
· Network infrastructure changes
· License management (e.g. 3rd party, transfers, etc.)

	

	37. 
	What are the standard SLAs, if any, included with your Infrastructure as a Service offerings?

	

	38. 
	What is the best approach for transitioning workloads/applications/data from the current environments to any new target data center environments?
[bookmark: _Hlk4592121]Additionally, what is the best approach for enabling our workloads/applications/data to smoothly transition between data center environments in a seamless manner that is transparent to the users?
	

	39. 
	Describe any location/proximity workload challenges and explain how those can be addressed?

	

	40. 
	How quickly can customers provision or reallocate infrastructure resources?

	

	41. 
	What options do you have for monitoring and tracking the resources being used and deactivating unneeded resources when necessary?

	

	42. 
	Billing for services - The Commonwealth would like to move to more of a consumption based / pay for what is used model.  Describe how your proposed services would be billed.  

	

	43. 
	What is the best approach for transiting workloads/application/data out from your data center / cloud environment, to prevent data loss and application availability?

	





4.  Containerization as a Service

Unisys is providing, as part of our current contract, an IBM Cloud Private (ICP) solution that has been designed to address container platform requirements.
IBM® Cloud Private (ICP) Native, enables the development and management of on-premise, containerized applications.  It is an integrated environment for managing containers that includes the container orchestrator Kubernetes, a private Docker image registry, a management console, and monitoring frameworks for the platform. 

	Q #
	Question
	Vendor Response

	44. 
	What product or solution(s) do you offer?
Interested in:
· open source way to run containers reliably (like Kubernetes)
· multi-tenancy & multi-cluster management
· centralized compliance and control
· centralized authentication & RBAC
	

	45. 
	How can these services support our Enterprise cloud strategy – to improve productivity; reduce cost and risks, achieve hybrid / multi cloud computing goals, etc.?
	

	46. 
	Should we build our own or should it be delivered as a service?
	

	47. 
	What should the Commonwealth consider when adopting containerization as a service as an organization? (e.g. integration with existing infrastructure, training, security, SLAs/SLOs, KPIs/Metrics, other).  Provide use case examples or experiences.
	

	48. 
	Billing for services - The Commonwealth would like to move to more of a consumption based / pay for what is used model.  Describe how your proposed services would be billed.  
	


5.  Application Migration and Modernization Experience

	[bookmark: _Hlk3472211]Q #
	Question
	Vendor Response

	49. 
	Please provide recent enterprise level experience(s) with any of the following modernization initiatives (public sector and retail preferred):
A. Re-host – lift and shift application to the new cloud or mobile infrastructure

B. Replace – replacing selected application(s) with more advanced technologies; what benefits were achieved (features, reduced costs, etc.)

C. Integrate – leveraging newer integration technologies to expose legacy applications as web-based services

D. Re-architect/Re-factor – required for applications written in older programming languages, etc.; considered most intrusive; how best to accomplish, success criteria
Migration approaches/strategies should be designed to minimize business impact, avoid application re-engineering, allow for hosting agility/flexibility and provide an exit strategy where possible.

	

	50. 
	Describe issues which might be encountered with the continued coexistence of legacy and modernized solutions in transition.

	

	51. 
	[bookmark: _Hlk4591871]Please provide ideas or approaches regarding infrastructure optimization, cost reduction opportunities, customer-managed environments, how to leverage current virtualization investments, and modern IaaS offerings that incorporate machine learning, automation, enhanced security and analytics capabilities.
	










6. [bookmark: _Hlk3186793] Hybrid/Multi-Cloud Management

The Commonwealth is considering becoming a cloud services broker and may be interested in leveraging enterprise cloud management products and services for managing multiple private and public cloud providers, in a hybrid cloud model, from a single console.  Vendors are encouraged to recommend alternative approaches.
The diagram below provides an example of a possible target state for supporting a hybrid, multi-vendor, multi-cloud environment.  [image: ]
A. Cloud Strategy

	[bookmark: _Hlk3472253]Q #
	Question
	Vendor Response

	52. 
	Provide a recommended Cloud Strategy for implementing a Hybrid/Multi-Cloud Target Environment.


	

	53. 
	What should the Commonwealth consider when implementing Cloud Governance?


	

	54. 
	What should the Commonwealth consider when developing a cloud roadmap?
· Recommended services / per Cloud Service Provider (strengths, weaknesses, costs)
· Recommended priority / by use case / to achieve the greatest cost savings
· Other

	

	55. 
	What are the top benefits of using a Cloud Management Platform for multi-cloud management?
	

	56. 
	How can we create an open, flexible, secure and compliant multi-cloud infrastructure for Azure, AWS, Google Cloud, IBM Cloud, and others?
	

	57. 
	Using multiple cloud vendors means relying on a host of different APIs.  Please provide an API management strategy that would be beneficial for the Commonwealth.

	

	58. 
	[bookmark: _Hlk3727334]Billing for services - The Commonwealth would like to move to more of a consumption based / pay for what is used model.  Describe an approach(s) to how billing and charge back would work when there are multiple agencies utilizing services across multiple cloud providers.


	

	59. 
	Service Level Management - Describe an approach(s) to how to manage service level (e.g. Availability Management) when there are multiple agencies utilizing services across multiple cloud providers.


	


B. Cloud Management

	Q #
	Question
	Vendor Response

	60. 
	The Commonwealth desires agility in a secure hybrid / multi-cloud environment, with rapid deployment, the ability to analyze and optimize cloud costs, governance around cloud use and access, and management from a single, unified platform.
What technical expertise, processes, tools, and centralized governance do you recommend or offer to accomplish these desired objectives?
	

	61. 
	What Cloud Management Platform do you offer?
	

	62. 
	Describe how your Cloud Management Platform will benefit and accelerate cloud adoption in the Commonwealth. 
	

	63. 
	Describe how your Cloud Management Platform can ensure cloud applications can exchange data with each other and with on-premise applications?
	

	64. 
	[bookmark: _Hlk4592298]Describe how your Cloud Management Platform will allow the Commonwealth to rapidly increase and decrease capacity to meet limited and/or short-term business requirements?
	

	65. 
	Describe how your Cloud Management Platform provide a comprehensive view into our multi-cloud cost across the enterprise to streamline and optimize costs?
	

	66. 
	Describe how your Cloud Management Platform supports end-to-end life cycle management of various cloud resources. 
	

	67. 
	[bookmark: _GoBack]Describe how your Cloud Management Platform supports automated provisioning and configuration of core services (e.g. infrastructure, network, and storage). 
	

	68. 
	Describe how your Cloud Management Platform will provide cloud governance and allow us to create policies to optimize the use of cloud resources.
	

	69. 
	Describe how a large Enterprise can be successful at becoming a Cloud Service Broker?
	

	70. 
	List any challenges the Commonwealth might experience in adopting a Commonwealth supported Cloud Service Broker model.

	



C. Cloud Security

	Q #
	Question
	Vendor Response

	71. 
	What is the recommended Cloud Security Reference Architecture for a Hybrid/Multi-Cloud Environment?
  

	

	72. 
	What recommendations, based on solutions or experiences, can you provide that can address hybrid/multi-cloud security challenges such as, but not limited to, these?  
· Visibility 
· Centralized Monitoring, Logging, and Reporting
· Network Security
· Controlling access between workloads
· Secure communications between on-premises and Cloud
· Secure Internet Access (WAF)
· Data Security
· Encryption and Data Protection
· Access Controls, User Authentication
· Systems Security
· Vulnerability, Threat, and Patch Management
· Physical Security
· 3rd Party Independent Audits; Compliance Audit
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