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[bookmark: _Toc488306876]Purpose of the Document
The purpose of this document is to define the Statement of Work (SOW) between The Commonwealth of Pennsylvania, Department of Health (the Department) and LexisNexis VitalChek Network, Inc. (Contractor or VitalChek)
The objective of the SOW is to define the responsibilities, deliverables, fee structures and service levels for the maintenance and support of the DAVE™ system and for additional tasks related to vital records operations supported by the DAVE™ system.

In the sections that follow, more specific detail will be provided on the definition of each area, and the responsibilities of key Bureaus within the Department (the Bureau of Health Statistics and Registries (BHSR), the Bureau of Informatics and Information Technology (BIIT)) and the Contractor in performing each of these functions.
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Overview: Functional Mapping of Business Processes
The Department has defined the following business processes for operations related to electronic application entry processing and application fulfillment. These functions must integrate with the current DAVETM system for order fulfillment.

Electronic Application Entry Processing Roles and Responsibilities
Individuals can submit an application for a birth or death certificate through the following channels:
a) Walk in to a physical office
b) Submit a legislative request
c) Mail in a paper application
d) Submit an order online
e) Submit an order over the phone

The Division of Vital Records (DVR) handles the spectrum of activities involved in applications received through walk-in and legislative requests. The Contractor is responsible for processing applications and payments up until the order is transmitted into DAVETM for orders placed through all inbound channels except walk in and legislative requests. Regardless of the channel through which order information is entered into DAVETM, DVR staff is responsible for fulfilling the remainder of the order. 
The result is a parallel structure in which the Contractor handles application entry through order entry for all remote order methods. DVR handles orders with a walk-in or more direct citizen request component. After orders are entered into the DAVETM system, DVR takes over the responsibilities of fulfillment through delivery.



Notes:
1. Applications from customers to Contractor include only orders submitted online, over the phone or mail.  At the Department’s direction mail processing services may be invoked or terminated at any time with 60 day notice. For quote and pricing purposes all costs related to mail processing should be listed and identified separately.  Contractor shall understand that the Department may choose to pilot the service, fully invoke this service with the Contractor, not implement the service or terminate the service at any time in accordance with Termination notice referenced in 2.1.5 below.
  
1. Applications from customers to Department include only orders submitted via walk-in to a physical office, via request or via a mail.


The Contractor is responsible for processing orders and transmitting those orders electronically to the Department based on the roles and responsibilities represented below. 
[image: cid:image001.png@01CED580.80276A40]
In accordance with the license agreement entered into between the parties on December 31, 2001 and as amended September 19, 2008, the Department understands that the technology utilized to process the application entry and validation is proprietary to the Contractor inclusive of the DAVETM system.  Nothing in this Contract will be deemed to create any additional right, title or interest of the Department in the services and deliverables to be provided by the Contractor under this SOW.  


[bookmark: _Toc367376290][bookmark: _Toc367695200][bookmark: _Toc488306878]Electronic Application Processing 
[bookmark: _Toc488306879]Background
The Contractor shall establish and maintain processes by which applications for certified copies of birth and death certificates are entered, validated and processed for payment within a Contractor provided system prior to transmittal to the Department for fulfillment through DAVETM
[bookmark: _Toc488306880]General Requirements 
a) Maintaining staffing for the ability to accept application requests regardless of request type
b) Processing applications inclusive of validation and payment
c) Providing customer assistance on the application process
d) Maintaining a system to process applications and transmit electronic files to the Department for fulfillment on a daily basis
e) Maintaining electronic copies of all application documentation submitted in support of the application
f) Verifying eligibility of the requestor based on established vital records guidelines provided by BHSR (See Attachment A for guidelines), including the current identity authentication process utilized by Contractor for online and phone-in orders
g) Verifying the completeness of the application and supporting documents and identifying exceptions for follow up
h) Providing customers who submit an application request with status updates of the application within the fulfillment process
i) Forwarding to DVR any applications that specifically require, as defined by DVR staff, intervention in order to process within forty-eight (48) hours of receipt excluding weekends and holidays
j) Building online business rules for Pennsylvania specific requirements for ordering and documentation requirements
k) Processing payments and transmitting funds to the Department based on Department approved security standards and submission frequency
l) Providing customers who submit an application the ability to provide supporting information via electronic means (secure fax or upload)
m) Providing customers who are missing information a minimum of two notices prior to cancelling the order and returning the customer’s payment of certificate and shipping fees, as appropriate
n) Providing the Department with the ability to view applications and supporting data via a login
o) Providing for standard and expedited delivery options based on the Department’s business rules for standard and expedited delivery of certificates
p) For those services where the Contractor is hosting the application, the Contractor shall meet the requirements set for in Attachment C – Non Commonwealth Application/ Hosting Services
[bookmark: _Toc488306881]Additional Requirements for Telephone Service
Contractor agrees that telephone order processing is a required service under this SOW.  Additionally Contractor agrees that general customer support for inquiry calls is an optional service under this SOW to be implemented or terminated at the sole discretion of the Department with 60 days advance written notice.  All pricing for general customer support services in the quote shall be clearly separated and marked as general customer support services.  

The following are requirements for telephone service orders.

a) Providing agency specific toll free telephone numbers for applicants to call with telephone service orders.
b) Staffing to ensure appropriate telephone service order is provided.
c) Forwarding of calls to DVR when necessary, as defined by DVR
d) Providing availability of  telephone service for processing of applications 24/7/365 
e) Providing full service bi-lingual (Spanish primarily) support
f) Providing and directing customers to an automated way to check order status 

The following are requirements for general customer support inquiry calls if these optional services are invoked by the Department:

g) Providing telephony software and configuration inclusive of reporting
h) Staffing to ensure appropriate customer service is provided including an average speed of answer in accordance with section 2.1.9.3 (e). 
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a) Providing a Department specific portion to the overall Contractor website to allow for Pennsylvania specific application requests 
b) Providing website availability 24/7/365 to receive and process orders subject to scheduled maintenance
c) Providing the Department with an annual marketing strategy by July 1st of each year  to jointly increase online applications including methods designed to prioritize and improve fulfillment times for online ordering, placement of online ordering information on Department’s website and other informational materials made public by the Department
[bookmark: _Toc488306883]Additional Requirements for Mail
Contractor agrees that mail processing is an optional service under this SOW to be implemented or terminated at the sole discretion of the Department with sixty (60) days advance written notice.  All pricing for mail services in the quote shall be clearly separated and marked for mail processing services.  
 
a) Providing a PO Box for submission of mailed applications or such other method as might be mutually agreed by both parties
b) Collecting, opening and sorting of hard copy applications within twenty-four (24) hours of receipt as indicated by a date-stamp on each application, excluding weekends and holidays 
c) Scanning and entering application data into electronic workflow system within forty-eight (48) hours of receipt excluding weekends and Commonwealth  holidays
d) For all purposes under this SOW, mail shall be deemed received by Contractor when physically delivered to Contractor’s premises
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a)        Types of Payment (Payment Type)

Contractor shall provide for customer payments to be made through the following types of payment options depending on the processing channel for the application:

1. For Online and telephone requests the following types of payment shall be accepted.

•	Credit card 
•	Debit card
•	Check card
•	Prepaid credit card 
•	Personal check
•	Business check

2. For mail-in requests the following types of payment shall be accepted:

•	Credit card 
•	Debit card
•	Check card
•	Prepaid credit card 
•	Personal check
•	Business check
•	Money order

Contractor, at its sole discretion, shall make alternative payment options available to the customer as practicable.

b) Processing payment :
1. Contractor shall remit payments from requestors to DVR as defined in section 5.1 FEES. 

2. Contractor shall retain any extraordinary (e.g., overnight delivery) express carrier costs charged to customers. In regard to shipping costs, Contractor transmits files which will allow the Department to print labels or shipping envelopes preprinted with Contractor’s account number for the respective carriers which DVR will use to ship records to requestors desiring expedited delivery service and opting to utilize Contractor’s services.  The parties recognize that should carriers or shippers change rates, the parties will, on a calendar year, adjust the shipping fees to reflect the actual change in the cost the carrier or shipper charges.

3. DVR will assume responsibility for any transactions made in error by DVR when such error concerns the content of the birth and death certificate DVR provides the requestor opting to utilize the Contractor’s services. The parties further recognize that DVR occasionally may err or improperly ship such record. In such case, and at the request of DVR, the Contractor shall assume responsibility and cancel some or all of the credit card charges to the requestor, and the Contractor shall itself absorb the charges.  The Contractor shall also absorb the credit card company fee and carrier fee for any transactions in which the carrier or credit card company may have erred, although the Contractor may pursue redress with the carrier or Credit Card Company. Except for those cases where the error was caused by the Contractor, DVR, the shipper or the credit card company, the Contractor may charge its Contractor fee to DVR as defined in section 5.1 FEES.  
 
4. On a daily basis, or such other basis as the parties may mutually agree upon, Contractor shall produce the VITALCHEK Load Transmittal Report in the format provided for in Attachment D showing each transaction. DVR shall have the ability to identify each transaction by the following: date of report, order number, VCN number, type of certified record (birth or death) the applicant requested (service), name of applicant,, name of registrant and a breakout of charges for each transaction, including agency fee, carrier shipping cost (delivery fee),  the fees as described in section 5.1 FEES, and totals for each type of fee or cost for all transactions on the system for the period of the report. 


5. The Contractor shall also provide a report that includes a record and count of requests that are not fulfilled, but for which DVR may be charged the Contractor fee by the Contractor as described in section 5.1 FEES.
   
6. Contractor shall be capable of printing one check to cover the fees for the records on a daily basis, or such other basis as the parties may mutually agree upon.  At DVR’s option such payments can alternatively be made through an Automated Clearing House Deposit to an account specified by DVR
c) Denoting payment receipt status within the DAVETM system 
d) Providing to the Department, for approval, the security standards and protocols ensuring confidentiality of data associated with payment processing as well as supplemental data required for processing. Breaches in security of data are the sole responsibility of the Contractor unless the fault of the Department (see Section 4.2.1 and Attachment C for further detail on Security requirements)
e) Returning payment and mailed applications of ineligible requestors within five (5) business days of receipt.  Consumers who’s application are incomplete will be notified within five (5) business days of receipt that their order will be cancelled if the consumer does not provide  the necessary information or documentation within thirty (30) calendar days. Copies of returned applications will be available through screen shots for six (6) months after the return of the documents. After six (6) months the images should be purged


[bookmark: _Toc488306885]Monthly Reporting Requirements 

Listed below are Monthly reporting requirements.  Upon Contract execution, and prior to the first reporting month, Contractor shall provide the Department samples of the monthly reports for review and the Contractor and the Department shall mutually agree all information requested below is represented on the reports prior to reports being submitted.  The following reports are due five (5) business days after end of the month:

a) Online Monthly Report:
1. Daily log (itemized list of each order )of the number of online orders received identified by non-exception and exception
2. Summary of daily orders not processed due to customer error, where further documentation from the customer is required.
3. Daily log ( itemized list of each order ) of exception orders to include number, type of application,, date of receipt, date entered into system or order cancellation date, and if applicable:
a. Incomplete application
b. Inability to verify identity through Contractor’s identity authentication service
4.  Summary of daily total Contractor orders, total of daily non exception orders entered into the system, total of daily exception orders, total number of orders transmitted before one hour (1) EST EDT of Department scheduled Contractor order retrieval job, and total number of orders not transmitted.

b) Mail Monthly Report:
1. Continuous daily log (itemized list of each order) of the number of pieces of mail received that lists the volume directly from DVR and the volume through the PO Box 
2. Continuous daily log ( itemized list of each order) of all pieces of mail to include type of application, order  number, payment processing date, date of receipt and date entered into the electronic workflow system
3. Continuous daily log (itemized list of each order) to include applicants name, type of application, date of receipt and Contractor follow up date with applicant  for exception applications:
a. Ineligible requestor
b. Incomplete application
c. Inability to verify identity
4. Continuous daily account (itemized list of each order) of the number of applications that were referred back to the DVR to include name of applicant, date of receipt and date mailed back to DVR
5. Summary of daily Contractor mail applications, number of daily non exception mail applications, number of daily exception mail applications, number of non-exception applications entered into the system within two (2) business days, number of daily exception mail applications not entered in system.
 
c) Customer Service Order Monthly Report:
1. Number of telephone orders received and entered into the electronic workflow systems
2. Number and type of applications:
a. Incomplete application
b. Inability to verify identity
3. Average time, in business days,  to process completed requests 
d) Customer Service Monthly Report – Should the Department opt for the general customer support as defined in section 2.1.3 Contractor shall provide a Customer Service Monthly report to include the following:  
1. Number of calls offered
2. Number of calls answered
3. Average handle time
4. Average talk time
5. Average wait time in queue by minutes until call is answered by Contractor also to include daily longest average wait time
6. Number of calls abandoned
7. Average time to abandon
8. Number of calls regarding previously placed orders
9. Number of calls for new telephone applications
10. Number of calls with general inquiries
11. Number of calls requiring forwarding to Division of Vital Records

	
[bookmark: _Toc488306886]Deliverables
The Contractor shall submit the monthly reports described above within five (5) business days after the end of the month. This report shall validate the volume of application entries processed by channel and that the service levels described in this SOW, including, but not limited to those service levels referenced in sections 2.1.9, 3.8, 6.2 and 5.1 (referred collectively for the purposes of this SOW as the “SLAs”) were met, subject in all cases under the SOW to   System Availability defined as:
(Base Scheduled Minutes – Outage Minutes)/Base Scheduled Minutes
Availability is the measurement of the accessibility of the Contractor system, as measured by Contractor within its system, and does not include access to the Contractor system via internet or other means not within the control of the Contractor. Total available system minutes will be equal to the number of minutes available per month less the total scheduled downtime or maintenance minutes. For the avoidance of doubt, Contractor makes no representations with respect to the communications or availability of connectivity between the Department and the Contractor systems.

[bookmark: _Toc488306887]Service Level Agreements
The Department has the right to audit or have an independent entity validate operations and SLAs at least annually but may initiate an audit at any time.  The Contractor shall cooperate with the audit and make all documentation available to the auditing entity. The Contractor shall provide the Department with system access to view all information scanned and attached to the application records. The service levels herein shall be measured (and credits applied, to the extent applicable) per calendar quarter.

Mail Processing Service Level Agreements (SLAs)
Mail Processing is an optional service under this SOW.  In the event that the mail processing service option is exercised by the Department, the parties will negotiate SLAs.  The agreed upon SLAs shall be incorporated and made part of this SOW under Appendix 6.2 (SLAs). In order to receive payment of the total Contractor fees, and more specifically, to avoid payment reduction as provided in Section 5.1 FEES below, the Contractor shall achieve the agreed upon SLAs.

Online Processing Service Level Agreements
From the date the Purchase Order is executed and in order to receive the maximum payment, and more specifically, to avoid payment reduction as provided in Section 5.1 FEES below, the Contractor shall reach the Service Level Agreements (SLAs) below with respect to electronic application processing entry for applications received online:
a) The DAVE Retrieve VitalChek orders job shall load 98% of non-exception orders received from the prior business day and the remaining shall be loaded within forty-eight (48) hours excluding weekends and holidays
b) 98% of applications which are incomplete applications will have the consumer notified within five (5) business days including notification that their order will be cancelled if the consumer does not provide the necessary information or documentation within thirty (30) calendar days  The applicant would not be charged the certificate or shipping fee if applicable 
c) Online system availability 98% of time in any calendar month ,excluding scheduled maintenance times  
d) 98% of fees collected and due to the Department will be remitted to the Department on the same day the orders are transmitted  to Department, and the remaining remitted within three (3) business days
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From the start of the executed Purchase Order in order to receive payment of the total Contractor fees, and more specifically, to avoid payment reduction as provided in Section 5.1 FEES below, the Contractor shall reach the Service Level Agreements (SLAs) below with respect to electronic application entry processing for applications received by telephone on the designated PA toll free number:
a) Orders received via the phone shall follow the same SLAs as those received online in Section 2.1.9.2
b) Toll-free number scheduled uptime shall be greater than or equal to 98% of scheduled uptime
As set forth in section 2.1.3, General Customer support is an optional service under this SOW.  In the event that the General Customer Support option is exercised the parties will negotiate the SLAs. The agreed upon SLAs shall be incorporated and made part of this SOW under Appendix 6.2 (SLAs) In order to receive payment of the total Contractor fees, and more specifically, to avoid payment reduction as provided in Section 5.1 FEES below, the Contractor shall achieve the agreed upon SLAs.
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Overview: Roles and Responsibilities of System Management and Maintenance
The Department has defined the following system maintenance and modification roles and responsibilities. The matrix below defines high-level activities and assigns roles to each of the parties involved: the Contractor and the Department.
For the purpose of this SOW, the following definitions will apply: 
Maintenance – annual software maintenance covers all software changes other than Modifications as described below, that are prioritized and scheduled as part of the Contractor release plan and the annual release plan agreed upon by DOH and Contractor.  The Commonwealth expects all releases to be Defect free and that any Defects in the software release will be fixed free of charge by Contractor as part of standard maintenance.

Modifications – there are no regular modifications.  Should the Department and Contractor agree to additional changes of software in addition to the changes prioritized in the standard software release schedule, these will be referred to as modifications.  Warranty period for all modifications will be as defined in contract terms and conditions. Contractor agrees no additional hours may be charged to “fix any Defects to a modification.”
Release Schedule – The Release Schedule shall be defined as the timeline of activities for a release from release planning through production implementation.  See Attachment G (Contractors Standard Release Schedule).  Contractor shall deliver two (2) releases per year and the Release Schedule for these two (2) releases may overlap.  In addition to Standard Releases, non-standard or emergency patch releases may be required of the Contractor to meet the requirements as outlined in this SOW.

The following terms are used in the matrix to define the role each party has been assigned:
Responsible: Tasked with actually performing the work associated with an activity
Accountable: Ultimate responsibility for seeing that an activity is completed on time and to required quality standards
Consulted: Needs to be conferred with regarding a decision and/or approve a decision or correspondence
Informed: Kept updated about an activity, often after the fact

	
	
	Contractor
	BHSR
	BIIT

	Planning
	R,A
	C
	C

	Testing
	
	
	

	
	Unit Testing
	R, A
	I
	I

	
	System Testing
	R, A
	I
	I

	
	Regression Testing
	R, A
	I
	I

	
	Regression Verification
	C
	R,A
	I

	
	User Acceptance Testing
	C
	R, A
	I

	
	Deployment Rehearsal
	C
	I
	R, A

	Release Delivery
	R,A
	C,I
	C,I

	Release Deployment
	C,I
	C,I
	R,A

	Defect Management
	R, A
	I
	I

	Customer Support
	R, A
	C
	C



Specific responsibilities of each party for the defined activities are contained within the sections that follow.
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[bookmark: _Toc488306890]Background
An annual strategic planning process shall take place at the beginning of each contract year to define both the business priorities and technical requirements for the year. The annual planning activities will ensure that the Department and the Contractor are in agreement on strategic business priorities, release schedules, technology considerations that the Contractor will review and account for within each release and the roles and responsibilities of each party involved in the release process.

[bookmark: _Toc488306891]Responsibilities
Annually, within thirty (30) days after the start of each contract year, the DAVETM Annual Strategic Plan will be developed collaboratively by the Contractor and the Department. The Contractor will provide their strategic technical roadmap for the DAVETM System and the planned release schedule for the contract year; BHSR will draft their strategic business priorities for the year; and BIIT will draft their technical priorities and requirements for the year. Each of these components will serve as inputs to the DAVETM Annual Strategic Plan. A planning meeting including the Contractor and the Department will be facilitated by the Contractor Project Manager who shall be responsible for compiling these inputs into the DAVETM Annual Strategic Plan and maintaining it throughout the year. The DAVETM Annual Strategic Plan shall then be presented by the Contractor to BHSR and BIIT for review and approval.
Modifications
The Department and the Contractor may agree to make modifications to the DAVETM system specifically for Pennsylvania that are beyond the normal maintenance release process.  If both parties agree that those modifications are above the standard maintenance costs, then both parties shall agree upon how modifications will be made and agree upon a scope and cost for the modifications.  The modifications must be approved by the BIIT Contract Officer and the BHSR Bureau Director.  The Department and the Contractor agree that up to seven hundred and fifty (750) hours may be available annually for this purpose and that the modifications and the priorities will be outlined in the Annual Strategic Plan described below.  Contractor shall provide a separate line item on the quote for modifications as defined in section 5.1 FEES. The Department reserves the right to alter the priorities. The Contractor shall provide an hourly blended rate for such modifications. The Department will provide the Contractor with a work order approving the modification. The Department agrees that all work orders must be signed and delivered to the Contractor no later than 15 weeks prior to deployment in PA.  See Attachment G (Standard Release Schedule).
Work Order Process
All work orders shall be initiated by opening a ticket in JIRA, the Contractor’s online issue tracking software.  The Department shall provide a detailed description of the desired change or new feature (Scope).   The Contractor shall update the issue on the JIRA ticket with a response within five (5) business days.  If the Department did not provide enough information for the Contractor to provide a Rough Order of Magnitude estimate (ROM), then the Contractor shall reassign the issue on the JIRA ticket to the Department for more information.  Once sufficient detail has been obtained, the Contractor shall update the issue on the JIRA ticket with a ROM estimate of effort/costs needed to fulfill the request and the impact upon the system.  The Department will update the issue on the JIRA ticket with its desire to cancel or proceed.  If it is decided to proceed, the Contractor and Department shall meet to define detailed requirements. 
The Contractor shall prepare a work order with the above defined Scope, detailed requirements, a target release, a not to exceed cost, and will attach it to the JIRA ticket issue.   Once the scope, requirements, costs and time frame have been agreed upon, the Department will provide an official signed approval of the work order and attach it to the JIRA ticket issue.  Development work may only begin upon the Contractor’s receipt of this signed approval form.
During the development of the work order, the Contractor shall provide a demonstration of the change/new feature to the Department.  The Department shall communicate feedback regarding whether the developed product meets the Department’s expectations.   If it is determined the products does NOT meet the Department’s expectations and the expectations are consistent with the Scope, then the Contractor shall make the changes requested and provide a follow-up demonstration to the Department.  This cycle shall be repeated until the Department is satisfied that the new feature meets its expectations.   Depending on the time required to coordinate the review cycles, the Contractor and Department may mutually decide that the change/new feature should be moved to the next release
The work order shall indicate the increase to the annual maintenance cost.  Each work order shall be evaluated to determine if the change or feature requested reduces or eliminates Department Specific source code and returns the code closer to core or if the change or feature requested benefits the product and/or other clients.    The increase to the annual maintenance for any single work order shall not exceed 15% of the cost of such work order.  Additionally, Contractor agrees that when work orders are returning the product closer to core functionality then there will be no increase to the annual maintenance cost for the work order. 

3.1.2.2 Annual Strategic Plan
The DAVETM Annual Strategic Plan shall contain: 
a) Consolidated list of Department business and technical priorities based on the above responsibilities
b) Priorities to be accomplished through core releases and modifications
c) Release dates and schedules for each release the Contractor will conduct throughout the year
d) The technology considerations for DAVETM support including those defined in Sections 3.1.2.3 and Appendix D
e) Review of the Contractor’s proposed process for scoping and receiving agreement on release requirements and the  strategy and procedures 

0. Server Hardware and Software Capacity Management
As part of the annual strategic planning process, BHSR and BIIT shall provide business transaction volume projections to the Contractor. These projections will be used by the Contractor to develop annual capacity estimates to BIIT for planning. In addition the Contractor shall provide updated hardware and third-party software (including version) specifications needed to support any new release. The Contractor shall also address new Commonwealth and Department standards that arise during the life of the contract and keep current with hardware and software technologies in order for the Department not to be dependent upon a platform that has reached end of life. The hardware specifications shall be supplier-neutral and list, at a minimum, the processor type, number of processors, CORES per processor, RAM in GB, hard drive size/speed, network card, and network speed. 


[bookmark: _Toc488306892]Deliverables
The Contractor shall submit a DAVETM Annual Strategic Plan that includes:
a) Consolidated list of Department business and technical priorities
b) Release dates and schedules for each core release the Contractor will conduct throughout the year
c) Release dates and schedules for modifications
d) The technology considerations for DAVETM support including those defined in Sections 3.1.2.3 and Appendix D
e) Review of the Contractor’s proposed process for approval of release requirements, strategy and procedures. 
The release processes and documentation requirements described throughout this document are comprised of the same components regardless of whether the release is a core release or modification.
[bookmark: _Toc488306893]Release Requirements Scope / Design
[bookmark: _Toc488306894]Background
The DAVETM Annual Strategic Plan defines strategic priorities for the year. In addition to this Plan, and prior to each release, the Contractor and the Department will review and agree to the specifics of each release with the objective of ensuring that both the technical and business aspects of each release are addressed and that all parties involved are in agreement on what each release will look like and accomplish. 

[bookmark: _Toc488306895]Requirements
Thirty-one (31) weeks prior to release to PA, a Release Planning Session shall take place during which the DAVETM Annual Strategic Plan will be taken into account, along with modifications and Defects. During this session, the Contractor, BHSR and BIIT will review what changes will be implemented in the next release. The result of this Session will be an approved scope for the release.
Based on this list, the Contractor shall prepare a Requirements Scope and Design Document enumerating the technical and functional requirements of the upcoming release. 
The Requirements Scope and Design Document will include: 
a) Listing of all planned modifications and Defect fixes to be included in the release
b) Description of functional changes
c) Visual representations of what the resulting DAVETM screens will look like post-production
d) Updates to the Functional Specifications with operational and technical impacts of each change

[bookmark: _Toc488306896]Deliverables
The Contractor shall submit the Requirements Scope and Design Document to the Department for review no less than twenty-eight (28) weeks prior to release to PA addressing the Requirements described above.  The Department will review Requirements and Scope and Design Document and provide feedback seventeen (17) weeks prior to release to PA.  Contractor will make updates to the Requirements Scope and Design Document and provide final document fifteen (15) weeks prior to release to PA. The Department shall review the final Requirements Scope and Design Document and notify Contractor in writing of approval.  By approving the deliverable, the Department agrees to the scope of the release.  See Attachment G (Standard Release Schedule).
Additionally, in conjunction with all work orders, Contractor shall update all applicable DAVETM Functional Specification documents (as referred to by Contractor as Functional Specification Attachments) and the Functional Specifications Tracking document (see Attachment F (Functional Specifications Tracking) for a list of all Functional Specification attachment documents).
When submitting updated Functional Specification attachment documents to DVR the Contractor shall also update the Functional Specifications Tracking document.

[bookmark: _Toc488306897]Third Party Patches
Contractor Adherence to Third Party Patches
For software hosted by the Contractor, the Contractor shall use Industry Best Practices to update all systems and third party software with critical patches to reduce operational and security risks. The Contractor shall routinely apply all manufacturer-recommended third-party software security patches to the Contractor’s technology environments. The Contractor shall test the Software to verify that it is still functioning correctly under any updated third party patch that has been applied.  For software hosted by the Department, where modifications to the Software system programming or recompilation of the Software system software components are required due to apply system and third party patches, the Contractor shall provide updated Software and supply the updated Software to the Department in the next scheduled release or immediately if material security concerns are present. The Contractor shall also provide the Department with detailed documentation describing the issue(s), the fixes and any additional instructions or information at the time of the delivery of the updated Software. The Contractor shall make the requisite resources available to the Department in case any questions come up while installing any Software Patches. 
Examples of, but not limited to items that may need to have patches installed on a regular basis are:
a) SQL Server
b) Active .PDF
c) Desktop and Server Operating Systems
d) Internet Browser used for the system, which must meet the Department’s needs for browser compatibility
e) Antivirus and Intrusion detection/prevention software
f) .NET libraries

Deliverables for Third Party Software Patches
When the Contractor has completed a patch release that requires any activities that BIIT should complete on the staging or production environments, then the Contractor shall document the same in the weekly status report, discuss with BIIT and provide notification to the BHSR..  When patches are applied, the Contractor shall discuss any activities that BIIT should complete on the staging and production environments with notification to the BHSR.


[bookmark: _Toc488306898]Testing
[bookmark: _Toc488306899]Background
Testing is required for each release. Several phases of testing involving both the Contractor and the Department are required to ensure that the technical and functional requirements of the release have been met prior to the system modifications going into production.  

[bookmark: _Toc488306900]Requirements
Testing is an iterative process that validates all aspects of the release to ensure that the system operates as per the functional and technical design specifications. The testing process consists of three primary periods.  These are:
a) Test Design
b) Test Preparation
c) Test Execution
During the Test Design period, the test scenarios (Test Scripts) necessary to appropriately test the release shall be identified and written by the Contractor and then reviewed and approved by BHSR and BIIT. Contractor could be provided test scenarios by the Department and these shall be incorporated into the overall test plan Acceptance of the test scenarios shall be deemed granted unless the Department notify Contractor otherwise within fifteen (15) days of receipt of the respective test scenarios. If there is a delay for any reason, the Department will notify Contractor of the delay during the fifteen (15) day time period. . Contractor shall not be liable for delays caused by the Department’s delay to review or approve test scenarios.
During the Test Preparation period, the test data is created and the test environments are prepared. The following test environments shall be maintained:
a) The Contractor shall host a test environment for the Contractor to conduct unit testing, system testing and regression testing 
b) The Contractor shall host a separate UAT test environment that replicates the BIIT staging environment for BHSR to verify regression testing and conduct UAT. This test environment shall have pre-defined use cases and Test Scenarios, but shall also have the ability to create additional release-specific scenarios.  The current production database shall be copied to the UAT environment prior to each new release testing cycle to ensure that the Contractor UAT environment has the latest BIIT software configurations
c) BIIT will host a staging environment for deployment rehearsal prior to production.  BIIT will host production
The Test Execution period involves executing the Test Scenarios designed to verify expected performance and functionality, reporting results of the testing, and preparing for production. Contractor agrees Testing of a release is to start no later than twenty-five (25) weeks prior to deployment of the release to PA (See Attachment G (Standard Release Schedule)).  The following activities shall be performed during Test Execution: 
a) The Contractor shall perform unit, system and regression testing using the approved Test Scenarios in an environment that replicates the production environment to verify performance and load handling 
b) The Contractor shall track and manage test results throughout these tests. From these results, the Contractor shall produce Test Reports that shall be provided to BHSR and BIIT prior to BHSR conducting UAT
c) The Contractor shall create and deliver a Production Deployment Guide for BIIT. The Guide shall consist of detailed step-by-step instructions BIIT will follow to successfully deploy the release, as well as the software BIIT will leverage to implement the release
d) Upon receipt the Test Reports from the Contractor, BHSR will validate regression testing and conduct UAT by executing test scenarios to verify results
e) After BHSR completes UAT, BIIT will conduct deployment rehearsal in its staging environment 
f) Upon successful completion of both BHSR’s regression and UAT testing and BIIT’s deployment rehearsal, the Department will provide official sign-off on the release
g) The Contractor shall replicate and use the PA specific roles in test unless otherwise directed by BHSR.
 
[bookmark: _Toc488306901]Deliverables
The Contractor shall prepare the following deliverables at the specified points in the testing process:
a) Contractor shall provide a Test Plan that incorporates all Department and Contractor provided test scenarios.
b) Contractor shall provide test reports verifying successful completion of functional and performance test scenarios during Test Execution upon the completion of Contractor unit, system and regression testing. Test reports shall include Defects identified and resolved as well as any open Defects by severity level. Exit criteria for testing include 100% of Severity 1 and 2 Defects as defined in 4.4.2 are resolved and workarounds are identified for all Severity 3 and 4 Defects.  Contractor shall provide a Defect summary document identifying all Defects for the each release and documenting identified workarounds for Severity 3 and 4 Defects for review and signoff by the Department.
c) Contractor shall provide Production Deployment Guide by the Contractor during Test Execution prior to BIIT conducting deployment rehearsal
d) Contractor shall provide a user impact deliverable for each release, which explains the business impact of the changes that will provide BHSR with information to facilitate training and user readiness for each release

[bookmark: _Toc369796397][bookmark: _Toc369796477][bookmark: _Toc488306902]Release Deployment
[bookmark: _Toc488306903]Background
Release deployment is a joint effort between the Contractor, BHSR and BIIT to ensure that the release is successfully deployed and validated. 

[bookmark: _Toc488306904]Requirements
The Contractor shall provide onsite and on-call resources as agreed to by the Contractor, BHSR and BIIT to support each deployment. After BIIT executes the Production Deployment Guide and the release goes into production, BHSR and Contractor staff shall perform verification transactions in the production environment to validate success. Upon successful completion of these transactions, the Contractor, BHSR and BIIT will confirm success of the release. The Contractor shall prepare a Production Deployment Verification Report to formalize deployment completion.

[bookmark: _Toc488306905]Deliverables
The Contractor shall submit a Production Deployment Verification Report after the release has been successfully deployed. 
[bookmark: _Toc488306906]Defect Management
[bookmark: _Toc488306907]Background
Defect (as defined in Section 6.3) management shall occur post-production to ensure that any Defects are minimized, addressed in a timely fashion, and result in minimal disruption to the user. The Defect management process will guide the Contractor in its response to correct Defects and to understand the root causes of the Defect to prevent future occurrences.  


[bookmark: _Toc488306908]Requirements
The Contractor shall leverage BIIT standards to manage Defects as follows:
a) Identification / Tracking: Defects shall be identified and tracked on an ongoing basis as they arise
b) Prioritization: Defects shall be triaged according to issue severity, as defined in Section 4.4.2. A Defect’s severity shall dictate the timeframe in which it will be resolved or escalated, as defined in Section 4.4.5. In Weekly Status Reports, the Contractor and BHSR will prioritize outstanding Defects based on severity and provide an update on resolution timeframes
c) Management: Fixes for outstanding Defects may be planned into upcoming releases, or, in the case of ‘Critical’ Defects, for example, emergency releases may be needed to correct the Defect more immediately. Emergency releases require the approval of BIIT and BHSR.  All Defects to be included in one of the Contractors Standard releases (see Attachment G Standard Release Schedule) must be reported in Contractors issue tracking system no later than ten (10) weeks prior to deployment of the release in PA. 
d) Resolution: The Defect shall be considered resolved when the fix has been deployed and success of the deployment has been verified by the Contractor, BHSR and BIIT

[bookmark: _Toc488306909]Deliverables
No later than five (5) business days following the end of each month, the Contractor shall deliver a Monthly Defect Resolution Report listing all Defects by category of severity inclusive of times to resolve. 


[bookmark: _Toc488306910]Customer Support
[bookmark: _Toc488306911]Background
Throughout the release process and after releases successfully go into production and become part of ongoing operations, the Contractor shall be responsible for providing BHSR and BIIT access to staff with expertise in the Department’s DAVETM installation, data, and customized processes.

[bookmark: _Toc488306912]Requirements
[bookmark: _Toc406136356][bookmark: _Toc488306913][bookmark: _Toc396293579][bookmark: _Toc396295112][bookmark: _Toc396293580][bookmark: _Toc396295113][bookmark: _Toc396293581][bookmark: _Toc396295114][bookmark: _Toc396293582][bookmark: _Toc396295115][bookmark: _Toc396293583][bookmark: _Toc396295116][bookmark: _Toc396293584][bookmark: _Toc396295117][bookmark: _Toc396293585][bookmark: _Toc396295118][bookmark: _Toc396293586][bookmark: _Toc396295119][bookmark: _Toc396293587][bookmark: _Toc396295120][bookmark: _Toc396293588][bookmark: _Toc396295121][bookmark: _Toc396293589][bookmark: _Toc396295122][bookmark: _Toc396293590][bookmark: _Toc396295123][bookmark: _Toc396293591][bookmark: _Toc396295124][bookmark: _Toc396293592][bookmark: _Toc396295125][bookmark: _Toc396293593][bookmark: _Toc396295126][bookmark: _Toc396293594][bookmark: _Toc396295127][bookmark: _Toc396293595][bookmark: _Toc396295128][bookmark: _Toc396293596][bookmark: _Toc396295129][bookmark: _Toc396293597][bookmark: _Toc396295130][bookmark: _Toc396293598][bookmark: _Toc396295131][bookmark: _Toc396293599][bookmark: _Toc396295132][bookmark: _Toc396293600][bookmark: _Toc396295133][bookmark: _Toc396293601][bookmark: _Toc396295134][bookmark: _Toc396293602][bookmark: _Toc396295135][bookmark: _Toc396293603][bookmark: _Toc396295136][bookmark: _Toc396293604][bookmark: _Toc396295137][bookmark: _Toc396293605][bookmark: _Toc396295138][bookmark: _Toc396293606][bookmark: _Toc396295139][bookmark: _Toc396293607][bookmark: _Toc396295140][bookmark: _Toc396293608][bookmark: _Toc396295141][bookmark: _Toc396293609][bookmark: _Toc396295142][bookmark: _Toc396293610][bookmark: _Toc396295143][bookmark: _Toc396293611][bookmark: _Toc396295144][bookmark: _Toc396293612][bookmark: _Toc396295145][bookmark: _Toc396293613][bookmark: _Toc396295146][bookmark: _Toc396293614][bookmark: _Toc396295147][bookmark: _Toc396293615][bookmark: _Toc396295148][bookmark: _Toc396293616][bookmark: _Toc396295149][bookmark: _Toc396293617][bookmark: _Toc396295150][bookmark: _Toc396293618][bookmark: _Toc396295151]	Contractor technical and business resources shall be made available to BHSR and BIIT to support the requirements and tasks of this SOW in a timely manner without additional charge to the Department.  


[bookmark: _Toc398117893][bookmark: _Toc398709643][bookmark: _Toc398903753][bookmark: _Toc398117894][bookmark: _Toc398709644][bookmark: _Toc398903754][bookmark: _Toc398117895][bookmark: _Toc398709645][bookmark: _Toc398903755][bookmark: _Toc369796410][bookmark: _Toc369796490][bookmark: _Toc369796418][bookmark: _Toc369796498][bookmark: _Toc369796420][bookmark: _Toc369796500][bookmark: _Toc488306914]Transition
[bookmark: _Toc488306915]Transition
The Contractor shall be responsible for developing a Transition Plan to be used to transfer knowledge and responsibility to an incoming Contractor and/or Commonwealth staff at the conclusion of this contract. This Transition Plan shall be used to plan and manage the Contractor's activities during the final term of the Contract to be determined by the DOH.  

The Transition Plan shall be prepared and submitted as a Project Plan that identifies the work elements of each knowledge transfer effort, the resources assigned to the tasks, the time allotted to each element and the deliverable items to be produced. Where appropriate, a PERT or Gantt chart shall be used to show project, task, and time relationships.
In addition, the Contractor shall work collaboratively with the Department and any new Contractor to readily facilitate the transition process in an expeditious manner that helps to mitigate risk to the Department.

[bookmark: _Toc488306916]Deliverables (Outgoing) 
a) An Outgoing Transition Plan that shall include a resource staffing plan, issue tracking log, knowledge transfer plan, and a Project Schedule, detailing the items necessary to successfully transition data and operational knowledge to an incoming Contractor and/or DOH/BIIT staff. The Transition plan will be requested by the DOH Project Manager in writing two (2) months prior to the required delivery date. The Transition plan can be requested as early as thirteen (13) months prior to contract end, but not less than six (6) months prior to contract end. The Transition Plan shall be submitted to the DOH Project Manager in writing within two (2) months of the Department’s request to allow for the review and approval by the DOH Project Manager.  DOH requires a ten (10) business days to review the proposed plan and comment.  A final plan, revised based on DOH feedback), shall be delivered to DOH within five (5) business days of receiving DOH feedback.

b) The completed Transition Status Report is to be completed and submitted to the DOH Project Manager for acceptance three (3) times during the transition period in conjunction with the end of the specific phase (Transition Planning, Detailed Knowledge Transfer, and Transition Execution). Acceptance of the Transition Status Report shall be deemed granted unless the Contract Officer notifies Contractor otherwise in writing within fifteen (15) days of receipt of the respective Transition Status Report.  Beginning with transition period, the Transition Status report shall be updated weekly by the Contractor for review by the DOH Project Manager. The report shall contain details for each area where knowledge transfer is to occur and indicates the specific items of the exchange and a description of the knowledge transferred between the incumbent and incoming Contractor and/or Commonwealth staff. 

[bookmark: _Toc488306917]Service Level Agreements
The Contractor shall comply with the following SLAs with respect to system support:
a) Release Development, System and Regression Testing- Refer to Appendix 6.2 SLAs items 3.8.a).1, 3.8.a).2, and 3.8.a).3.
b) UAT Testing – Refer to Appendix 6.2 SLAs items 3.8.b).1, and 3.8.b).2.
c) Production Defects as defined in 4.4.2 - Refer to Appendix 6.2 SLAs items 3.8.c).1, 3.8.c).2, and 3.8.C).3.
d) System Uptime - Refer to Appendix 6.2 SLAs items 3.8.d).1.
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[bookmark: _Toc488306919]Project Management and Governance
[bookmark: _Toc488306920]Status Reports and Meetings 
[bookmark: _Toc488306921]Weekly Status Reports
The Contractor shall complete a Weekly Status Report at a mutually-agreed-upon time and forward it to the Department PM. The Weekly Status Report shall outline significant accomplishments against the tasks outlined in the project plan or from the previous week’s status report. The Weekly Status report shall also contain a list of the tasks not completed and being worked on from the previous week, the status of each task, what category the task would fall under (enhancement, revision, Defect, and data integrity issues).

The report should also outline any concerns or issues. Changes to the established schedule or scope shall be documented with a description of the needed change, reason for change and its impact on the schedule. The Bureau Director, Health Statistics & Registries will approve the changes to the established schedule. The Status Report shall also report any unscheduled downtime as well as missed milestone dates for Defect resolutions or DAVE™ enhancements. 

The Status Report shall be delivered to the Department PM twenty four (24) hours in advance of the weekly status meeting. The Department PM will post the status report to the SharePoint site. 

[bookmark: _Toc488306922]Status Meeting  
The Contractor shall schedule and conduct weekly status meetings.  The purpose of the meeting is to provide status using information gathered from all of the Contractor’s resources assigned to all activity relating to this contract.  During this meeting the Contractor will thoroughly review the weekly status report including discussion open items and recommending resolutions to issues.
a) The Contractor shall create and distribute an agenda to all attendees prior to the meeting. An agenda is required twenty four (24) hours in advance for all status meetings
b) The Contractor shall record the minutes and shall distribute the minutes within two (2) business days of the meeting date to all meeting participants and those designated on the distribution list
[bookmark: _Toc488306923]General Requirements
[bookmark: _Toc488306924]Security
a) The Contractor system shall use SSL for all web based transactions
b) The Contractor shall notify the Department within timeframes established in Attachment C of knowledge of a security breach or a security vulnerability within the system or through the credit card payment process for online or telephone orders
c) The Contractor shall ensure that access to the system is given solely to Permitted Users as authorized by the Department through a user name and a user password supplied by the Department’s authorized administrators
d) The Contractor shall comply with the requirements of Commonwealth Information Technology Security Bulletin ITB-SEC005 (Commonwealth Application Certification and Accreditation CA2)(attachment SEC005.doc) at Contractors expense.

http://www.oa.pa.gov/Policies/Documents/itp_sec005.pdf 

1. Contractor shall work with the BIIT PM to complete the certification and accreditation process outlined.  Contractor shall complete the certification and accreditation process within six (6) months after issuance of the PO and agrees that the process must be completed every two (2) years.  This certification and accreditation process consists of policy compliance assessments and risk assessments, which include source code analysis, host-based intrusion scans, and web application risk assessments 
[bookmark: _Toc367708832][bookmark: _Toc367711531][bookmark: _Toc488306925]Governance Meetings
The Contractor shall participate in the Governance meetings as needed. The Department and the Contractor shall have representatives of their Senior Management Teams, attend the meetings and shall choose those attendees as appropriate for the meeting.  The Governance Meetings will be used to review SLAs, the Annual Plan status and Release schedule and other contractual matters as escalated according to the process below.  These meetings shall occur at least quarterly and could occur more frequently as the situation warrants.

[bookmark: _Toc488306926]Issue and Escalation Management
During the term of this Contract, the following process shall be used for issue resolution:
a) Issue Presentation.  Issues must be electronically recorded in Contractor Defect reporting software and may also be communicated in writing to the Contractor.  An issue log will be kept by the Department.  All issues will be discussed between the Department PM and the Department BAs, the Contractor’s PM, and other necessary parties identified by the Department and Contractor for purpose of clarifying and defining the problem and problem resolution
b) Escalation Process.  If no resolution is obtained between the Department PM and Contractor’s PM, the issue will be escalated to the Director of BHSR, the BIIT Director, and the Contractor Product Manager.  If no resolution is obtained at that level, the issue will be escalated to the Governance Committee
c) A meeting of the Governance Committee, via phone or otherwise, will take place within two (2) hours or as soon as feasible for both the Department and Contractor participants if it is a critical issue and within three (3) working days or other mutually-agreed upon time frame for other issues.  Final resolution of issues will be documented in writing within two (2) working days of the meeting or other mutually agreed upon time frame.  All parties agree to exercise good faith in dispute/issues resolution
d) Proceed with Duties.  The Department and the Contractor agree that during the time the parties are attempting to resolve any issue or dispute in accordance with the provisions of this Agreement, all parties to this Agreement shall diligently perform their duties thereunder
e) If any issue resolutions result in schedule, cost, and/or scope changes, no work may commence without the creation and approval by BHSR director, and, if applicable, modification to the existing release schedule or work order
f) The Department and Contractor shall each assign two of their respective members of the Governance Committee to work together to resolve any disagreements between the parties as to the appropriate Severity Level Issue Classification and/or release version that will be logged into the Defect reporting software, taking into account the definitions set forth in Sections 4.4.2 and 4.4.5.  

[bookmark: _Toc488306927]Operations Issues and Malfunctions
The Contractor shall provide support within the response times below if a malfunction is reported. Support shall be available to the Department PM and the Department BAs.

Response times may vary with respect to each indicated Malfunction level, as set forth below, and begin when notice is received by the Contractor in accordance with issue procedures provided by the Department.   

If a Malfunction occurs, the Contractor shall have the appropriate personnel, with the appropriate skill set to address the issue working diligently to resolve the Malfunction problem as indicated:
 
[bookmark: _Toc488306928]Issue Classifications
The Contractor shall abide by the following issue classifications:  
Severity 1 (Critical): Production or mission-critical business operations cannot be performed.   A mission-critical business operation represents a situation where any features or functions of the Licensed Software related to 1) issuance of vital records (birth or death), 2) registration of birth or death records, or 3) data retrieval are unavailable, and no practical alternate mode of operation is available or the System is down and not available for use.  The Defect affecting the mission critical business operation has one or more of the following characteristics: 
a) Data corruption – all physical or logical data is unavailable or incorrect.
b) Entire System crashes repeatedly – a required software process fails and continues to fail after a restart attempt.
c) Critical functionality as described above is not available.
d) System stops – This includes cases where the system stops indefinitely. This also includes severe performance degradation causing unreasonable waits for response.  This would include time out errors.

Severity 2 (High): Production system is not functioning according to specifications, impacting significant aspects of business operations or workload.  No workaround is available within the system or work-around is causing severe interruption of production processing. 
 
Severity 3 (Medium): (a) System is not functioning according to specifications, but most business operations continue; (b) System is not functioning according to specifications, but a known work-around exists and the Department is able to implement the work-around without severe interruption of production processing; or (c) Customer requires information or assistance on software capabilities, installation or configuration (d) Problems exist in the UAT environment preventing the Department from completing testing for a release.

Severity 4 (Low): (a) Issue not affecting the functionality of the current system. (b) Cosmetic issue within the system such as but not limited to misspelled word, columns not lining up properly. (c) Suggested change or addition to a current process that is already in place and is functioning properly within the system. 

[bookmark: _Toc488306929]Escalation Hours after Hours Designations
The Contractor shall be responsible for issues reported to Contractors help desk in accordance with the terms outlined in this SOW. Contractor’s help desk will be available to receive calls notifying it of issues 24/7/365.

[bookmark: _Toc488306930]Resolve
A Defect will be deemed “Fixed” when the Contractor corrects the Software such that the Malfunction is prevented from recurring and the Department verifies through testing the resolution in the Department’s staging environment and verifies and accepts the resolution in the Production environment after the Department promotes, deploys and tests the code in the Production environment. In the event there is a dispute as to whether a Defect has been Fixed and should be accepted into a Production Environment then the issue shall be escalated pursuant to the escalation management process in Section 4.4., in which case the final decision on whether the Defect has been Fixed and accepted shall be made by the Governance Committee as provided therein.
 

All Fixes for Defects shall be at no additional cost to the Department and the Contractor shall provide the Department instructions on the Fix specific process
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Severity 1 (Critical)
a) Support: Less than thirty (30) minutes for the Contractor’s help desk to contact the appropriate Contractor personnel by phone
b) Maximum Resolution Time goal: twenty-four (24) hours to deliver a patch release
c) Escalation:  if not resolved within twenty-four (24) hours

Severity 2 (High)
a) Support: Less than one (1) hour for the Contractors help desk to contact the appropriate Contractor personnel by phone
b) Maximum Resolution Time goal: forty-eight (48) hours, excluding weekends and Commonwealth holidays,  to deliver a patch release
c) Escalation:  if not resolved within nine (9) hours 
Severity 3 (Medium)
a) Support: Less than two (2) business hours for Contractors help desk to contact the appropriate Contractor personnel by phone or e-mail 
b) Maximum Resolution Time goal: Mutually agreed Release Date as agreed upon by the Contractor PM, BHSR and BIIT
c) Escalation: if not resolved by mutually agreed Release Date as agreed upon by the Contractor PM, BHSR and BIIT 
Severity 4 (Low)
a) Support: Less than four (4) business hours for Contractor’s help desk to contact the appropriate Contractor personnel by phone or e-mail
b) Maximum Resolution Time goal: Mutually agreed Release Date
c) Escalation: if not resolved to mutually agreed Release Date 
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The Contractor shall collect the Certificate Fee for Birth and Death certificate transactions as defined by DVR which shall be remitted by the Contractor daily.
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a) Contractor Fee for Completed Orders

For each completed electronic Order, the Contractor shall be paid by DVR a Contractor Fee to cover processing, verification and costs for completed online processing and phone orders.  

The contractor rate for completed orders will be based on tiered volume pricing on a quarterly basis as shown in the chart below. “Completed Order” shall mean that the customer has provided Contractor all required documentation and paid the appropriate certificate fee(s).  

	Quarter Period
	Baseline
	Tier 1
	Tier2 
	Tier3

	 
	Min.
	Max
	Rate
	Min.
	Max
	Rate
	Min.
	Max
	Rate
	Min.
	Max
	Rate

	Initial Startup 08/13/17-09/30/17
	     1 
	17979
	$6.00 
	17980
	18829
	$5.85 
	18830
	20539
	$5.70 
	20540
	20540+
	$5.40 

	October - December
	     1 
	  25,339 
	$6.00 
	  25,340 
	  26,539 
	$5.85 
	  26,540 
	  28,959 
	$5.70 
	  28,960 
	 28960+ 
	$5.40 

	January - March
	     1 
	  40,959 
	$6.00 
	  40,960 
	  42,909 
	$5.85 
	  42,910 
	  46,809 
	$5.70 
	  46,810 
	 46810+ 
	$5.40 

	April - June
	     1 
	  35,749 
	$6.00 
	  35,750 
	  37,449 
	$5.85 
	  37,450 
	  40,859 
	$5.70 
	  40,860 
	 40860+ 
	$5.40 

	July - September
	     1 
	  35,029 
	$6.00 
	  35,030 
	  36,699 
	$5.85 
	  36,700 
	  40,039 
	$5.70 
	  40,040 
	 40040+ 
	$5.40 



Each month the Contractor shall bill for completed orders at the Tier 3 rate for the volume of orders completed.  

On a quarterly basis, and at the end of the initial startup period, if the volume of orders required to meet the Tier 3 rate has not been met, the Contractor shall submit a true-up invoice to adjust payment to the correct amount that should have been paid for the volume of orders completed.  The Contractor shall use the appropriate line item on the Purchase Order for the appropriate adjustment based on the volume of orders completed.

The Purchase Order line items for all orders and adjustment line items will be based on estimated quantities which Contractor and the Department shall monitor monthly. If it is determined the estimated quantities need adjusted the Department will complete a change order to revise the Purchase Order. 

Annually, two (2) months prior to the end of each contract year, the Department and Contractor will review the Contractor Fee for completed Orders and mutually agree on the Contractor Fee for the next contract year.  Any change in Contractor Fee will require a change order to be issued to adjust the Purchase Order and any revised Contractor Fee will not be in effect until a revised Purchase Order is issued and in effect.



b) Contractor Fee for Orders returned due to customer error

For Orders not completed due to customer error the Contractor will be paid a Contractor Fee of $3 for each order not fulfilled.  

c)  Service Level Agreement (SLA) Credits

In order to incentivize achievement of the operational SLAs (Section 2.1.9.1, 2.1.9.2, and 2.1.9.3) and the software SLA (Section 3.8), a credit against Contractor Fees owed the Contractor may be due based on the achievement of the operational and the software SLA’s.   

If for any reporting quarter, the Contractor does not meet the operational or software SLAs, a service credit of up to (20%) of the total Contractor Fees due for the quarter shall be applied by the Contractor against the next monthly invoice from the Contractor and any additional future invoices necessary to satisfy the SLA credit due.  Contractor agrees it will not receive a return of lost fee amounts due to SLA credits due.  Service credits shall be applied based on contractor performance levels as defined in Appendix 6.2 (SLAs). SLAs for optional services defined in this SOW will be negotiated with the Contractor at the time the optional services are invoked and as such are not included in Appendix 6.2 SLAs.

In addition, during any reporting quarter, for any release deployed to PA for testing and implementation, Contractor agrees the following shall apply.  If more than 10% of the total number of documented Contractor tracking tickets (Defects and Work Orders) included in a release fail testing, as a result of a Defect in the software, as set forth in section 3.3 (Testing) an additional credit of (5%) of the total Contractor Fees due for the quarter shall be applied by the Contractor against the next monthly invoice from the Contractor and any additional future invoices necessary to satisfy the credit due.  Contractor agrees it will not receive a return of lost fee amounts due to SLA credits due

The Contractor will be notified by email and letter of the results of the review of the quarterly report within 10 days of receipt of the quarterly report and any SLA credits due as a result of SLA’s not being met. 

Contractor Fees withheld as set forth above shall not constitute liquidated damages for the corresponding failure to perform, and the Department shall be free to pursue any and all remedies available under the Contract with respect thereto, provided that any such credits actually paid by the Contractor to the Commonwealth shall be offset against any damages awarded to the Department for claims arising from the corresponding failure to perform. 

d) For each contract year of the Purchase Order the Contractor shall indicate the fee for DAVE™ Maintenance (Maintenance Fee) as defined in this document. The Maintenance Fee shall be an annual line item on the Purchase Order.  If an annual period is less than 12 months to the end date of the Purchase Order date, then the cost will be prorated at the number of months to the end date of the Purchase Order for that annual period.  Ninety (90) percent of the Maintenance Fee will be due at the start of each contract year.  Ten (10) percent of the Maintenance Fee will be retained by the Department until the annual release plan is executed successfully.  Contractor agrees annual percentage increase of the Maintenance Fee shall not exceed 3% beginning with the second contract year.  Contractor shall notify the Department in writing 60 days prior to the anniversary date of the effective date of the contract of a price adjustment.

e) Mail Processing and General Customer Support are optional services as defined in this SOW.  Costs for these services will be negotiated with the Contractor and added to the Purchase Order at the Department’s option following a change order process at such time as the services are requested of the Contractor and following the timelines set forth in this SOW. 
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As outlined in Section 3.1.2.1, the Department and the Contractor may agree on additional modifications to the software outside of normal maintenance.  These modifications would be outside of the normal fee structure process.  
When the Department has requested an enhancement/modification the Contractor shall complete a Word Order.  See Attachment E (Work Order) for the format and content of the Work Order. It is expected that the Contractor shall thoroughly test the enhancement/modification prior to providing the enhancement/modification in a release to the Department. 
If upon implementation and review of an enhancement/modification, said enhancement/modification does not work as agreed upon or adversely affects another part of the system that was previously working correctly, the Contractor and the Department shall mutually agree upon a revised delivery date for the second release based on the complexity of the issue and level of effort.  
If the second release does not work, a third release and delivery date shall be mutually agreed upon.  
Beginning with the second release, the contractor shall forfeit 5% of the fee for the work order for each additional release required to achieve acceptable functionality in accordance with the original approved requirements. 
Modifications that are agreed upon and successfully implemented (see section 3.3 Testing) may be invoiced by the Contractor thirty (30) days after the production release of the software and the software is functioning error-free and shall be paid in accordance with contract terms and conditions.
For pricing and quote purposes Contractor shall include 750 hours for modifications which will become a line item on the Purchase Order.  If during the term of the engagement it is determined the estimate needs adjusted, the Department will complete a change order to revise the Purchase Order. 
A work order requires approval by the Department and signature by Director of Bureau of Health Statistics and Registries before Contractor can make any modifications.  If any work order would cause the Purchase Order limit of hours/cost for modifications to be exceeded no work shall be completed by Contractor until such time as a revised Purchase Order is issued or the Contractor to cover the work. 
     Notwithstanding paragraph 48-Liquidated Damages- of the Contract, the Contractor shall be assessed fees under this paragraph for enhancement/modification of a release that does not work as agreed upon or adversely affects another part of the system that was previously working correctly in accordance with the time frames set forth above.       
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The following table presents an all-inclusive list of deliverables mentioned in the preceding document.
The technical deliverables listed below are for modifications and maintenance

	Deliverable
	Section Reference

	Monthly report on electronic application entries
	2.1.8

	Technical Deliverables:
	

	DAVETM Annual Strategic Plan
	3.1.3

	Requirements Scope and Design Document 
	3.2.3

	Updated Functional Specification Attachments
	3.2.3

	Updated Functional Specification Tracking Document
	3.2.3

	Patch release information	
	3.2.4.2

	Test Plan
	3.3.3

	Test Scenarios
	3.3.3

	Test Reports
	3.3.3

	Production Deployment Guide
	3.3.3

	User Impact Deliverable
	3.3.3

	Production Deployment Verification Report
	3.4.3

	Monthly Defect Resolution Report
	3.5.3

	Weekly Status Reports
	4.1.1

	Transition Plan
	3.7.1 

	Transition Status Report 
	3.7.2


Deliverables will be defined in detail per mutual agreement following the process described below between Contractor and Department resources.

Contractor has developed a process that ensures that deliverables of any type will meet the Department’s expectations.  This process begins with a “DED” or “Deliverable Expectations Document” for each deliverable.  This document shall be created by the Contractor Project Manager.  There are five sections that must be completed before any work can begin on the deliverable:
	SOW Language
	This is the actual language describing the deliverable pasted from the original SOW.

	Project Deliverable Expectations Detail
	Through a series of discussions between all interested parties, the Contractor Project Managers shall record exactly what the end result of this deliverable will be.  In the case of written deliverables, a description of what the document should contain and possibly a sample Table of Contents may be included.  For software deliverables, this section may contain requirements feature descriptions, and/or a list of files.  In the case of work to be performed, this section may contain a detailed description of when, where, and how the work will be performed.


	Notes and Comments
	This section shall contain any additional information to assist with clarification.


	Acceptance Signatures
	This section will contain the names and signatures of those accepting and signing off that the DED actually captures the Deliverable Expectations.  Representatives from Contractor and the Department must sign.

	
	


A sample DED from a recent implementation is shown on the next page.
[image: cid:image001.jpg@01CF23E8.20CE9CB0]
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The following table presents a view of SLAs contained within the preceding document arranged by section and agreement.
Note: Maximum at risk amount: Service credits assessed for any quarter shall not exceed 20% of the total Contractor Fees due for the quarter.
Note: SLAs for optional services: In the event the optional services are exercised the parties will negotiate SLAs.
 
	SLA	DESCRIPTION
	
	Tier 1
	Tier 1
	Teir 2
	Teir 2
	Tier 3
	Tier 3

	
	Target
	Performance Level
	Service Credit
	Performance Level
	Service Credit
	Performance Level
	Service Credit

	Order processing SLAs
	
	
	
	
	
	
	
	
	

	Electronic order processing of online applications
	The DAVE Retrieve VitalChek orders job shall load 98% of non-exception orders received from the prior business day and the remaining shall be loaded within forty-eight (48) hours excluding weekends and holidays

	2.1.9.2
	98% or >
	97% - 96%
	1%
	95% - 90%
	3%
	< 90%
	5%

	Electronic order processing of online applications
	98% of applications which are incomplete applications will be cancelled within thirty (30) calendar days if no additional information is provided by the applicant. The Applicant would not be charged the certificate or shipping fee if applicable
	2.1 .9.2
	98% or >
	97% - 96%
	1%
	90% - 95%
	3%
	< 90%
	5%

	Electronic order processing of online applications
	Online system availability 98% of scheduled uptime in any calendar quarter excluding scheduled maintenance times
	2.1.9.2
	98% or >
	97% - 96%
	2.5%
	90% - 95%
	5%
	< 90%
	10%

	Electronic order processing of online applications
	98% of fees collected and due to the Department will be remitted to the Department on the same day the orders are transmitted to the Department and the remaining remitted within three (3) business days provided that the Department initiates the close process the same day the orders are transmitted to the Department
	2.1 .9.2
	98% or >
	97% - 96%
	2.5%
	90% - 95%
	5%
	< 90%
	10%

	Electronic order processing of telephone applications
	98% of non-exception orders received from the prior business day and transmitted within one (1)) hour EST EDT before the Department’s scheduled execution of the DAVE™ Retrieve Contractor orders job and the remaining transmitted within forty-eight (48) hours excluding weekends and holidays
	2.1.9.3
	98% or >
	97% - 96%
	1%
	90% - 95%
	3%
	< 90%
	5%

	Electronic order processing of telephone applications
	98% of telephone applications which are incomplete applications will be cancelled within thirty (30) calendar days if no additional information is provided by the applicant. The Applicant would not be charged the certificate or shipping fee if applicable
	2.1.9.3
	98% or >
	97% - 96%
	1%
	90% - 95%
	3%
	< 90%
	5%

	Electronic order processing of telephone applications
	Telephone order system availability 98% of scheduled uptime in any calendar quarter excluding scheduled maintenance times
	2.1.9.3
	98% or >
	97% - 96%
	2.5%
	90% - 95%
	5%
	< 90%
	10%

	Electronic order processing of telephone applications
	98% of fees collected and due to the Department will be remitted to the Department on the same day the orders are transmitted to the Department and the remaining remitted within three (3) business days provided that the Department initiates the close process the same day the orders are transmitted to the Department
	2.1.9.3
	98% or >
	97% - 96%
	2.5%
	90% - 95%
	5%
	< 90%
	10%

	Electronic order processing of telephone applications
	Toll-free number uptime shall be greater than or equal to 98% of scheduled uptime
	2.1.9.3
	98% or >
	97% - 96%
	2.5%
	90% - 95%
	5%
	< 90%
	10%

	System Support SLAs
	
	
	
	
	
	
	
	
	

	System Support: Release Development, System and Regression Testing
	Releases shall meet the scheduled timeline for development and system testing 100% of the time
	3.8.a).1
	ontime
	within 5
business days
of scheduled  time
	3.75%
	within 7 business
days of schedule
time
	7.5%
	within 10
business days of
schedule time
	15%

	DAVE™ System Management, Maintenance and Modifications
	Releases installed into production shall be 100% free of Severity 1 and Severity 2 Defects 
	3.8a).2
	Defect free
	Severity 2
issue(s) found
in production
	5%
	Severity 1
issue(s) found in
production
	5%
	
	

	System Support: Release Development, System and Regression Testing
	Releases will not be accepted to move to UAT if Testing Results do not meet the Exit Requirements for Defects (no Severity 1 or 2 Defects)
	3.8.a).3
	100%
	100%
	no
associated
service credit
	
	
	
	

	System Support: UAT Testing-1
	Releases will not be accepted to move to Production with Severity 1 or 2 Defects as defined in 4.4.2.
	3.8.b)1
	100%
	100%
	no
associated
service credit
	
	
	
	

	System Support: UAT Testing-2
	Workarounds must be approved by the Department for any Severity 3 or 4 Defect as defined in 4.4.2 for final approval of the Production Release
	3.8.b)2
	100%
	100%
	no
associated
service credit
	
	
	
	

	System Support: Production Defects-1
	100% of Severity 1 production Defects will have a patch release delivered within 24 hours from the time the Department notifies Contractor’s help desk.  The Department will cooperate as necessary to assist in determining the root cause of a critical issue.
100% of Severity 2 production Defects will have a patch release delivered within 48 hours from the time the Department notifies Contractor’s help desk.  The Department will cooperate as necessary to assist in determining the root cause of a critical issue.
95% of Severity 3 and 4 production defects will be resolved on the release date mutually agreed upon by the Contractor PM, BHSR and BIIT.


95% of Severity 3 and 4 production Defects will be resolved on the release date mutually agreed upon by the Contractor PM, BHSR and BIT
	3.8.c)
	100%
	90%
	10%
	
	
	
	

	
	
	
	100%
	90%
	10%
	
	
	
	

	
	
	
	95%
	75%
	5%
	
	
	
	

	System Support: Application Uptime
	<0.01% of Downtime of the DAVETM system resulting from an issue with the system itself in any calendar month except scheduled maintenance windows.
	3.8.d)
	<.01%
	0.01% - .049%
	2.5%
	.05% - .099%
	5%
	.1% or <
	10%





[bookmark: _Toc488306940]Terms, Acronyms, Definitions
	Term
	Acronym
	Definition

	Bureau of Health Statistics and Registries
	BHSR
	Bureau of Health Statistics and Registries

	Bureau of Informatics and Information Technology
	BIIT 
	Bureau of Informatics and Information Technology

	Business Analyst
	BA
	Business Analyst

	Change
	
	A request made to add or remove functionality due to Defects or desired functionality improvements

	Contract
	 
	 A type of written agreement, regardless of what it may be called, for the procurement of supplies, services, or construction and executed by all parties in accordance with the Commonwealth Attorney’s Act, Act of October 15, 1980 (P.L. 950, No.164)

	Contractor
	VitalChek
	VitalChek, a LexisNexis Company

	Contractor Project Manager
	 
	Person designated by the Contractor to handle the daily activities relating to this Contract.  

	Database Administrator
	DBA
	Database Administrator

	Database Application for Vital Events
	DAVE™
	The Contractor’s Database Application for Vital Events; a software product owned by the Contractor that, and includes all purchased components of said product (Core Birth, Death and any future purchased components). 

	Days
	 
	Unless specifically indicated otherwise, days mean Commonwealth business days.

	Defect
	
	A condition in the software product after any needed patches are applied which does not meet a software requirement as stated in the requirement specifications.  For any functionality not specified in documentation, expected results and the determination of the Defect is based on demonstrated previous functionality in the most recent preceding production version. The requirement specifications are documented in Attachment F.  


	Department of Health
	DOH
	Department of Health

	Department of Health Project Manager
	DOH PM
	Person designated by the Commonwealth to handle the daily activities relating to this Agreement.

	Developed Materials or Developed Works
	 
	All documents, data, records, software, samples or any other literary works or other works of authorship produced by Contractor in carrying out the obligations and Services under this Contract, without limitation. Developed Materials and Developed Works are used interchangeably in this Contract and have the same meaning. 

	Division of Statistical Registries
	DSR
	Division of Statistical Registries

	Division of Vital Records
	DVR
	Division of Vital Records

	Documentation
	 
	 Materials required to support and convey information about the services required by this Agreement. It includes, but is not necessarily restricted to, written reports and analyses, diagrams, maps, logical and physical designs, system designs, screen shots, computer programs, flow charts, disks, and other machine-readable storage media.  

	Downtime
	
	Downtime is defined as the system being unavailable to users for reasons associated with the system.  The Contractor is not responsible for Downtime caused by issues with the infrastructure hosted by the Department.

	FIX
	
	A FIX is defined as the Contractor correcting  the Software such that the Defect is prevented from recurring and the Department tests, verifies and accepts the resolution in the Production environment. In the event there is a dispute as to whether a Defect has been Fixed and should be accepted into a Production Environment then the issue shall be escalated pursuant to the escalation management process in Section 4.4., in which case the final decision on whether the Defect has been Fixed and accepted shall be made by the Governance Committee as provided therein.
 


	Governance Committee
	 
	 A steering committee comprised of both Commonwealth and Contractor leadership that provides guidance, direction and control to the DAVE™ project.  

	Help Desk
	 
	Resources provided by the Contractor that provide the Commonwealth DAVE™ end users with information and support related to the DAVE™ software. The purpose of a help desk is to troubleshoot problems and provide guidance about the software. 

	JIRA
	 
	Is a proprietary issue tracking product, developed by Atlassian, used for Defect tracking, issue tracking, and project management. The product is used by VitalChek to track all issues related to the DAVE™ software.

	Joint Application Designs
	JAD
	Joint Application Designs

	Malfunction
	 
	Means an error or Defect in the Software or System that causes the Software to fail to perform in accordance with its specifications.

	Maintenance
	
	Annual software maintenance covers all software changes that are prioritized and scheduled as part of the Contractor release plan and the annual release plan agreed upon by DOH and Contractor.  The Commonwealth expects all releases to be error free and that any errors or problems caused by the release will be fixed free of charge by Contractor as part of standard maintenance.


	Modification
	
	There are no regular modifications.  Should the Department and Contractor agree to additional changes of software in addition to the changes prioritized in the standard software release schedule, these will be referred to as modifications.  The Department expects that all agreed upon modification costs will cover two months of warranty to address any problems or issues created by implementing that modification in production.  No additional hours may be charged to “fix a modification.”



	Operating System
	OS
	Operating System

	Permitted Users
	 
	Refers to the employees of the Department and the resources provided by the third parties identified and approved by the Department.

	Project Manager
	 PM
	A resource assigned by both the Commonwealth and the Contractor who has the responsibility of the planning, execution and closing of the DAVE™ project. 

	Project Manager Office
	PMO
	Project Manager Office

	Purchase Order
	PO
	Purchase Order

	Quality Assurance
	QA
	Quality Assurance

	Release
	 
	Refers to any revisions, modifications, updates to the Software issued by the Contractor during the term of this Contract in the course of providing development and maintenance to the DAVE™ Core Birth Module and the DAVE™ Core Death Module product which provides functional enhancements and Defect fixes.

	Release Notes
	 
	A software release life cycle is the sum of the phases of development and maturity for a piece of computer software: ranging from its initial development to its eventual release, and including updated versions of the released version to help improve software or fix Defects still present in the software

	Release Schedule
	
	Refers to the planned timeline for release activities from release planning through implementation

	Release Work Plan
	RWP
	Release Work Plan

	Requirement Specification
	
	Documentation that identifies how the application shall function.  This documentation is identified in Attachment F


	Requirements Document
	RD
	Requirements Document

	Services
	 
	Means all Contractor activity necessary to satisfy this Agreement. 

	Software
	 
	Programs and other operating information used by a computer.

	SQL Server Integration Services
	SSIS
	SQL Server Integration Services

	SQL Server Reporting Services
	SSRS
	SQL Server Reporting Services

	Systems Development Life Cycle
	SDLC
	Systems Development Life Cycle

	Statement of Work
	SOW
	Is a formal document that captures and defines the work activities, deliverables, and timelines a Contractor must execute in performance of specified work for a client. The SOW usually includes detailed requirements and pricing with standard regulatory and governance terms and conditions.  

	Structured Query Language
	SQL
	Structured Query Language

	User Acceptance Testing
	UAT
	User Acceptance Testing

	Version
	 
	Consists of any major enhancements and improvements to the Software. 

	Visual Basic
	VB
	Visual Basic
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Normal business hours for operations are:

	Area
	Business Hours
	After Hours –Holidays

	Department of Health’s Bureau of Health Statistics and Registries (BHSR)
	Monday to Friday
8 AM to 5:00 PM
	Monday to Friday 5:00 PM to 8:00 AM, Saturdays, Sundays and Commonwealth Holidays


	Bureau of Informatics and Information Technology (DOH-BIIT)
	Monday to Friday
8 AM to 4:30 PM
	Monday to Friday 4:30 PM to 8:00 AM, Saturdays, Sundays and Commonwealth Holidays


	Contractor Business Unit
	Monday to Friday
8 AM to 5:00 PM 
	n/a

	
	
	

	Contractor Help Desk 
	24-7, 365

	n/a

	
	
	

	External Customers (Funeral Directors, Local Registrars, Hospitals, etc.)

	24-7, 365

	n/a


All time references are Eastern Time Zone EST/EDT
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The following is the Department’s established vital records guidelines for verifying eligibility of the requestor:
Only certain people can re quest a birth certificate. You must be: 
· Person named on the birth certificate, who is 18 years of age or older (if under 18, immediate family member must apply) 
· Legal representative 
· Husband / wife 
· Parent / step-parent* 
· Brother / sister / half-brother / half-sister 
· Son / daughter / stepson* / stepdaughter* 
· Grandparent / great grandparent (specify maternal or paternal) 
· Grandchild / great grandchild 
·   
If the person named on the birth certificate is deceased, a family member who is not an immediate family member must submit a copy of the death certificate to be eligible to receive a certified copy of the birth certificate. 
*A step-parent or step-child is required to submit parents' marriage record supporting their relationship.
Only certain people can request a death certificate. You must be: 
· Legal representative of decedent's estate 
· Immediate family member 
· Extended family member who indicates a direct relationship to the decedent 
· 

Additional guidelines:
· Any version of an approved DVR Vital Records’ application form is acceptable, provided appropriate fee and photo-ID has been submitted.
· All requests must include government issued photo ID of the individual requesting the record with the exception of online and phone orders that will continue to utilize Contractors Identity Authentication product with only failures requiring a photo ID.  If an applicant indicates that they are unable to provide government issued photo ID, suggest that an eligible family member who has proper photo identification submit the request on their behalf.  When possible, discourage mailing to a PO Box address; however, this is permissible if this is the only address we are able to verify. 
· 
· If applicant cannot submit valid photo ID or there is not an eligible family member to apply in their behalf, applicant should complete Statement from Requestors Not Possessing an Acceptable Government Issued Photo-ID and submit with two documents verifying applicant’s address.  Staff should notate documents and initial form.  NOTE:  If applicant submits two acceptable documents verifying their current name and address without Statement form, request may be approved.  If applicant is unable to submit two documents verifying their address and eligible requestor does not have valid photo-ID, eligible requestor can apply with two documents verifying their address as noted above.  
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The following outlines Error Definitions to be considered:
1.  Misspelling or typographical error that does not match what was provided on the application
2.  Entering a PO box instead of querying the application for a street address with the representative contacting the customer if a physical street address is not listed on the application
3.  Collection, opening and sorting of hard copy applications exceeding 24 hours of receipt 
4.  Scanned mail application (OCR data elements) affixed to wrong subject or DAVE order
5.  Entering the wrong quantity of documents requested
5.  Lost mail due to mishandling
6.   Processing an order that does not meet eligibility requirements:  relationship, documentation to prove custody/guardianship, original POA, eligibility for issuance free on veteran’s status
7.  Processing an order without proper identification documentation
8.  Processing an order when the application/check or money order is not signed
9.  Processing an order when the place of event is out of state
10. Application mailed to the PO Box for processing and included documentation such as a subpoena, court order, power of attorney (POA), adoption certificate, notarized affidavit, T-28 documentation, Acknowledgement of Paternity, documents for filing foreign born adoption/registration, documents for filing delayed registration, documents for filing home birth, biological consent applications, non-certified copies or plain copy applications, and multi-year search applications etc.  
11. Processing an application as a fee when in receipt of both a fee and completion of Part 4 – fee waiver for veteran or veteran’s dependents 
12. Processing a request for a Certificate of Stillbirth, Commemorative or in the future Non Certified Pre-Adopt

[bookmark: _Toc488306945]Attachment C: Non Commonwealth Hosting Requirements
The purpose of this appendix is to define requirements for technology solutions used by the Commonwealth that are not hosted within Commonwealth infrastructure.  At the beginning of this contract the Department will rely on Contractor  to provide credit card processing services that are subject to these terms.  If other hosted services are subsequently added these would come under the requirements set forth in this attachment.

A.  Hosting Requirements
1. The Contractor shall supply all hosting equipment (hardware and software) required for performance of the Contract. 

2. The Contractor shall provide secure access to all levels of users via the internet. 

3. The Contractor shall use commercially reasonable resources and efforts to maintain adequate internet connection bandwidth and server capacity. 

4. The Contractor shall maintain all hosting equipment (hardware and software) and replace as necessary to maintain compliance with the Service Level Agreements as described in  the contract Statement of Work (STATEMENT OF WORK BETWEEN PENNSYLVANIA DEPARTMENT OF HEALTH AND VITALCHEK TO PROVIDE DAVE™ APPLICATION MANAGEMENT AND ONGOING OPERATIONS SUPPORT SERVICES). 

5. The Contractor shall monitor, prevent and deter unauthorized system access. Any and all known successful attempts must be reported to the Commonwealth within 30 minutes.  In the event of any impermissible disclosure, loss or destruction of Confidential Information, the receiving Party must immediately notify the disclosing Party and take all reasonable steps to mitigate any potential harm or further disclosure, loss or destruction of such Confidential Information. In addition, pertaining to the unauthorized access, use, release, or disclosure of data, the Contractor shall comply with state and federal data breach notifications regulations and is to report security incidents to the Commonwealth within 30 minutes of when the Contractor knew of such unauthorized access, use, release, or disclosure of data.

6. The Contractor shall allow the Commonwealth or its delegate, at times chosen by the Commonwealth, to review the hosted system’s location and security architecture. 

7. The Contractor staff, directly responsible for day-to-day monitoring and maintenance, shall, where necessary, have industry standard certifications applicable to the environment and system architecture used. 

8. The Contractor shall locate servers in a climate-controlled environment. Contractor shall house all servers and equipment in an operational environment that meets industry standards including climate control, fire and security hazard detection, electrical needs, and physical security. 

9. The Contractor shall examine system and error logs daily to minimize and predict system problems and initiate appropriate action. 

10. The Contractor shall completely test and apply patches for all third-party software products before release.

11.  Contractor shall provide a successfully passed SSAE- 16 SOC2 audit report, conducted by an independent certified public accounting firm, subject to the approval of the Department, annually at no additional cost to the Commonwealth.

B.  System Availability

1. The Contractor shall make available the system and any custom software on a 24 x 7 basis except for maintenance periods.

2. The Contractor shall perform routine maintenance during a planned weekly maintenance period on a day and time mutually agreeable to the Contractor and the Commonwealth.. Routine maintenance shall include, but is not limited to, server upgrades/patching, software upgrades/patching and hardware maintenance.

3. The Contractor shall perform non-routine maintenance at a mutually agreeable time with two (2) weeks advance notice to the Commonwealth.

4. From time to time, emergency maintenance may be required to bring down the system. In such situations, if possible, the Contractor shall give advance notice, before the system goes down for maintenance, to the Commonwealth. The Contractor will limit the emergency maintenance to those situations which require immediate action of bringing down the system that cannot wait for the next scheduled maintenance period. 

C.  Security Requirements
1. The Contractor shall conduct a third party independent security/vulnerability assessment at its own expense on an annual basis and submit the results of such assessment to the Commonwealth.

2. The Contractor shall comply with Commonwealth directions/resolutions to remediate the results of the security/vulnerability assessment to align with the standards of the Commonwealth. 

3. The Contractor shall use industry best practices to protect access to the system with a firewall and firewall rules to prevent access by non-authorized users and block all improper and unauthorized access attempts. 

4. The Contractor shall use industry best practices to provide system intrusion detection and prevention in order to detect intrusions in a timely manner. 

5. The Contractor shall use industry best practices to provide virus protection on all servers and network components. 

6. The Contractor shall limit access to the system and servers and provide access only to those staff that must have access to provide services proposed. 

7. The Contractor shall provide all Services, using security technologies and techniques in accordance with industry best practices and the Commonwealth’s security policies, procedures, and requirements, including those relating to the prevention and detection of fraud and any other inappropriate use or access of systems and networks.

D.  Data Storage
1. The Contractor shall use industry best practices to update all systems and third party software security patches to reduce security risk. The Contractor shall protect their systems with anti-virus, host intrusion protection, incident response monitoring and reporting, network firewalls, application firewalls, and employ system and application patch management to protect its network and customer data from unauthorized disclosure.

2. The Contractor shall be solely responsible for all data storage required to the extent such data is stored by Contractor hereunder. 

3. The Contractor shall take all necessary measures to protect the data including, but not limited to, the backup of the servers on a daily basis in accordance with industry best practices and encryption techniques. 

4.  The Contractor agrees to have appropriate controls in place to protect critical or sensitive data and shall employ stringent policies, procedures, and best practices to protect that data particularly in instances where sensitive data may be stored on a Contractor controlled or owned electronic device.
5.  The Contractor shall utilize a secured backup solution to prevent loss of data, back up all data every day and store backup media. Storage of backup media offsite is required.  Stored media must be kept in an all-hazards protective storage safe at the worksite and when taken offsite. All back up data and media shall be encrypted.
E.  Disaster Recovery
1. The Contractor shall employ reasonable disaster recovery procedures to assist in preventing interruption in the use of the system. 

F.  Data Exchange/Interface Requirements
1.    PCI Compliance 
	The Contractor is obliged to adhere to the Payment Card Industry Data Security Standard (PCI DSS) if it processes payment card data. Moreover, The Contractor certifies that their Information Technology practices conform to and meet current PCI DSS standards as defined by The PCI Security Standards Council at https://www.pcisecuritystandards.org/security_standards/index.php.
	The Contractor will monitor these PCI DSS standards and its Information Technology practices and the Contractor will notify the Commonwealth within one (1) week, if its practices should not conform to such standards. The CONTRACTOR will provide a letter of certification to attest to meeting this requirement and agrees to the Commonwealth's right-to-audit either by Commonwealth or external 3rd party auditors.
	Contractor agrees that it may (1) create, (2) receive from or on behalf of Commonwealth, or (3) have access to, payment card records or record systems containing cardholder data including credit card numbers (collectively, the "Cardholder Data"). Contractor shall comply with the Payment Card Industry Data Security Standard ("PCI-DSS") requirements for Cardholder Data that are prescribed by the payment brands (as appropriate including Visa, MasterCard, American Express, Discover), as they may be amended from time to time (collectively, the "PCIDSS Requirements"). Contractor acknowledges and agrees that Cardholder Data may only be used for assisting in completing a card transaction, for fraud control services, for loyalty programs, or as specifically agreed to by the payment brands, for purposes of this Agreement or as required by applicable law.
G.  Adherence to Policy

1.  The Contractor support and problem resolution solution shall provide a means to classify problems as to criticality and impact and with appropriate resolution procedures and escalation process for each classification of problem. 

2. The Contractor shall abide by all the Commonwealth’s policies (Information Technology Policies (ITBs)).

3.  The Contractor shall comply with all pertinent federal and state privacy regulations.
H.  Closeout
1. When the contract term expires or terminates, and at any other time at the written request of the Commonwealth; the Contractor must promptly return to the Commonwealth all of the Commonwealth data (and all copies of this information), in a format agreed to by the Commonwealth, that is in the Contractor’s possession or control.
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[image: ]



[image: ]






	


                                                
[bookmark: _Toc488306947]Attachment E:  Work Order 

	PENNSYLVANIA WORK ORDER NUMBER #####

	PA Work Order - Title 

	Version – #



	SECTION I - REQUESTER

	
1.Name
 
	
2. Telephone Number
 
	
3. Request Date
MM/DD/YYYY
	
4. Requested Completion: 
MM/DD/YYYY

	SECTION II – PURPOSE & SCOPE



Business Need:

	

Background: 



Purpose & Scope:



Deliverable(s):

	
	Deliverable
	Hours
	Cost

	1. 
	
	
	

	2. 
	
	
	

	3. 
	
	
	

	4. 
	
	
	

	5. 
	
	
	

	
	
	
	

	Total for Work Order
	
	




Assumptions:


Requirements:











	PENNSYLVANIA WORK ORDER NUMBER #####

	PA Work Order - Title 

	Version – #


	
SECTION IV - TRACKING

	7. Areas Affected (check all that apply  - okay to leave blank)
[bookmark: Check1][bookmark: Check8]|_| Birth Module	|_| Database
[bookmark: Check2][bookmark: Check9]|_| Death Module	|_| Report
[bookmark: Check3][bookmark: Check10]|_| Fetal Death Module	|_| Screens/UI
[bookmark: Check4][bookmark: Check11]|_| ITOP Module	|_| Bus. Rule  
[bookmark: Check5][bookmark: Check12]|_| Order Processing	|_| Test Script
[bookmark: Check6][bookmark: Check13]|_| Table Maintenance	|_| Process
[bookmark: Check7][bookmark: Check14]|_| Other (Specify Below)	|X| Forms
                                         
	8. Priority:
[bookmark: Check15][bookmark: Check16][bookmark: Check17]|_| High         |_| Medium         |_| Low

	
	9. Target Date or Release

	
	10. Effort (Dollars )  




	SECTION V – DECISION / AUTHORIZATION*

	11. VitalChek Signatures

VitalChek Project Manager
Name:                        Date: MM/DD/YYYY

VitalChek Project Sponsor
Name:                        Date: MM/DD/YYYY


	12. Client Decision & Signature

Pennsylvania Project Sponsor
Name: _                __  Date: _MM/DD/YYYY_            

[bookmark: Check18]  |_| Approved/ PO#:  _______________  
[bookmark: Check19]  |_| Not Approved / Rejected / Denied
[bookmark: Check20]  |_| Withdrawn / Cancelled 
[bookmark: Check21]  |_| Postpone / Hold Until:  _______________  
      Explanation:  





* Approval of this work order authorizes the Contractor (VitalChek) to begin development work and does not constitute approval for payment.   The Department of Health (Department) shall not be liable to pay VitalChek for any work performed or expenses incurred before VitalChek has received a Purchase Order.  Approval for payment is subject only upon the Department’s testing and acceptance of the completed deliverables in accordance with the terms of the Contract. 



[bookmark: _Toc488306948]Attachment F:  Functional Specifications Tracking
	Attachment F provided solely for reference purposes, as an example of deliverables to be provided during the term of the SOW.

Documentation Tracking
	Last Updated 11/3/2014

	
	
	
	

	Module
	Document Name
	Updated 2014
	Active File Date

	Death
	Core_Death_Att_C_Extracts_Loads_1420
	Yes
	2014

	Death
	Core_Death_Att_D_Amend_Items_1420
	Yes
	2014

	Death
	Core_Death_Att_F_Data_Attrib_1420
	No
	2006

	Death
	Core_Death_Att_L_Amend_Items_Reset_Extracts 1420
	Yes
	2014

	Death
	Core_Death_Att_Q_Edit_Rules_1420
	Yes
	2014

	Death
	Core_Death_Att_R_Hint_Text_1420
	No
	2006

	Death
	PA_Birth_Att_J_Print_Forms_1420
	No
	2012

	Death
	PA_Death_Att_D_Amend_Items_1420
	Yes
	2014

	Death
	PA_Death_Att_E_Print_Prod_Rules_1420
	Yes
	2014

	Death
	PA_Death_Att_G_Services__Fees_1420
	No
	2012

	Death
	PA_Death_Att_H_Srv_Prods_1420
	No
	2012

	Death
	 DeathFunctionalSpecifications_1420
	Yes
	2014

	Birth
	Core_Birth_Att_C_Extracts_Loads_1420
	Yes
	2014

	Birth
	Core_Birth_Att_F_Data_Attrib_1420
	No
	2013

	Birth
	Core_Birth_Att_L_Amend_Items_Reset_Extracts_1420
	Yes
	2014

	Birth
	Core_Birth_Att_Q_Edit_Rules_1420
	Yes
	2014

	Birth
	Core_Birth_Att_R_Hint_Text_1420
	No
	2007

	Birth
	PA_Birth_Att_D_Amend_Items_1420
	Yes
	2014

	Birth
	PA_Birth_Att_E_Print_Rules_1420
	Yes
	2014

	Birth
	PA_Birth_Att_G_Srv_Fees_1420
	Yes
	2014

	Birth
	PA_Birth_Att_H_Srv_Prods_1420
	Yes
	2014

	Birth
	PA_Birth_Att_J_Print_Forms_1420
	Yes
	2014

	Birth
	PA_Birth_Att_S_Sys_Codes_1420
	Yes
	2014

	Birth
	BirthRegistrationFunctionalSpecs1420
	Yes
	2014

	Core
	Amendment_Functional Specifications_1420
	Yes
	2014

	Core
	Common_DAVE_Functional_Specifications_1420
	Yes
	2014

	Core
	Core_Att_B_Order_Proc_Rules_1420
	Yes
	2014

	Core
	Core_Att_C_Amendments_Comments_Issuance_1420
	Yes
	2013

	Core
	Core_Att_I_Corres_Data_Merge_Fields_1420
	Yes
	2014

	Core
	Core_Att_K_Reports_1420
	Yes
	2014

	Core
	Core_Att_X_System_Pref_1420
	Yes
	2014

	Core
	Core_Att_Y_System_Generated_Messages_1420
	Yes
	2014

	Core
	Core_Att_Z_Business_Functions_1420
	Yes
	2014

	Core
	FIPS_Coding_1420
	Yes
	2014

	Core
	Table_Maintenance_Functional_Specifications_1420
	Yes
	2014

	KIOSK
	Attachment_T_Kiosk_language_translation PA
	Yes
	2014

	KIOSK
	Core Kiosk Use Cases
	Yes
	2014






[bookmark: _Toc488306949]Attachment G:  Standard Release Schedule

Attachment G provided solely for reference purposes, as an example of deliverables to be provided during the term of the SOW.
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Electronic Death Registration System
VitalChek
Deliverable Number 2

Software products required for EDRS functionality
A, RFPLanguage

512 Application Software and System Components
“The Provider vill supply and install all application software and system components necessary to.
satisfy the requirements specified vithin this RFP. The Provider vl provide written installation and
configuration documentation for the application softuare and system components.

B.  VitalChek Proposal Language

2. Software products required
Vitahek shallprovide afull st of software and associated version numbers required for allenvironments.
“Tnis ncludes operating system, server, database, and thic-party softuare.

512
Written nstalation and configuration doaumentation for allappliation software and system components s
avallale to DAVE™ clents, a can be seen i the technical documentation referenced below and further
expained in the “Documentation” section 9.6.

C. Project Deliverable Expectations Detail

The deliverable Sall consisofa Tt descrprion of all sofare prodices, wiliversion mambers b
insaalld i all vironments. This nciudes operating system, application and hirparty ofbwarealong with
identfcaton of who isresponsible for nsallaion

D.  Notesand Comments

Although RFP langaage and VialCheks proposal makes reference o both installaton activities as well
2s provision of documentation, those deliverable items will be supplied as part of Deliverabl

(“COTS application software configared in 2 environments”) and #14 (“Tecnical documentation,
including any system or data flow diagrams, data dictonary, hardware and software configurations or
images, operating procedures, audit tais, and procedures for security, maintenance and change control
for the system”).

E. Acceptance Signature(s)

Name/Title. S’I‘l‘ Date
Tame Hordl Electrontc Tone 30, 2008

OIT Project Manager

EDRS VitalCheck DED 2

maldoc Py

1ol
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DEPARTMENT OF HEALTH

Work Queues

VitalChek Mail

Order #

20140902360

20140802361

20140902362
20140902366
20140902368

20140902369
20140902374

20140902377

20140902382
20140002386
20140902389

20140902392

20140902394
20140902395
20140902396
20140902407

20140902408
20140902410
20140902411

VCN
Order #
43234519

43234552

43234592
43234748
43234775

43234807
43235128

43235188

43235427
43235517
43235760

43235927

43236033
43236059
43236096
43236863

43236891
43237010
43237161

VitalChek Load Transmittal Report ATTACHMENT D Pennsylvania

Report Parameters
Beginning Date SEP-03-2014
Ending Date SEP-03-2014

>
o
g
8
8
]
2

Department of Health
Health & Welfare Building
7th & Forster Streets, Harrisburg, PA 17120

OFFICE: New Castle Registration Office
USER: rcarran
Registrant Service Agency Delivery VitalCheck  Total
Fee Fee Fee Fee
— Birth CC $20.00 $0.00 $0.00 $20.00
_ Birth CC $20.00 $0.00 $0.00 $20.00
I cithcC $20.00 $0.00 $0.00 $20.00
I  Gith CC $20.00 $0.00 $0.00 $20.00
] Birth CC $20.00 $0.00 $0.00 $20.00
]
I i cC $20.00 $0.00 $0.00 $20.00
_ Birth CC $20.00 $0.00 $0.00 $20.00
_ Birth CC $20.00 $0.00 $0.00 $20.00
I Gith CC $20.00 $0.00 $0.00 $20.00
] Birth CC $20.00 $0.00 $0.00 $20.00
_ Birth CC $20.00 $0.00 $0.00 $20.00
_ Birth CC $20.00 $0.00 $0.00 $20.00
_ Birth CC $20.00 $0.00 $0.00 $20.00
I  Bith CC $20.00 $0.00 $0.00 $20.00
] Death CC $9.00 $0.00 $0.00 $9.00
_ Birth CC $20.00 $0.00 $0.00 $20.00
I cithcC $20.00 $0.00 $0.00 $20.00
I B CC $20.00 $0.00 $0.00 $20.00
] Death CC $9.00 $0.00 $0.00 $9.00

Wednesday, September 03, 2014 7:24:13AM Page 1 of 24
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VitalChek Load Transmittal Report Pennsylvania

Department of Health
Report Parameters Health & Welfare Building
pennsylvania Beginning Date SEP-03.2014 7th & Forster Streets, Harrisburg, PA 17120
DEPARTHENT OF HEALTH Ending Date SEP-03-2014
OFFICE: New Castle Registration Office
USER: rcarran
Work Queues
VitalChek UPS
Order # VON Applicant Registrant Service Agency Delivery VitalChek  Total
Order # Fee Fee Fee Fee
20140902819 43229394 | ] I cithcC $20.00 $18.00 $0.00 $38.00
20140902820 43231731 I ] Birth CC $20.00 $18.00 $0.00 $38.00
20140902822 43232240 Birth CC $20.00 $18.00 $0.00 $38.00
Birth CC $20.00 $0.00 50,00 $20.00
20140002823 43234435 [N 1] Birth CC $40.00 $37.50 $0.00 $77.50
20140902824 43234480 [ ] I  cithcC $20.00 $18.00 $0.00 $38.00
2010002825 4czesez0 [ 2000  S1B00 000 53800
20140002826 43251475 | I Gith CC $20.00 $18.00 $0.00 $38.00
Total Orders 325
Total Orders Received: 467

Wednesday, September 03, 2014 7:24:13AM Page 24 0f 24
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DAVE 2014 - 2015 Release Schedule
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